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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 107
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets drop 3
175.171.122. 21 Chi na 147.237.77. 227 e hanaz.idf.il Frk _Under Attack Con Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
85.104. 2. 230 Tur key 147.237. 76. 38 e.eneitav.idf.il B ock_Udp Al Nets drop 1
1.55.118. 188 Wi et nam 147.237.76. 196 e.sviva.idf.il Bl ock_UWp Al _Nets drop 1
85.104. 2. 230 Tur key 147.237. 76. 39 nobi | e. nei tav.idf.il ock Wdp Al _Nets drop 1
217.146. 91. 36 Uni ted Ki ngdom 147.237.76. 86 navy.idf.il B ock Np Al Net drop 1
1.55.118. 188 Wi et nam 147.237.76. 197 e. hinush.idf.il B ock Wp Al Nets drop 1
123.151. 42. 61 Chi na 147. 237.76. 30 hi nush. i df . i | Block Udp Al Nets Con Limt drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

66.176. 172. 168 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Quntry|Ste Signature
66.249. 78. 146 [147.237.72. 166 [Lhited States aka.idf.il ET SCAN NVAP -sA (2) 2
46.45,137.67  |147.237.76. 176 |Turkey test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 [147.237.0.15 |[China kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
182.16.64.15 |147.237.77.74 |Hong Kong lawidf.il ET SCAN NVAP -sS w ndow 1024 1
113. 171. 23. 126 |147. 237.76. 177 |Vi et nam ncore.idf.il ET SCAN Potential SSH Scan 1
113.171. 23. 126 |147. 237. 72. 14 |V et nam dover.idf.il(old) |ET SCAN Potential SSH Scan 1
46,161 40. 120|147 237 77 235 |Russi an svivaidh il ET SCAN Behavi pral Lhusual |y fast Ternminal Server Traffic, Potenti 4,
Federation Scan or Infection
209. 126. 230. 74 |147. 237.76. 34 |lhited Sates yohal an. i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
113. 171. 23. 126 [147. 237. 77. 170 |\i et nam maarachot.idf.il |ET SCAN Potential SSH Scan 1
113. 171. 23. 126 |147. 237.76. 31 [V etnam nakchal . i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237. 77. 216 |dover.idf.i | drop SAMrule drop 36
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il drop SAMrul e drop 12
207.46.228.208 |lited Sates |147.237.76.201 e atal .idf.il Geo- | ocati on enf or cement il?olr gg‘;;'nf” I nbound drop 9
79.176.50.189 | srael 147. 237.77. 243 |mobi le. i f . i Streaning Engine: TCP Invalid linvalid segnent retransnmission. | o 6
Ret r ansmi ssi on Packet dr opped.
192.34.59.254 |Wited Sates |147.237.77.233|atal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
85. 65. 71. 200 I srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence Invalid ACK nunber monitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
94. 230. 86. 227 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
109. 253. 212. 2261 sr ael 147.237.77. 243 |nubi le.i o . i1 Streamng Engi ne: TCP Inval id finvalid segnent retransmssion. |, o 3
Ret r ansmi ssi on Packet dr opped.
2.52.186.253  |Israel 147. 237.77. 243 |nobi l e i f .1 Streamng Engi ne: TCP Inval id imalid segnent retransnissi on. drop 3
Ret ransni ssi on Packet dr opped.
85. 65. 71. 200 I srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
79.178.197. 227 |israel 147.237.72. 166 |aka.i df . i Streaning Engi ne: TCP Invalid finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dr opped.
109. 253. 207. 1331 sr ael 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid linvalid segnent retransnmission. | .o 3
Ret r ansmi ssi on Packet dr opped.
66. 147.244. 138 |Lhited Sates [147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |2
173.252.115.87 |lhited Sates 147.237.77.176 |nat pash. i df . il dr op Frst packet isn't SN drop 2
91.200.12.141 |kraine 147.237.77. 216 |dover.idf .il drop SAMrul e drop 2
208.115.113.89 [lhited Sates [147.237.72. 166 |aka.idf.il drop SAMrule drop 2
75.126.221.55 |Lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |2
46. 19. 85. 61 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 2
46. 19. 85. 61 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber monitor |2
195. 22. 126. 119 |Pol and 147.237. 77. 216 |dover.idf . i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 2
173.252.115. 84 (lhited Sates |147.237.77.176 |natpash.idf.il drop Frst packet isn't SN drop 2
173.252.115.86 |lhited Sates 147.237.77.176 |nat pash. i df . il dr op Frst packet isn't SYN drop 2
91.200.12.106 |Ukraine 147.237. 77. 216 |dover.idf . i | drop SAMrule drop 2
75.126.221.55 |Uhited Sates [147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |2
193.90. 12. 87 Nor way 147. 237.77. 216 |dover. i df . i Drectory Traversal directory traversal overflow noni t or 1
162.247.72.199 |[Uhited States  |147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
94.242.246.23 |Luxenbourg 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
217.132.99.226 |[lsrael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85.25.103.119 |Germany 147.237. 77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
198.1.101.123 |Wited Sates |147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |1
70.211.128.89 |lhited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
176. 61. 147. 146 |Portugal 147.237. 77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
141.8.183. 16 gz::;”ion 147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
92.222.25.220 |France 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 1
208.115.113.89 [Lhited Sates [147.237.77.74 |lawidf.il drop SAMrule drop 1
77.247.181. 165 |Net herl ands 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
193.107.85.62 |lcel and 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow rmoni t or 1
173.208. 213. 114|Wited Sates  |147.237. 77. 216 |dover.idf.i| SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
104. 232. 3. 33 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
198.1.101.123 |Whited Sates |147.237.77.176 |natpash.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |1
74.82.47. 44 Lhited Sates |147.237.0.16 inly'kOSher'kraVi T 1 SyN At tack SYN -> SYN-ACK -> RST rej ect 1
178.217.187.39 |Pol and 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
141.8.183. 16 :Zg::tnim 147.237. 77. 176 |nat pash. i df .| Bad TCP sequence wﬁtﬁ;ggﬂggm moni tor |1
93. 115. 95. 205 é{”;(’;ym’us 147. 237. 77. 216 |dover. i df .i | Drectory Traversal directory traversal overflow monitor |1
208.115.113.89 [Lhited Sates [147.237.77. 216 |dover.idf.il drop SAMrule drop 1
46. 19. 85. 64 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 1
109. 163.234.9 |Romani a 147. 237.77. 216 |dover. i df . i Drectory Traversal directory traversal overflow noni t or 1
198.1.101.123 |Whited Sates  |147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.176.50.189 |Israel 147.237.77.243|nobi | e. i df . i | Mil ti pl e Wnaut hori zed URL Access from 79. 176. 50. 189 Bl ock 4
89. 161. 202. 147 |Pol and 147.237.72. 166 |aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 89. 161. 202. 147 B ock 3
. . . Uhaut hori zed URL Access to
79.176.50.189 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 3
79.183.97.201 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs oS Atack None
38.111.147.88 |lnited Sates [147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock
Russi an Paraneter Type Mol ation
188. 143. 232. 35 ) 147.237.77. 216 |dover. i df .i | ct |1 00$Cont ent P acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in Bl ock 2
Federation . ;
wa i df . i1 /1283- en/ dover . aspx
66.249.78.82  |israel 147.237.77.74 |lawidf.il llegal Paraneter Encoding searchifext in None 1
wwy | aw i df . il/275-hel pat zar . aspx
134.119. 45.15  |Ger nany 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to vww aman. i df.i|/xmrpc. php B ock 1
84.229.129.133 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230. 224 |lhited Sates [147.237.76.31 |nakchal .idf.il vaw nakhal i df . i 1/ 1073- he/ nakhal . aspx Bl ock 1
Uhaut hori zed URL Access to
8.37.70. 143 Lhited Sates |147.237.77.216|dover.idf.il v i df . i 1/ 1133- he/ dover . aspx&usg=al kj r hg2si zeOwt yI t 8ydsbpk8- b |B ock 1
1pxwkq
192. 241. 141. 195|Uhited Sates  [147.237.77.216|dover.idf . il Uhaut hori zed URL Access to www i df.il/1294-en/vww i df.il/english [B ock 1
: . . D stributed Uhauthorized URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
79.176.50.189 [Israel 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code B ock 1
66. 249. 78. 95 I srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ scri ptresour ce. axd B ock 1
. . D stributed Lhauthori zed URL Access on
150. 70.173. 46  |Japan 147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. ny- kosher - kravi . i df _
74.82.47. 4 Lhited Sates 147.237.0. 16 i| Unhaut hori zed URL Access to 147.237.0. 16/ B ock 1
A . . URL is Above Root Drectory
197.231.221. 211 |Liberia 147.237.77.216|dover . i df . i | Wi o i1/ / shared/cl i entscri pts/j query/j query-14.2.nin. | s B ock 1
. . . DO stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates [147.237.77.216 |dover. i df .|| v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawnidf.il/error. htm Bl ock 1
. . Dstributed Lhauthori zed URL Access on
150. 70. 173. 46  [Japan 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- hel dover . aspx. B ock 1
89. 161. 202. 147 |Pol and 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
. . D stributed Lhauthorized URL Access on
77.40.129. 123  |Nor way 147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
40.77. 167. 84 Lhited Sates [147.237.77.176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . idf.il/english B ock 1
} . . D stributed Lhauthorized URL Access on
204.13.201. 137 [Wited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 1
110. 170. 29. 146 |Thai | and 147.237.72. 166 [aka. i df . i | Unknown Paraneter docld in www aka.idf.il/nain/sachar/fag.aspx [None
68.142.232.22 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock
157. 55. 39. 36 Lhited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
93. 158. 152. 202 RJSIS:;ni on 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . D stributed Lhauthorized URL Access on
77.40.129. 123  |Nor way 147.237.77.216|dover. i df .i | v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 65. 223  [Israel 147.237.77. 216 |dover.idf.il Unhaut hori zed URL Access to 147.237. 77. 216/ webr esour ce. axd Bl ock 1
: . . D stributed Uhauthorized URL Access on
204.13.201.138 |lhited Sates |147.237.77.216|dover.idf.il v i dff . i | / 1133- 22638- hel dover . aspx. B ock 1
134.119. 45.15  |Ger nany 147.237.72. 156 [anan. i df . i | PHP At t enpt B ock 1
81.223.254.34 |Austria 147.237.77.74 |lawidf.il Unaut hori zed URL Access to /robots. txt Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates [147.237.77.176|nat pash. i df.il v cogat . i df . i |/ 1043- he/ cogat . asp B ock 1
106.68.207.59 |Australia 147. 237.72. 166 |aka. i df . i | tnknown Paranet er __Vl EABTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx
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