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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
54, 201. 39. 194 Lhited Sates 147. 237.76. 147 chi nuch. aka.idf.il C107: DDCS- Spoof ed HTTP Packets B ock 1
54.213.43. 131 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il C107: DDCS- Spoof ed HTTP Packet s Bl ock 1
54.213. 115. 23 Lhited Sates 147. 237.76. 147 chinuch. aka.idf.il C107: DDCS- Spoof ed HTTP Packets B ock 1
49, 246. 230. 40 Chi na 147.237.77. 74 lawidf.il 8479: HTTP. Suspi ci ous HTTP Request B ock 1
54.191.233.78 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il Cl07: DDCS- Spoof ed HTTP Packet s Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
222.186. 34. 171 147.237.76.147 |China chinuch.aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
222.186.34.171 147.237.0. 33 Chi na idf.il ET SCAN Potential WNC Scan 5900- 5920 1
220.231.195.122 [147.237.77.178 |China e.matpash.idf.il ET SCAN NVAP -f -sS 1
210. 93. 50. 130 147.237. 0. 34 Korea, Republic of tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
128.199.175.213  |147.237.77.216 |9 ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
128.199.175.162  |147.237.77.216  |S ngapore dover.idf.il ET DRCP Sparmhaus DRCP Listed Traffic | nbound 1
222.186. 34. 171 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
220.231.195.122 |147.237.77.178 |China e. nat pash. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
210. 93. 50. 130 147.237. 0. 34 Korea, Republic of tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
210. 93. 50. 130 147.237. 0. 34 Korea, Republic of tikshuv.idf.il ET SCAN NVAP -f -sS 1
128.199.175.175 |147.237.77.216 |9 ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreamng BEngi ne: TCP i i ssi
109. 253. 215. 66 | srael 147.237.77. 243 |nobil e.i of i mng tngihe- 1 Invalid segrent retransmssion. |, 21
Inval i d Retransnission Packet dropped.
reamng BEngi ne: T i i ssi
46.19. 86. 26 I sr ael 147.237.77. 243 |robi L e. i of .1 Streamng Engine: TCP Invalid segnent retransmssion. | ., 15
Inval i d Retransnission Packet dr opped.
reamn ine: T i i ssi
70.196.8.200  |nited Sates 147. 237.76. 147 |chinuch. aka i i1 | @M Ng Engi ne: TQP Invalid segnent retransmssion. | . 12
Inval id Retransm ssion Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 12
S ream ng Engi ne: TCP i i ssi
217.132.15.118 |Israel 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 9
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
2.54.44. 42 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 mng tngihe- 1 Invalid segment retransmssion. |, 9
Inval i d Retransnission Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
109. 67. 181. 252 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
85.65.114.231 |Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |8
37.46.38.93 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |7
Sreamng Engi ne: TCP ' i ssi
212.68.133.22 |israel 147. 237.77. 243 |mobi l e i o . i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
66.249.66.16  |nited Sates 147.237.0.19  |nadi matal .idf.il mng tngine. 1 Inval i d segnent retransmssion. |, 6
Inval id Retransm ssion Packet dr opped.
S ream ng Engi ne: TCP i i ssi
178. 154. 189. 201 |Russi an Federation [147.237.72. 166 |aka.idf. i1 mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant sztlaed to handie comection 1 o g
Sreamng Engi ne: TCP ' i ssi
109. 253. 197. 1831 sr ael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
212.179. 219. 88 | srael 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, ., 6
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
109. 253. 210. 24 | srael 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
85.65.114. 231 |Israel 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber aert 4
S reaming Engi ne: TCP i issi
2.54. 25,31 I srael 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi
82.166. 131. 243 | srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
54.162.16.100 |United Sates 147.237.77.74 |lawidi. il Bl ock HTTP Non Conpl i ant ZZ’ILed to hand e connection oo |2
85.64.246. 205 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber alert 2
54.162.16.100 |[United Sates 147. 237.77. 216 |dover. i df . i1 Block HTTP Non Conpliant [F!ed to Mende comedtion  Hupirgr o
Sreamng BEngi ne: TCP i i ssi
66.249.78.146 |lnited Sates 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 2
Inval i d Retransnission Packet dropped.
46.116.168.59 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
Sreamng Engi ne: TCP ' i ssi
191. 232. 136. 106U ted Sates 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 2
Inval id Retransm ssion Packet dr opped.
85. 64. 246. 205 |l srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19.85.169 | srael 147.237.77. 226 "} chanatz. aka. 1df 1pad TCP sequence Inval i d ACK nurber moni tor  [2
Streaning Engi ne: TCP Inval i d segnent retransnission
66. 249. 65. 133 |Lhited Sates 147.237.76.86 |navy.idf.il . .. " |drop 2
Inval id Retransm ssion Packet dr opped.
37.46. 38. 93 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
151. 252. 97. 244 (F;ajcis;i';'ja” Territont 147 237.77. 216 |dover. i . i1 SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
31.13.112.119 |[Ireland 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or
87.231.124.73 |Fance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject
46.32.232.112 [United Ki ngdom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188.143.232.19 |Russian Federation |147.237.0.15 |kosher-kravi.idf.il  |Bad TCP sequence STNACK retransmt with moni tor |1
di fferent w ndow scal e
5.29.252.2 I srael 147.237. 77. 170 |naar achot . i of . i | Bad TCP sequence Inval i d AGK nunber aert 1
46. 19. 86. 178 I srael 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
31.13.112.119 |ireland 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d sequence nunber noni t or
93.186.182.35  |Netherl ands 147.237.77. 176 |mat pash. i df . | Bl ock HTTP Non Conpl i ant EZ’I':d to handie comection oo |y
141.8.183. 16 Russi an Federation [147.237.77.176 |nat pash. i df.il SYN Attack SYN -> SYN-ACK -> Tineout [reject
5.29.252. 2 I sr ael 147. 237. 77. 170 [naar achot . i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or
54.176.17.88  |Uhited Sates 147. 237. 77. 216 |dover . i df .i Bl ock HTTP Non Conpl i ant gzg:d to hand e comection o |1
212.179.219.88 |Israel 147. 237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
46.32.232.112 |United K ngdom 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 1
185.3.147.155 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
31.13.112.119 |ireland 147. 237.77. 216 |dover.i df .i 1 SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
46.116.168.59 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SYNRAKC retransmt with moni tor |1

di fferent wndow scal e
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Attacker Address |Attacker Qountry Target Address |Jte Sig nature
46. 19. 85. 10 | srael 147.237.72. 166 |aka.idf. il Bad TCP sequence Invalid ACK nunber noni t or
141.212.122. 208|lhited Sates 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Acti on ‘Count
212.68.133.22 |lsrael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unaut horized URL Access from 212. 68. 133. 22 B ock 8
37.46.38. 93 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Uhaut horized UR. Access from 37.46. 38. 93 B ock 6
176.13.16.216 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 5
109. 253. 215. 66 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
188.143.232. 19 |Russi an Federation 147.237.77.234|hal ag.i df . i | Mil tipl e Unauthorized URL Access from 188.143. 232. 19 B ock 3
31.210. 186. 234 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.44. 42 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
188. 143.232. 19 |Russi an Federation 147.237.76.31 |nakchal .idf.il Ml tiple Unhauthorized URL Access from 188. 143, 232. 19 B ock 2
. - . D stributed Lhaut hori zed URL Access on
109.253. 215.66 |l srael 147.237.77. 243|mobi | €. df . nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 2
46.19. 85. 10 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 2
37.26.148.218 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
188. 143. 232. 19 |Russi an Federation 147.237.77.233|atal .idf.il Ml tipl e Unaut hori zed URL Access from 188. 143. 232. 19 B ock 2
185. 32. 179. 249 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
. - . Unaut hori zed URL Access to
212.68.133.22 |[Israel 147.237.77.243|nobi | e.i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1302 Bl ock 2
85. 64. 246. 205 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None
188. 143.232. 19 |Russian Federation 147.237.76.30 |hinush.idf.il Ml tiple Unhauthorized URL Access from 188. 143, 232. 19 B ock
217.132.15.118 [Israel 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code B ock
. . .|Whaut hori zed URL Access to
66. 249. 78. 59 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i vaw chi nuch. aka. i df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock 1
54.201.39.194 [lnited Sates 147.237. 76. 147 [chi nuch. aka. i df . i|l11egal Byte Gode Character in Mthod B ock 1
’ . . Unaut hori zed URL Access to
157.55.39.243 [Wnited Sates 147.237.77. 216 [dover. i df . il v i df i 1/ 1283- 16775- en/ dover . aspx-ti t| e=chi ef Bl ock 1
107.178.194.87 |lLnited Sates 147.237.77.216|dover.i df . il Ml tiple Unhauthorized URL Access from 107. 178, 194. 87 B ock 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
] . . Unaut hori zed URL Access to
208.184.112.74 |lhited Sates 147.237.77. 216 |dover . i df . i | Wi i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
54,213.115.23 |wited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i[O stributed NLLL Character in Method B ock 1
40.77.167.9 Lhited Sates 147.237.77. 216 |dover.i df . i Lhaut hori zed URL Access to wwn idf.il/atal 1/izkor/ nai n. asp Bl ock 1
69. 121. 14. 55 Lhited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwu i df.il/894-en/i df gdover.aspx |B ock 1
] . . Unaut hori zed URL Access to
191.232.136.6 [Lhited Sates 147.237.77. 176 [nat pash. i df . i | vaw cogat i df i 1/ ci vi | adni ni st rati o/ nat ak/ pages/ econony. aspx B ock 1
66.249.78.102 [Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
54.201.39.194 |lhited Sates 147.237. 76. 147 |chi nuch. aka. i df . i[NULL Character in Mt hod Bl ock 1
] . . Unaut hori zed URL Access to
107.178.194. 87 [Wited Sates 147.237.77. 216 [dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249.78. 236 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ st yl e/ shar ed/ r eset . css Bl ock !
212.68.133.22 [Israel 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code B ock 1
188. 143.232. 19 |Russi an Federation 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to waw nakhal .idf.il/1111-he/ B ock 1
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
141. 212. 122. 209|lLhited Sates 147.237.77. 170 |maar achot . i df . i | |Waut hori zed URL Access to 147.237.77. 170/ Bl ock 1
77.127.24.115 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
] . . Unknown Par aret er 136¢d360 in
191. 232. 136. 117|lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai n/ hone/ def aul t . aspx None 1
66.249.78.141 |lIsrael 147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to v chi nush. atal .idf.il/894-he B ock 1
54.213.43.131 |lhited Sates 147.237.76. 147 |chi nuch. aka. i df . i|Dstributed 111egal Byte Gode Character in Mthod B ock 1
176.13.21. 255 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 253. 137. 146|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . Unaut hori zed URL Access to
66. 249.78. 248 I srael 147.237.76.42 [refuah.idf.il 147.237.76. 42/ styl e/ 1. he/ scrol | er/ j query. j carousel . css B ock !
. . . Unaut hori zed URL Access to
66.249. 64. 186 |l srael 147.237.76.200|ei tan. aka. i df . i | eitan. aka i df i1/ 1105 en/ cont act us. aspx B ock 1
151. 252. 97. 244 g‘ilcisgi':('ja” Territory, 1147 237.77. 216 |dover. i df . i | SSL Untraceabl e Connection - Cpen Mode None 1
54.191.233.78 |[lnited Sates 147.237. 76. 147 [chi nuch. aka. i df . i|Dstributed 111egal Byte Gode Character in Mthod B ock 1
2 54.95. 84 | srael 147. 237.72. 166 |aka. i df . i | Ml t_l pl e Untraceabl e SSL Sessi ons from2.54. 25. 84 (Uhknown SSL None 1
Sessi on)
84.229.129.133 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | Lhknown Paranet er pop in ww aka.idf.il/mai n/ hone/ None 1
] . ] Unknown Paraneter docid in
191. 232. 136. 137|lhited Sates 147.237.72. 166 |aka. i df . i | aka. i o i |/ mai v har edi nd gener al . aspx None 1
54,213.43.131 |wited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i[O stributed NLLL Character in Method B ock 1
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