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01-31-2016-01:04:01 to 01-31-2016-02:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 92
82.145. 219. 101 Eur ope 147.237.76. 42 refuah.idf.il Bl ock | p_V¢b In dr op 11
79.177.197. 49 | srael 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 3

0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2

162. 248. 100. 195 Lhited Sates 147. 237.76. 44 erefush.idf.il |Block Np Al Net drop 1

162. 248. 100. 195 Lhited Sates 147. 237. 76. 200 eitan. aka idf.il [Block Np Al Net drop 1




01-31-2016-01:04:01 to 01-31-2016-02:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
76. 76. 200. 45 Puerto R co 147.237.77. 233 atal .idf.i|l |22280: HITP. Joonha Qject Injection Vul nerability B ock 3
52. 26. 202. 58 Lhited Sates 147.237.77. 216 dover.idf.il [22280: HITP. Joomia Qject Injection Wilnerability Bl ock 1




01-31-2016-01:04:01 to 01-31-2016-02:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
66. 249. 69. 84 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
114. 112. 90. 54 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
114. 112. 90. 54 147. 237.0. 35 Chi na akavs. i df . i ET SCAN NMAP -sS wi ndow 1024 1
54.179. 135. 126 147.237.72. 14 S ngapore dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122 147.237.0. 19 Chi na madi matal .idf.il ET SCAN NVAP -f -sS 1
125. 208. 25. 216 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
125. 208. 25. 216 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
114. 112. 90. 54 147. 237. 0. 200 Chi na . i df il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 49. 79 147. 237. 76. 198 Net her | ands e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
54.179. 135. 126 147.237.72. 14 S ngapore dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
45, 55, 236. 147 147.237.77. 243 nobi | e.idf il ET SCAN NMAP -sS wi ndow 1024 1
220.231. 195. 122 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
193. 201. 227. 71 147.237.0.19 Wkrai ne nadi matal .idf.il ET SCAN Potential SSH Scan 1
125. 208. 25. 216 147.237. 76. 148 Chi na gacenter. aka. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1




01-31-2016-01:04:01 to 01-31-2016-02:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
40.77.167. 14 Lhited Sates |147.237.76.86 |navy.idf.il dr op SAMrul e drop 258
Sreamng Engine: TCP Invalid i i ssi
85.64.128.118 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. Packet |, ., 48
Ret r ansn ssi on dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
5.14.91.71 Romani a 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 32
Sreaming Engine: TCP Invalid i i ssi
2.52.16.13 I srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. Packet |, ., 24
Ret r ansn ssi on dr opped.
reamn ine: TCP Invali i i ssi
37.26.146.215 [ srael 147.237. 77, 243 |t e i1 | €8N g Engine P Invalid finvalid segnent retransnission. Packet drop 24
Ret r ansn ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.247  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. Packet |, ., 21
Ret r ansm ssi on dr opped.
reamn ine: TCP Invali i i ssi
109. 186.54. 16 |l srael 147.237. 77, 243 |t e i1 | €8N g Engine P Invalid finvalid segnent retransnission. Packet drop 21
Ret r ansni ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
2.52.181.191  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. Packet |, ., 18
Ret r ansm ssi on dr opped.
reamn ine: TCP Invali i i ssi
46. 19. 86. 26 I'srael 147.237.77. 243 |mobi e iop i1 | SAMNG Engine: TP Invalid finvalid segnent retransmssion. Packet | 18
Ret r ansni ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.181.21.21  |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. Packet |, ., 18
Ret r ansn ssi on dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
Sreamng Engine: TCP Invalid i i ssi
85. 250. 28. 2 I srael 147. 237. 77. 243 |nobil e.i df .i | 9 =g Invalid segnent retransmssion. Packet |, ., 9
Ret r ansn ssi on dr opped.
Sreanming Engine: TCP Invalid i i SSi
2.54.129. 39 I'srael 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. Packet |, . 9
Ret ransnm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86. 1 I srael 147. 237. 77. 243 |nobil e.i df .i | 9 =g Invalid segnent retransmssion. Packet |, ., 9
Ret r ansn ssi on dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249.65.18  |Wnited Sates |[147.237.77. 243 |nobile.idf il 9 =g Invalid segnent retransmssion. Packet |, . 9
Ret ransnm ssi on dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
Sreanming Engine: TGP Invalid i i sSi
185. 120. 126. 12 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. Packet | 9
Ret ransm ssi on dr opped.
5.14.91.71 Romani a 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
45.79. 168. 168 147.237.77. 176 |natpash.idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
Sreamng Engine: TCP Invalid i i ssi
176.13.19. 255 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreanming Engine: TGP Invalid i i sSi
37.142.209. 148 |Israel 147.237.77. 243 |nobil e.i df il 9 =g Invalid segnent retransmssion. Packet | 6
Ret ransm ssi on dr opped.
84.108.193. 150 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence I'nval i d AGK nunber alert
84.108. 193. 150 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi
109. 64. 108. 133 |I srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
77.125.84.120 |Israel 147.237.77.234|nal ag.icf.il  |Bad TCP sequence S retransmt with different window oonitor |5
Sreanming Engine: TCP Invalid i i SSi
81.218. 106. 146 |l srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. Packet |, . 4
Ret ransnm ssi on dr opped.
94.230. 86. 215 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber moni tor |4
85.130. 214. 113 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
31. 210. 186. 234 |l srael 147.237.0.19 |madimatal.idf.il|{Bad TCP sequence Invalid ACK nunber noni t or 4
91.200.12. 143 |kraine 147.237.77.74 |lawidf.il dr op SAMrul e drop 4
85. 130. 214. 113 [Israel 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |4
91.200.12. 143 |Uraine 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 4
Sreamng Engine: TCP Invalid i i ssi
199.30.25.38  |Wwited Sates |147.237.76.200 |ei tan. aka idf.il 9 =g Invalid segnent retransmssion. Packet |, ., 4
Ret r ansn ssi on dr opped.
85. 130. 214. 113 |l srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect
5.22.131.119 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACGK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
109. 64. 108. 185 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, ., 3
Ret r ansm ssi on dr opped.
Sreanmng Engine: TCP Invalid i i SSi
37.46.38.162 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
109.65.96.61  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, ., 3
Ret r ansm ssi on dr opped.
Sreanming Engine: TCP Invalid i i SSi
191.232.136.76 |wnited Sates |[147.237.72. 167 i shurimaka. i df . | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
149.78.42.202 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engi ne: TCP i
208.52. 154. 243 |Wnited Sates |[147.237.77. 216 |dover.idf.il 9 =g TOP segnent out of naxi numal loved | ) 3
Segnent Limt Enforcenent sequence. Packet dropped.
78.229.100.85 |FRance 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
108.30.243.88 |Wited Sates |147.237.72.156 |anan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i SSi
79. 180. 2. 58 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, . 3
Ret r ansni ssi on dr opped.
188. 120. 148. 173|l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreanming Engine: TCP Invalid i i SSi
176.13.4.65 I srael 147. 237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, . 3

Ret ransm ssi on

dr opped.




01-31-2016-01:04:01 to 01-31-2016-02:04:01

At t acker .
Attacker Address count ry Target Address [Ste Signature

Anonynous s . .
8.37.227.69 Proxy 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Response out of state noni t or
87.231.124.73 |Fance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout rej ect




01-31-2016-01:04:01 to 01-31-2016-02:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.16.216 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Miny of the Same Response Code (404) B ock 181
176.13.16.216 |lIsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 179
85.64.128.118 [Israel 147.237.77.243|nobi l e.idf . i | Distributed Suspicious Response Code B ock 12
2.52.16.13 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 8
37.26.146.215 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bock [6
109. 186.54. 16 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Code B ock 6
2.52.181.191 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 5
79.181.21.21 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bock |[5
46.19. 86. 247 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 5
109. 253. 216. 162|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.108. 101. 220 |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ult : Oird'fz_?? / t’;eggf;sem;esn <t chi | ddocument &/ 1071 Bock |3
46.121.194. 226 |Israel 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock
79.176.97.216 |lIsrael 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to waw cogat.idf.il/xmrpc. php B ock
46.19.86. 1 I srael 147.237.77.243|nobi le.idf . il D stribut ed Suspi ci ous Response Code B ock

Gooki e Tanpering on cooki e Logi n: Expected

Eeerater AL AE AR AR R AR AR AR AR AR A RO AR AR R At
176.13.16.216 [l srael 147.237.0.19 [nadi matal . i df . i |f<*****x**** Chserved None |2

N

::::**********************************************HHHHHHMHHMH
37.142.209. 148 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
185. 120. 126. 12 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bock |[2
66.254.183.189 |lhited Sates [147.237.77.216|dover.idf.il PHP Att enpt B ock 2
2.54.129. 39 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
157.55.39. 243 |Uited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 2
46.120. 18. 45 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
79.176.97.216  |lsrael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 2
85. 250. 28. 2 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bock |[2
185. 32. 179. 144 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66. 254, 183. 189 |[Wited Sates |147.237.77.216|dover.idf.il Mil tiple Unauthorized URL Access from 66. 254. 183. 189 Bock |1
94. 159. 210. 212 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
204.13.201. 137 |Uited Sates |147.237.77. 216 |dover . i df . i | D stri uted ﬁ";;_t;;’;g_eﬂeﬁvﬁc_fspfn Bock |1
84.94.85.192 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: si gal gs oS At ack None
72.167.190.172 |Wited Sates [147.237.72.167|i shuri maka. i df . i[Distributed PHP At enpt B ock 1
50. 62. 208. 40 Lhited Sates |147.237.72.167|i shuri maka. i df . i|Ostributed PHP A tenpt B ock 1
107.178.194.79 |Uiited Sates [147.237. 77. 216 |dover . i df .i | b stri bt oc 1ngfggg;§?ﬂeﬁv§??ssp;n Bock |1
85. 250. 28. 2 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - Protocol violation (SSL_GONN CLIENT_HELLO [None 1
79.178.191. 172 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
109. 253. 216. 162l srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock
94.199. 151. 22 LK”i‘irfgegom 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bock |1
46. 19. 86. 189 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
2.54. 45,59 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
208.52.154.243 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to /phpnyadm n2/ scri pt s/ set up. php B ock 1
84.108. 101. 220 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
77.125.84.120 |Israel 147.237.77. 234 |hal ag. i df . i | Ml tipl e Unaut hori zed URL Access from 77.125.84. 120 Bock |1
66. 249. 65. 18 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 1
107.178.194.87 |Uiited Sates [147.237.77. 216 |dover . i df .i | b stri bt oc lfsgfggzgfﬂeﬁvﬁff;p;” Bock |1
85. 250. 28. 2 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
40.77.167.9 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error. htm Bl ock 1
191. 232. 136. 132|Lhited Sates |147.237.72.166|aka. i df .il Unknown Paraneter catid in aka.idf.il/main/snalinisnali maspx None 1

Pal esti ni an
151. 252. 97. 244 |Territory, 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v i df.il/894-ar B ock 1
Qccupi ed

66. 254, 183.189 |[lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwidf.il/xmrpc. php B ock 1
99.41.173.29  |ited Sates [147.237.77. 216|dover.idf.il ma?ztfri IT/yfga\g”_ Z'n;"‘tdiofl';r‘ft;sogfmm ent Al acebol der 18t xt Bai| i n Bock |1
208.184.112. 74 |United Sates |147.237.77. 216 |dover . i df . i | D stri uted ﬁ";;_t;;’ggg_eﬂeﬁvﬁc_fspfn Bock |1
77.125.84.120 I srael 147.237.77. 234|hal ag. i df . i | thauthori zed URL Access to Bock |1

wwv | ogi stics.atal.idf.il/sip storagel/fil es/ 4/ si ze338x0/ 1564. ] pg
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