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01-31-2016-00:04:01 to 01-31-2016-01:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 108
79.183. 230. 201 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3

162. 248. 100. 195 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ock Np Al Net drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1

158. 69. 123. 26 Lhited Sates 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1




01-31-2016-00:04:01 to 01-31-2016-01:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count
51. 254, 143. 240 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Cl06: HITP. majestic bot B ock 1
151. 80. 31. 141 Italy 147.237.0.15 kosher-kravi.idf.il 28: HITP.  AhrefBot craw er B ock 1




01-31-2016-00:04:01 to 01-31-2016-01:04:01

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature
ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nil | er2 DDos

176.13.10.29  |147.237.77. 233l srael atal.idf.il 6
attack
59.45.79.117 [147.237.77.19 [China lawforumidf.il |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 198 |hi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.76.34 [China yohal an. i df .i| ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.72. 217|Chi na eidf.il ET SCAN Potential SSH Scan 1
218.246.0.97 [147.237.77.19 [China lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117 [147.237.0.200 [China mu.idf il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147.237.8.46 [lLnited Sates |e.chinuch.idf.il |ET SCAN NMAP -sS w ndow 1024 1
158.130. 6. 191 |147.237.76.44 |Wited Sates [erefuah.idf.il |ET SCAN Rapi d POP3 (onnections - Possi bl e Brute Force Attack 1
80.82.79.104 [147.237.0.15 [Netherlands kosher-kravi .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117  |147.237. 77. 243|Chi na nobi | . i df.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76. 199|Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76. 176 |Chi na test.ncore.idf.il [ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.76.31 [China nakchal . i df.il ET SCAN Potential SSH Scan 1
59.45.79.117 (147.237.8.14 |[China e.orchot.idf.il ET SCAN Potential SSH Scan 1
45,55, 236. 147 |147.237.77.74 lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 [147.237.8.45 |lhited Sates |eeitan.idf.il ET SCAN NVAP -sS w ndow 1024 1
158.130. 6. 191 |147.237.76.34 [thited Sates |yohalan.idf.il ET SCAN Rapi d PCP3 onnections - Possible Brute Force Attack 1
66.249. 78. 158 |147.237.72.166|lhited Sates [aka idf.il SERVER APACHE Apache mod_ss| non- SSL. connection to SSL. port 1

deni al of service attenpt




01-31-2016-00:04:01 to 01-31-2016-01:04:01

|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature

40.77.167. 14 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 417

54.244.22.103 |lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 71

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

176.13. 10. 29 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |20

90.42.119. 249 |Rance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

176. 13. 10. 29 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 17
S reaning Engi ne: TCP ' i ssi

185.32. 179. 161 |Israel 147. 237.77. 243 |nubi l e.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 15
Inval i d Retransmission Packet dropped.

192. 117. 138. 210|I srael 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop

208.54.39.183 |lnited Sates 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect

109. 64.11. 241 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or

41.33.232.66  |Egypt 147. 237. 77. 216 |dover i df .1 Bl ock HTTP Non Conpl i ant E:'t;ed tohandie comnection | o s

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6

84.108.185.38 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence SINWAK retransmt with moni tor |6

di fferent w ndow scal e
reamng Engi ne: T i i ssi

46.19. 86. 26 I'sr ael 147.237.77. 243 |nobi L e. i of .| Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 6
Inval i d Retransmnission Packet dropped.

85.64. 71. 45 I srael 147.237.72.167 |ishuimaka icf.il  |Bad TCP sequence SWretransmt wth different o050 |

wi ndow scal e

82.166.244.91 |Israel 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject

109. 64.11. 241 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert
S reaning Engi ne: TCP i i ssi

66.249.78.44  |United Sates 147.237.77. 234 |nal ag i o . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.

79.181.129. 186 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Tineout |reject

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
S reaning Engi ne: TCP Invali d segnent retransnhission

66. 249. 78. 51 Lhited Sates 147.237.77. 234 |hal ag.idf i1 . . " |drop 4
Inval i d Retransnission Packet dropped.

Pal esti ni an . . SYNtAXK retransmt with .

151. 252. 97. 244 Territory, Qroupi ed 147.237.77. 216 |dover. i df .il Bad TCP sequence di fferent w ndow scal nonitor |4

37.46.39.24 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4

5.102.254.211 |l srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4

90. 42.119. 249 |France 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 85. 93 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |4

90.42.119.249 |France 147.237.77. 216 |dover. i df .il Bad TCP sequence nonitor |4

5.22.135.115 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4
Sreaning Engi ne: TCP i i ssi

199.30.25.142 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of .| mng tngine: ! Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.

212.179. 220. 105|l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 3
Sreamng Engi ne: TCP i i ssi

79.177.9.124  |israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.

90.42.119.249 |France 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 3

212.76.127.10 |israel 147.237.77. 226 [ chanat z. aka. 1df |y ook HTTP Non Conpl i ant Z‘:I;ed to handie connection | o vor |3
Sreamng Engi ne: TCP i i ssi

77.126.96.225 |israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
S reaning Engi ne: TCP i i ssi

109. 64. 132. 183 I srael 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 3
Inval i d Retransnission Packet dropped.

212.179. 220. 105|l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
S reaning Engi ne: TCP i i ssi

79.180.60.22  |israel 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP ' i ssi

66.249.78.62  |nited Sates 147. 237.72. 166 |aka. i f .11 mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi

176. 13. 4. 65 I'srael 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi

5.22.135.131  |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segment retransmssion. f 3
Inval i d Retransnission Packet dropped.

81. 39. 63. 134 Spai n 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
S reani ng Engi ne: TCP i i ssi

79.183. 206. 174 I srael 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.

212.76.127. 44 |israel 147.237.77. 233 |atal i df . Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection | onivor |3

37.46.39.40 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

12.250.207.42 |Wited Sates 147.237.72. 166 |aka.i df .i | drop First packet ismt SN drop
Sreamng Engi ne: TCP i i ssi

109.65.50.92  |israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
S reaning Engi ne: TCP i i ssi

79.180.161.79 |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segment retransmssion. f 3
Inval i d Retransnission Packet dropped.

90. 42.119.249 |France 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 3




01-31-2016-00:04:01 to 01-31-2016-01:04:01

Attacker Address [Attacker Gountry |Target Address ([Ste Signature

Streaning Engi ne: TCP Invali d segnent retransnission.

5. 28. 144. 228 | srael 147.237.77. 243 |nobi le.idf.il K . .
Inval i d Retransnission Packet dropped.




01-31-2016-00:04:01 to 01-31-2016-01:04:01

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
149. 88. 125. 105 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 163
149. 88. 125. 105 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 123
109. 253. 216. 162 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 89
109. 253. 192. 184|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 78
5. 28. 165. 202 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 67
5. 28. 165. 202 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 63
109. 253. 192. 184|I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 43
149. 88. 125. 105 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 36
109. 253. 216. 162|I srael 147.237.0.19 |nadimatal .idf.il[Ostributed Too Many of the Sane Response Code (404) B ock 11
79.183.8.205 | srael 147. 237.72. 166 |aka. i df . i | 3;;; ;]i(: uit def(.jiwim‘f.t :loéii ;55 g'\::er:‘;ld' ;Z;X Known LR on Bock |7
79. 183. 8. 205 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 79. 183. 8. 205 B ock 6
176.13.21. 22 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
149.88.74.195 |Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
5. 28. 144. 228 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.228.101. 112 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
85. 65.103. 145 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
31.210.188.122 [israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
185. 120. 126. 14 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
2.54.162.91 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 2
176.13.21.190 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
109. 64. 48. 142 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
149. 88.213. 192 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 149. 88. 213. 192 Bl ock 2
31.44.135.128 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwy aka. i df . i/ main/ gi yus/ at uda. aspx B ock 2
176.13.16. 240 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185. 32.179. 216 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
50. 62. 208. 52 ;“;Itee: 147.237.72. 167 i shuri maka. i df . i|PHP Attenpt Bock |1
208. 184. 112.74 [J11€C 147. 237.77. 216 |dover . i df . i | D stri bt oc gggfggggé_eﬁeﬁviffssp;n Bock |1
95. 86. 92. 157 I srael 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 95. 86. 92. 157 B ock 1
5.20.210.100  |Israel 147.237. 72. 166 |aka. i df . i | DSty out ed thaut :loéii ;ues(j g'\:r:e':‘;?' ;;’;X Knoun LRL on Bock |1
81.223.254.34 |Austria 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to /robots. txt B ock 1
66.249.78.159 |Israel 147.237.77. 216 |dover.i df . il Ml tiple Unauthorized URL Access from 66.249. 78. 159 B ock 1
61.135. 190. 197 |China 147.237.0.34 |tikshuv.idf.il Unaut hori zed LRL Access to 147.237.0. 34/ styl e/ shared/ reset . css B ock 1
109. 64. 11. 241 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
85. 250. 68. 247  [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
37.26.146.171 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
149.88.213.192 |Israel 147.237.72.166 |aka. i df . i | mt ;L;‘ftd?‘?iwﬁm‘f :/c’;;czrf; /'\\ftec;gy;ﬂrplzns‘;’)‘(" L on Bock |1
66. 249. 65. 230 | srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ 1133- 13766- he/ dover . aspx |B ock 1
54.160. 2. 191 LSqulatt:sd 147.237.72.166 [aka. i df . i | vmuetw;;ri Id?.ﬂijl /Lﬁ_blfogrijsnintage/resour ce/ getfil econt ent . hh. asp Bl ock !
212.179. 220. 105|1 srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unhaut hori zed URL Access to
95. 86. 92. 157 | srael 147.237.77.216|dover. i df .i | www i df . i 1/1361-10607- he/ dover . aspx&a=u&ved=0ahukew h68gr xt | kahxr v |Bl ock 1
3i khggwbr ugf ggumai &usg=af qj cnhuwbnssk5r ycuz0qggke901vgkkgg
31.44.135.128 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 31.44. 135. 128 Bl ock 1
84.111.91. 144 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.78.159 |Israel 147.237.77. 216 [dover . i df . i | Uhaut hori zed URL Access to waw i df.il/hebrew B ock 1
149.88.107.70 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
61.135.190. 198 [China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ styl e/ 1. he/ 960. css B ock 1
89.234. 157. 254 [France 147.237.77. 216 |dover . i df .i | b stri butec lfggfggzgi?ﬂeﬁvﬁcf;p:n Bock |1
37.142.64.87 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
188. 136. 12. 204 |Ger many 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . i/ navy/ B ock 1
79. 183. 8. 205 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . il/mai n/ gi yus/ | ogi n. aspx Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
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