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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 108

66. 240. 192. 138 Lhited Sates 147.237.76. 201 e atal.idf.il B ock Np Al _Net drop 1

185. 130. 5. 224 147.237.76. 198 e. yohal an.idf.il ock Wp Al Nets dr op 1

60. 241. 21. 28 Asstralia 147.237. 76. 31 nakchal .idf. il |Block Up Al Nets __ |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
19 76.111. 93 |147 237 77. 72 |israel L andi df | ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 CDos 5
attack
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249.78. 154 (147.237.76.86 [lhited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 2
218.246.0.97 |147.237. 76. 147 |Chi na chinuch. aka.idf.i I[ET SCAN NVAP -sS wi ndow 1024 1
146.0.75.114  [147.237.0.33 |Netherl ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.151.53.217 |147.237.8.14 |Wkraine eorchot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
173.55.32. 113 |147.237.8.24 |lhited Sates |elifestyle.idf.il|ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
87.60.62.47  [Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence SN retransmt with different monitor (47
w ndow scal e
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
reanming BEngine: TCP Invali i i ssi
77.127.233.3  |Israel 147.237. 77. 243 |robi 1 e i df . i | Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 24
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.180. 214. 105 I srael 147. 237.77. 243 |nobi 1 e.i df .i 9 =9 Invalid segnent retransmssion. g 18
Ret ransni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
46.19. 85. 14 I'srael 147. 237.77. 243 |nobi l e. i df . i1 Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 18
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
149.78.89.84  |israel 147.237.0.19  |madi matal i df .| 9 =9 Invalid segnent retransmssion. g 14
Ret ransni ssi on Packet dropped.
66. 102. 9. 54 Whited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 13
Sreaming Engine: TCP Invalid i i ssi
79.177.119. 186 i srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
82.80.168.122 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. o 12
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.148.140 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.183.28.183 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. o 9
Ret ransni ssi on Packet dropped.
93.173. 166. 203 |l srael 147.237.76.86 |[navy.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi
109. 67. 180. 196 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
46.117.25.0 I sr ael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 7
46.19. 85. 119 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor (6
Sreaming Engine: TGP Invalid i i ssi
89. 138. 186. 126 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
79.177.224.80 |Israel 147.237. 72. 166 |aka.i of . i | Bad TCP sequence Invalid ACK nunber alert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |nonitor 6
79.177.224.80 |Israel 147.237. 72. 166 |aka.i of . i | Bad TCP sequence Invalid ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.166  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i SSi
109. 65. 51. 233 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.117.24.145 |israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
2.54.52. 62 I sr ael 147. 237. 72. 166 |aka.i f . i | Bad TCP sequence Invalid ACK nunber alert 5
84.108. 45. 98 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
waw. chamat z. aka. i df SYN+tACK retransnmit wth .
79.182.62.251 |l srael 147.237.77.226| Bad TCP sequence di fferent vi ndow scal & monitor 5
74. 6. 254. 127 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor |4
46. 19. 85. 26 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (4
reanming BEngine: TCP Invali i i ssi
84.94.160. 150 | srael 147.237.76. 200 |ei tan. aka. i df . Streamng Engi ne: TCP Inval id Jinvalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.94.185.95  |Israel 147. 237. 77. 243 |nobi l e.i df .i 9 =9 Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.
37.247.36.76  |Netherlands |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 4
enf or cenent
Sreanming Engine: TP Invalid i i ssi
199.30.24.142 |Wited Sates |147.237.76. 200 [eitan. aka i df il 9 =9 Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.
5.22.129.231 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |4
105. 191. 160. 23 |Morocco 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
46.19. 86. 72 I srael 147.237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TCP Invalid i i ssi
212.199. 156. 81 |I srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
2.54.144. 55 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
84.108. 60. 144 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or 4
94.230. 86. 165 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor (4
160. 160. 215. 113 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreamng Engine: TCP Invalid i i SSi
46.19. 86. 82 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178.33.82  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
84.228.177.88 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 213. 153|i srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
109. 65. 53. 156 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
160. 160. 215. 113 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber alert 3
46.19. 86. 14 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SYNFACK retransmt with monitor |3
di fferent w ndow scal e
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A tacker
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Signature
Sreanming Engine: TGP Invalid

80.246.136.84 | srael 147. 237.77. 243 |nobi l e. i df . i1 5 = Invalid segnent retransmssion. g
Ret ransni ssi on Packet dropped.
37.46.38. 117 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149. 78. 89. 84 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Mainy of the Sane Response Code (404) B ock 356
149. 78. 89. 84 I srael 147.237.0.19 |nmadimatal .idf.il |DOstributed Suspicious Response Code B ock 106
149.50.87.176 |Uhited Sates |[147.237.0.19 |madimatal.idf.il |Dstributed Suspicious Response Code B ock 106
149. 78. 89. 84 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Mainy of the Sane Response Code (403) B ock 105
87.69.201.222 |[Israel 147.237.0.19 |nmadimatal .idf.il |DOstributed Suspicious Response Code B ock 105
46.19. 86. 247 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Code B ock 102
79.180.132.61 |[Israel 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 94
109. 253. 205. 67 |l srael 147.237.0.19 |nmadimatal .idf.il |DOstributed Suspicious Response Code B ock 82
2.54.146. 132 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 80
2.54. 146. 132 I srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 77
149.50.87.176 |[nited Sates [147.237.0.19 |[nadimatal.idf.il [Dstributed Too Mainy of the Sane Response Code (404) B ock 53
109. 253. 205. 67 |l srael 147.237.0.19 |[madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 44
79.180.132.61 |[lIsrael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Mainy of the Sane Response Code (404) B ock 43
87.69.201.222 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Same Response Code (404) B ock 26
109. 253. 210. 73 |l srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 23
46. 19. 86. 247 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Mainy of the Sane Response Code (404) B ock 14
46. 19. 86. 53 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 11
77.127.233.3 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code B ock 7
79.180. 214. 105 |l srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
95.86.111.113 |[Israel 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 95.86.111. 113 B ock 5
149. 78. 202. 211 |l srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unhaut horized URL Access from 149. 78. 202. 211 B ock 5
2.54.26.7 I'srael 147.237.77. 243 |nobi | . i df . i | m;ult : Olro"fzf? | geggrcyisemztesll <t ohi | ddocunent s/ 1071 Bock |4
46.19. 85. 14 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 4
46. 19. 85. 65 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode B ock 3
212.76.114.108 |[lIsrael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 3
85.64.191. 148 [Israel 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
109. 253. 142. 106|1 sr ael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Code B ock 3
93.172.135.185 |[lIsrael 147.237.0.19 |[nadimatal .idf.il [Distributed Suspicious Response (ode B ock 3
82.80.168.122 [Israel 147.237.77.243|nobi l e.idf . i | D stributed Suspici ous Response Code B ock 3
46.117.24.145 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 3
109. 67. 52. 48 I srael 147.237.0.15 |kosher-kravi . i df.i|PHP Attenpt B ock 2
94.230.86. 165 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
149.78.202. 211 |Israel 147.237.77. 243 |nobi | e. i df . i | g;”f :‘:rc;fsz' , ga}egpgrcﬁsem‘;tesu <t ohi 1 ddocuent s/ 1403 Bock |2
109. 67. 52. 48 I srael 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed URL Access to kosher-kravi.idf.il/xmrpc. php B ock
79.183.28.183 [Israel 147.237.77.243|nobi l e.i df . i | Dstributed Suspici ous Response Code B ock
188. 143. 232. 15 :Zg::t”i on 147.237.77.233|atal .idf .il Ml ti pl e Uhaut horized URL Access from 188. 143. 232. 15 B ock 2
176.13.19. 187 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
66.249.78.159 |[Israel 147.237.77. 216 |dover. i df.il Mil tipl e Unauthori zed URL Access from 66. 249. 78. 159 B ock 2
109. 64. 153. 120 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/mai n/ gi yus/ waw navy.idf.il |B ock 2
79.181.208. 127 [israel 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
109. 253. 198. 165]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
Uhaut hori zed URL Access to
95.86.111. 113 [Israel 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ &a=u8ved=0ahukewi i lenvt nl kahul ubgkhf ut a |Bl ock 2
p4gf ggi maa&usg=af gj cnhcvyyg7wlcqg- yhd5 ammzoyodt wa
84.229.82.186 |l srael 147.237.72. 166 |aka. i df . i | m”;?i?riﬁT$L/§£ﬂfLEMED;& None 1
46.117.25.0 I srael 147.237.77.216|dover . i df . i Untraceabl e SSL Sessions: (pen Mde None 1
79.181.229. 121 |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
213.57.190.50 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
77.127.233.3 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode B ock 1
185. 120. 126. 14 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249. 64.143 [ srael 147.237.72. 166 |aka. i df . i | ﬂ?“tzg;’”?;efeﬁ Fffscte;rsa;; {11 es 3 62953, pg Bock |1
85.95. 254. 137  |Turkey 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 1
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