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01-30-2016-21:04:01 to 01-30-2016-22:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 78. 146 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 7132
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 93
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4

219. 146. 149. 246 Chi na 147.237.0. 19 nadi matal .idf.il |Frk Under Attack Con Tcp drop 2

149. 202. 73. 219 Cer many 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1

51. 255. 160. 183 Uni ted Ki ngdom 147.237.76. 177 ncore.idf.il B ock Wp Al _Nets drop 1

149. 202. 73. 219 Ger nany 147.237. 76. 148 gogcenter.aka. idf.il |Block_Udp All _Nets drop 1

185. 35. 62. 220 Sntzerl and 147.237.76.176 test.ncore.idf.il Bock Np All _Net drop 1
217.23.14.193 Net her | ands 147.237.76. 44 e.refuah.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount

188. 165. 15. 19 France 147.237.77. 74 lawidf.il 228: HITP. AwrefBot craw er B ock 1




01-30-2016-21:04:01 to 01-30-2016-22:04:01

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker CGountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
91. 106. 46. 6 147.237.77. 216 Iraq dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 81. 135 147. 237.76. 42 Lnited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
174.37. 194. 144 147.237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NVAP -sA (2) 2
174.37. 194. 144 147.237.76. 34 Lhited Sates yohal an. i df .i | ET SCAN NVAP -sA (2) 2
174. 37. 194. 144 147. 237.76. 42 Wited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
174.37. 194. 144 147.237.76. 38 Lhited Sates e.e.neitav.idf.il ET SCAN NVAP -sA (2) 2
202. 110. 64. 103 147.237.76. 34 Chi na yohal an.i df .i| ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 3072 1
183. 60. 48. 25 147. 237. 76. 202 Chi na e.halag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
113.171. 23. 126 147. 237. 76. 199 Mi et nam e. nakchal .idf.il ET SCAN Potential SSH Scan 1
113.171. 23. 126 147. 237. 0. 200 Mi et nam rdl. i df i | ET SCAN Potential SSH Scan 1
84.109. 24. 98 147.237.72. 166 I 'srael aka.idf.il portscan: TGP DO stributed Portscan 1
50. 204. 188. 142 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
45.55. 236. 147 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76. 39 Chi na nobi | . nei tav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
113.171. 23. 126 147.237.77.19 Mi et nam | awforumidf.il ET SCAN Potential SSH Scan 1
113.171. 23. 126 147. 237. 76. 147 Mi et nam chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
87.60.62.47  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt with different oo |53
w ndow scal e
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
212.76.121. 166 |[lIsrael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 35
Sreaning Engine: TGP Invalid i i ssi
149.78.30.114 |l srael 147. 237.77. 243 |mobi l e. i i 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 66. 213. 18 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 21
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
85. 130. 237. 234 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
93.172.135. 185 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
. . SYNretransmt wth different .
5. 29. 10. 202 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 14
46. 19. 85. 255 I 'srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 13
2.54.52.62 | srael 147.237.72. 166 |aka.idf.il SYN Attack rej ect 13
192. 116. 167. 41 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
46.19. 85. 254 | srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
85. 130. 237. 234 |l srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 11
2.54.52.62 I srael 147.237. 72. 166 [aka.i df .i Bad TCP sequence Invalid sequence nunier moni tor |10
79.181.166.80 |Israel 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
2.54.52. 62 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |10
46.19. 85. 174 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
190. 162. 28. 159 |aile 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i sSi
213.57.209.16 | srael 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
85. 130. 237. 234 |l srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
50.18.94.121  |Wited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor (8
2.54.52. 62 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
5.102. 254. 83 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |7
188. 120. 148. 195|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |7
. . SYNretransmt wth different .
109. 65. 146. 110 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 6
185. 32.179. 140 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i sSi
46.19. 85. 13 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.66.53.13  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |y ., 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i sSi
62.90.207.79  |israel 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
85. 130. 237. 234 |l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop
46. 19. 85. 254 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
84.229.100. 67 | srael 147. 237.77. 243 |mobi l e. i o . i 9 =9 Invalid segent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 65.73. 174 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 191 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
77.126.86.185 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
2.52.55. 59 I srael 147.237.77. 226 :’W"“Cha”atz'aka' Tt T sy At tack SYN -> SYN-ACK -> RST rej ect 6
192.169.202. 14 |Uhited Sates |147.237.77.74 |[lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
31.210.187.52 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor 5
50.62. 22. 43 Lhited Sates [147.237.77. 176 |matpash.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
207.58. 140. 103 |lLnited Sates |147.237.76.31 |nakchal .idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nonitor 5
91. 146. 110. 192 zlnt:gom 147.237. 77. 170 |n@ar achot . i df . i | B ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |5
104. 238. 73. 139 147.237.0.17 ;nlnly kosher-kravi-id 15 ook HITP Non Conpl i ant Failed to hand e connection data |nonitor (5
192.232.196.23 |[lhited Sates [147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |5
50.62.208.36  |lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |5
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
104. 238. 73. 139 147.237.77.74 [lawidf.il B ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |5
162.144.48.184 |Wited Sates [147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |5
89.138.187.48 |[lsrael 147.237.77. 243 |mobi le.i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
50. 62.208. 146 |Wited Sates |147.237.76.31 |nakchal .idf.il B ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor (5
208. 109. 236. 182|thited Sates |147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Gountry |Target Address |Site Sgnature Acti on ‘Count
84.228.177.88 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 134
95. 35. 140. 52 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 109
95.35.140.52  |Israel 147.237.0.19 |madi matal . idf.j|/°° M of the Sate Response Code (404) in Session from Bl ock 79
95. 35. 140. 52
109. 253. 156. 78 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
95.35.140.52  |Israel 147.237.0.19 |madi matal . i df . i |/20 MY of the Same Response Code (403) in Session from Bl ock 16
95. 35. 140. 52
185.32.179. 184 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
85.250.170. 40 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.52.137.185 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
. . . |Uhaut hori zed URL Access to
84.94.172.162 |Israel 147.237.0.19 |madimatal .idf.i maci matal i df .|/ shar ed/ aj ax/ updat enakat gaunt i ty. aspx Bl ock 3
2.52.183. 209 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.4.213 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.57.209.16 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 3
109. 253. 159. 150]l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
93.172.135. 185 |[lIsrael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code Bl ock 3
77.127.221.195 [Israel 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod Bl ock 2
5.28.182. 95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
79.181.106.83 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
213.57.47.69 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 2
2.52.54.72 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
122.201.121.7 |Austraia 147.237.72. 166 |aka. i df . i | Unknown Paraneter author in wwwyaka.idf.il/ None 2
84.228.9.204 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
176.13.18. 73 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
84.229.158.98 |[lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter x in ww aka. idf.il/nain/ sachar/ paysl i ps. aspx None 1
. -1 |Unaut hori zed URL Access to
66.249. 64. 113 |l srael 147.237.77. 170 |maar achot . i df . i | 147.237. 7. 1701 pdlf 1 | es/ 2/ 109272. pdf Bl ock 1
149.78.84.162 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTIONS for waw aka. i df . i|/mai n/ sachar/ B ock 1
84.110. 192. 170 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
46.117.5. 117 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 253. 137. 146|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DS Attack None 1
37.26.148.229 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] . . DO stributed Whaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77.216|dover . i df . i v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
79.180. 193. 207 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code Bl ock 1
; . . O stributed Lhaut horized URL Access on
204.13.201. 137 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
176.13.0. 16 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
2.54.52. 62 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Atack None
93.173.241.173 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . Unaut hori zed URL Access to
66.249.78.190 |Israel 147.237.77. 176 (@t pash. i df . i | v cogat i df . i |/ 1313- en/ cogat . aspxopeni ng Bl ock 1
. .1 |Unaut hori zed URL Access to
66. 249. 64. 48 I srael 147.237.77. 170 |maar achot . i df . i | 147.237. 7. 1701 pelf 1 | es/ 2/ 105492. pdf Bl ock 1
. . . Unknown Paraneter author in
122.201.121.7 |Austradia 147.237.72. 166 |aka. i df . i | v aka i df . i 1/ mai n/ home/ def aul t . aspx None 1
84.228.139.99 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wan aka.idf.il/sip_storage/files/3/ Bl ock 1
- . DO stributed Whaut hori zed URL Access on
213.57.36. 94 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css Bl ock 1
46. 19. 86. 52 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
Unknown Par arret er
109. 66. 30. 13 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wwv aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
77.127.221.195 [Israel 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock 1
178. 214. 73. 133 glcis;ilgéan Termitory ) 47, 237. 77. 176 |mat pash.idf.il [Unauthorized URL Access to waw cogat.idf.il/1365 ar/ B ock 1
5. 29. 10. 202 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134-he/ at al . aspx B ock 1
95. 42. 80. 97 Bul garia 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/sip_storagel/files/2/4912. png [B ock
84.229. 244,100 |lsrael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal .idf.il/1440-he/atal . aspx |B ock
. - Unhaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ 1 1 es/ 7/ 69077. pf Bl ock 1
157.55.39.3 Lhited Sates 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/aman B ock
84.111.31.19 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
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