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01-30-2016-20:04:04 to 01-30-2016-21:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 96
79.179. 164. 197 | srael 147.237.72. 156 anan. i df.il B ock_Udp Al _Nets dr op 6
79.178. 147. 144 | srael 147.237.77. 216 dover.idf.il B ock UWp Al Nets drop 3
79.176. 119. 165 I srael 147. 237.72. 167 ishurimaka.idf.il |[Block Wdp All Nets drop 3
79.178. 147. 144 I srael 147.237.0. 19 nadi matal .idf.il [Bock Wp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
149. 202. 73. 219 Ger many 147.237.76. 34 yohal an.i df .i | B ock_Up Al _Nets dr op 1
219. 146. 149. 246 Chi na 147.237.0. 19 nadi matal .idf.il Frk Under Attack Con Tcp drop 1
124. 232. 150. 230 Chi na 147. 237.76. 201 e atal.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

123. 126. 68. 125 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249.81. 144  |147.237.77.226|W0ited Sates |ww chamatz. aka.idf.il |ET SCAN NVAP -sA (2) 2
66.249.93.121 |147.237.76.86 |Wited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2
66.249.78.146  |147.237.72.166 |lLhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
146.0.75. 114 147.237.77.121|Netherl ands  |e. navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.179. 128. 212 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
60.173. 149. 204 [147.237.76.39 [China nobi | e. nei tav. i df.il SERVER VEBAPP JBoss JMK nvoker Servl et access att enpt 1
187 245. 105, 1231147 237 8. 14 | co e orchot i df il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
182. 16. 64. 15 147.237.77. 235 |Hong Kong svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1
168. 62. 238. 153 [147.237.77.205|Wited Sates |prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
146.0. 75. 114 147.237.77. 216 |Netherl ands ~ |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.180.191. 209 |147.237.76.30 |[Israel hi nush. i df .i | ET DCB Large amount of TGP ZeroWndow - Possible Ndller2 1
DDos attack
60. 173. 149. 204 [147.237.76.30 |China hi nush. i df .i | SERVER WEBAPP JBoss JMKI nvoker Servl et access attenpt 1
182. 16. 64. 15 147. 237.77. 235 |[Hong Kong svivaidf.il ET SCAN NVAP -sS w ndow 3072 1
182. 16. 64. 15 147.237. 77. 235 [Hong Kong svivaidf.il ET SCAN NVAP -f -sS 1
168. 62. 238. 153 |147.237.77.178|lhited Sates |e. natpash.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

SYNretransmt wth different

Inval i d Retransm ssi on

Packet dropped.

109. 66.198.23 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |54
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54.244.22.103 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 33
. . SYWNretransmt wth different .
80. 246. 133. 141 |l srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence wi ndow scal e monitor |26
54.244.22.103 |Wited Sates 147.237.77. 233 |atal .idf.il dr op First packet isnt SN drop 22
46.19. 85.9 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACGK nunber nonitor |20
46. 19. 86. 231 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |18
212.76.121.166 |[lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 14
S reamng Engi ne: TCP i i ssi
2.54.136.216  |Israel 147.237.77. 243 |mubi le.i o . i1 mng Engine: 1 Invalid segnent retransmssion. | 12
Inval i d Retransnission Packet dropped.
Streamng Engi ne: TCP Invalid segnent retranshission
94.199.151.22 |United Kingdom  [147.237.76.86 |navy.idf.il ) o " |dro 12
g v Inval i d Retransmi ssion Packet dr opped. P
S reanming Engi ne: TCP i i ssi
46.19.86.193  |Israel 147. 237.72. 166 |aka i df . i mng tngihe. Invalid segnent retransmssion. | 12
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
85. 130. 138. 109 I srael 147.237.72. 166 |aka i f .11 mng Engine. 1 Invalid segnent retransmssion. |q 12
Inval i d Retransnission Packet dropped.
172.58.96.156 |Lhited Sates 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 10
77.126.24.178 I srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Sretransmt with different o, o f10
wi ndow scal e
e SN retransnmit wth different .
5.28.188. 120 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |8
197.132. 255. 18 |Egypt 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop
46.19. 85. 115 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
reamn ine: T i i ssi
37.46.38.142  |Israel 147, 237. 77. 243 |robi | e. i of . i | Streamng Engine: TCP Invalid segnent retransmssion. |q 8
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
213.57.209. 113 | srael 147. 237.77. 243 |mobi l e. i f . i mng tngine- 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
S reanming Engi ne: TCP i i ssi
79.176.59. 224  |israel 147.237.0.34  |tikshuv.idf.il mng tngihe. Invalid segnent retransmssion. | 6
Inval i d Retransmission Packet dropped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i of . Bl ock HTTP Non Conpl i ant S;;ed to hand e comnection | o e
S reamng Engi ne: TCP i i ssi
109. 253. 200. 1711 sr ael 147.237.77. 243 |mubi le.i o . i1 mng Engine: 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
S reami ng Engi ne: TCP i i ssi
80. 246. 136. 113 |Israel 147.237.77. 243 |nobil e. i of . mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval i d Retransmi ssion Packet dr opped.
79.181.136. 214 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |5
46.121.252.19 |[Israel 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 34 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.210.188.83 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni tor |4
31.210. 186. 146 |l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
188. 120. 148. 242l srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Invalid ACK nunber noni t or 4
109. 160. 199. 102|l srael 147.237. 72. 166 |aka.i df . il drop First packet isn't SN drop 4
109. 64. 161. 209 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
31.210.188.8 | srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 73 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni tor |4
Pal esti ni an C e -
188. 161. 49. 151 Territory, CGeeup ed 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SWN drop 4
. . SYNretransmt wth different .
109. 186. 180. 99 |l srael 147.237.0.15 |kosher-kravi.idf.il Bad TCP sequence wi ndow scal e noni t or 4
31.154. 148. 157 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject
46. 19. 85. 107 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
S reanming Engi ne: TCP i i ssi
46.121.90. 8 I srael 147.237.77. 243 |nobil e. i df .| mng tngihe. Invalid segnent retransmssion. | 4
Inval i d Retransnission Packet dropped.
46.19.85.148 | srael 147.237.77. 226 "} chanatz. aka. 1df a4 TCP sequence Inval i d ACK number moni tor |4
46.210.174.66 |Israel 147.237. 77. 243 |mobil e.idf .i | drop First packet isn't SN drop 4
2.52.181. 163 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack rej ect 4
46.19. 85. 73 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.52.52.177 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
S reanming Engi ne: TCP i i ssi
185. 120. 126. 77 147. 237.72. 166 |aka i df . i mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
84.228.171.67 | srael 147.237.77. 243 |robi | e. i of . i | mng gl ne. 1 Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
5.28.179.250  |Israel 147. 237.72. 166 |aka i df . i mng Enhgine: 7 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
46.19.86.141  |israel 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
46.19. 85. 151 I srael 147.237. 77. 243 |mobil e.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
S reanming Engi ne: TCP i i ssi
82.80.149.201 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. | 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
89.139.147.60 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 92
46. 19. 86. 95 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 29
2.52.185. 31 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 14
85. 65. 116. 27 I srael 147.237.77.243|nobi l e.idf . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bl ock 12
109. 253. 141. 46 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 12
46.19. 86. 56 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 5
85. 65. 100. 83 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 4
84.108. 0. 166 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
79.179.179.128 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
5.29.228. 130 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 5. 29. 228. 130 B ock 3
2.52.153. 202 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89.139. 147.60 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 3
89.139.147.60 |[Israel 147.237.0.19 |nadimatal .idf.il|ntraceabl e SSL Sessions: (pen Mde None 2
176.13. 0. 255 I srael 147.237.77.243|nobi l e.i df . i | D stributed Waut hori zed UR. Access on nobi | e. i df. i/ nekudot /i ndex B ock 2
46.19. 86. 239 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
149. 88.56. 203 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.228.117.99 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/ undef i ned B ock 2
- . . |Waut hori zed URL Access to
79.178.138.77 |lIsrael 147.237.0.19 |[madimatal .idf.il nadi matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 2
] . Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane i n

109. 66. 200. 150 |l srael 147.237.76.42 |refuah.idf.il Wi ref ua. at al i df .i 1/ 1518- he/ ref uah. aspx Bl ock 2

. . Unknown Paraneter |sPDFFormin
46.116.214.66 |Israel 147.237.72. 166 |aka. i df . i | Wi aka, i f i |/ rai r/ sachar / vi ewpays! i p. aspx None 1

. . D stributed Lhaut hori zed URL Access on

171.25.193. 77 |Sweden 147.237.77.216|dover . i df . i v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
109. 67. 127. 207 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwu aka. i df.il/main/ B ock 1
66.249.78. 159 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 78. 159 B ock 1
95. 86. 105. 41 I srael 147.237.77.216|dover . i df . il Mul ti pl e Unaut horized URL Access from 95. 86. 105. 41 B ock 1
46.121.123.29 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46. 121. 123. 29 B ock 1
182. 101. 129. 170|Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i |Uaut hori zed Method CPTIONS for waw chi nuch. aka.idf .il/ None 1
79.182.56.143 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for ww aka. i df.il/main/ gi yus/ B ock 1
46.116.214.66 |Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter |sPOF in v aka. i df . il /mai n/ sachar/ vi ewpaysl i p. aspx None 1
149. 50. 124. 107 g;g: 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
37.142.252.169 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
109. 65. 125. 16 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
77.126.24.178 |[Israel 147.237.72. 156 [anan. i df . i | Too Many (ookies in a Request - 101 cooki es B ock 1
64. 251. 27. 99 ;h;:ee: 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to /robots. txt Bl ock 1
5.29.43.182 I srael 147.237. 76. 147 [chi nuch. aka. i df . i|Uhaut hori zed URL Access to ww chi nuch. aka. i df .i|/xmrpc. php Bl ock 1

. . Unknown Paranet er | sPDFForma in
46.116.214.66 |Israel 147.237.72. 166 |aka. i df . i | wiw aka, i f i |/ rai r/ sachar/ vi epays! i p. aspx None 1
84.108.31.171 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/894-he B ock 1

. . D stributed Unauthorized Method for Known URL on
79. 180. 144. 92 I srael 147.237.72.166|aka. i df . i | wiw aka, i df . i 1/ nai n/ sachar / vi ewpays! i p. aspx Bl ock 1
109. 160. 238. 248]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
67.19.79. 218 gﬁ;ttg: 147.237.76.30 |hinush.idf.il D stributed Wnaut hori zed LRL Access on /robots. txt B ock 1
5. 29. 228. 130 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df.il/main/ gi yus/ B ock 1

Unaut hori zed URL Access to
95. 86. 105. 41 I srael 147.237.77.216|dover. i df . il www i df . i 1/1133-20373- he/ i df gdover . aspx&a=u&ed=0ahukewj huSbr | dl ka |B ock 1
hwrhswkhdx2buOqgf ggt nanm&usg=af gj cnhusf hghcgbeebgdhcf hygkf vvala
2.54.13. 147 I srael 147.237.77.243|nobi | e. i df . i | D stributed Unaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex Bl ock 1
60. 173. 149. 204 |Chi na 147.237.76.30 |hinush.idf.il CVE- 2013- 4810: JBoss Rermote Command Execution 2 B ock
Lhited . . D stributed Lhaut hori zed URL Access on

204.13.201.137 oo 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
80. 246. 133. 141 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
46.116.214.66 |Israel 147.237.72. 166 [aka. i df . i | Unknown Par anet er | sSPDFF in wan aka. i df . i1/ nai n/ sachar/ vi ewpaysl i p. aspx  [None 1
46.19. 85. 28 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
109. 66. 7. 138 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.176.107. 133 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 64. 48 | srael 147.237.77. 170 |maar achot . i df . i | |Wnaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 3/ 109413. pdf Bl ock 1
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