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|Top Attackers | n DDoS- Def ence |

Attacker Address

Site

Device Action

Count

|Attacker Country

Target Address

Signature

82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 107
79.179. 164. 197 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets drop 27
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il ock Wp Al Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
89.248.174. 4 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il Bl ock_Udp Al _Nets drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
82.80.57.124 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
105. 154. 210. 83 Mbr occo 147.237.77. 216 dover.idf.il |3886: HITP. Qoss Ste Scripting in POST Request B ock 4
105. 154. 210. 83 Mbr occo 147.237.77. 216 dover.idf.il [13444: HTTP. What VWb User- Agent Header B ock 1
188. 165. 15. 84 France 147.237.77. 233 atal.idf.il |28 HITP. AwrefBot craw er Bl ock 1
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|Top Attackers In |D|

A tacker

‘Target Addr ess ount ry Signature
105. 154. 210. 83 [147. 237. 77. 216 |Mor occo dover.idf.il A Injection - Select From 10
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 5
_ L ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
79.181. 167. 252 |147.237.76. 30 |[Israel hi nush. i df . il 2
attack
105. 154. 210. 83 [147. 237. 77. 216 |Mor occo dover.idf.il GPL VB _SERVER / et ¢/ passwd 2
L ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
80.246.133.5  [147.237.77. 233 (I srael atal .idf.il 2
attack
L ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos
2.54.139.253  [147.237.77. 233 (I srael atal.idf.il 1
att ack
158.130. 6. 191 [147.237.76.201 |lhited Sates [e.atal.idf.il |ET SCAN Rapid | MAP (onnections - Possi bl e Brute Force Attack 1
o ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos
2.54.171.166  [147.237.77.233|Israel atal .idf.il 1
attack
) . . |ET SCAN Behavi oral lhusual |y fast Terminal Server Traffic, Potential
103.7.12.5 147.237.0.19 [l ndonesi a nadi matal .idf.i . 1
Scan or Infection
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|Top Attackers In FW |

Attacker Address

A tacker

Country

Target Address ‘ Ste

‘Signature
Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

w ndow scal e

109. 66. 214. 35  |Israel 147.237.0.34 [tikshuv.idf.il > dro 42
Ret r ansni ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
80. 246. 130. 242 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence i’;:;e”ansm with different wndow) ooivor  [32
5.28.188.120 | srael 147.237.76.42 |refush.idf.il |Bad TCP sequence Ssz;';e”ansm wth different wndow| oo |31
reaming BEngine: TCP Invali i i ssi
37.26.149.219 | srael 147237, 77, 243 |mwbi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dropped.
50. 18. 94. 121 Lhited Sates |147.237.77.216|dover.idf.il [Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 18
185.32.179.42 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
reamn ine: TCP Invali i i ssi
185.3.144.7 I srael 147.237.72. 166 |aka i 11 | S NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
80. 246. 136. 238 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 10
80. 246. 130. 242 I srael 147.237.77. 234 |nal ag.if i1 |Bad TCP sequence i’;:;e”ansm with different wndow) pivor o
80. 246. 136. 238 |l srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 9
Sreaming Engine: TGP Invalid i i sSi
109.64.33.70 [ srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
46.120.53.252  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segrent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.54.3.127 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
185.3.147.152 |l srael 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 Inval i d segrent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
80. 246. 130. 242 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
109. 253. 212. 199I srael 147.237.77.233|atal .idf.il  [Bad TCP sequence z'a\:ge”ansmt wth different wndow)onivor o
Sreamng Engine: TCP Invalid i i ssi
109.253.218.9 |israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 8
Sreaning Engine: TGP Invalid i i ssi
37.46.38.142  |Israel 147.237.77. 243 |mbile.i o i1 9 =9 nval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
37.46.39. 248 I srael 147.237.77.243|mobile.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 7
195.34.150.18 |Austria 147.237.77. 216 |[dover.idf.il (Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 7
80.246.133.5 I srael 147.237.77.233atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 7
52.49.79.6 Lhited States |147.237.77.216|dover.idf.il [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 7
79.181.229. 121 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber noni t or 6
94.159. 152. 135 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
reaming BEngine: TCP Invali i i ssi
80.246. 136. 113 | srael 147237, 77, 243 |mwbi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.183.228. 103 I srael 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
84.228.165.87 | srael 147.237.72. 166 |aka i 11 || S NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
5.102.198.201 |l srael 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
reaming BEngi ne: TCP Invali i i ssi
5.22.131. 51 I'sr ael 147.237.72. 166 |aka i 11 || S NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
94.159. 152. 135 |lIsrael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
80. 246. 130. 242 [lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi
77.127.249.13  |israel 147.237.72. 166 |aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 134. 55 | srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
54.244.22.103 |Wited Sates |147.237.77.176|natpash.idf.il |dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
79.176. 104. 190 I srael 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
84.229.39.193 | srael 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.14. 251 I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
176.13.20.184 | srael 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46.19.85.9 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5
37.26.146.253 |Israel 147.237.76.42 |refuah.icf.il [Bad TCP sequence SIAK retransmt wth different oo s
W ndow scal e
5.22.135. 225 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 5
5.102.254. 225 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.116.239.99 |[Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 5
79.179.207. 179 |Israel 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 5
Sreamng Engine: TCP Invalid i i ssi
65.55.210. 121 |Whited Sates |147.237.76.200 |eitan. aka i df. i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
84.229.145.7 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
31.154.172. 216 [Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence SINAK retransmt with different oo s
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Attacker Address count ry Target Address ‘Ste ‘S|gnature

46.117.38.35 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
93.172.11.133 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 289
109. 253. 209. 180|1 sr ael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 119
93.172.11.133 [israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 107
93.172.11.133 [Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 98
109. 253. 209. 180|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 76
79.180.13.31 [ srael 147.237.0.34 |tikshuv.idf.il ;3?1';;?)/13? fsihe Sane Response Code (404) in Session from Bock |57
176.13.1.152 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 56
109. 253. 209. 180l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 33
176.13. 1. 48 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 32
109. 253. 209. 188l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 31
80. 246. 133. 5 I srael 147.237.77.233|atal .idf .il Ml tipl e Unauthorized URL Access from 80.246.133.5 B ock 19
5. 29. 236. 142 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 17
109. 253. 209. 188l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 16
176.13. 1. 48 I srael 147.237.0.19 |madimatal . i df. i |Suspicious Response Code B ock 14
109. 67. 203. 105 |Israel 147.237.72. 166 |aka. i df . i | mu;kr;orl 'd]feldl /'\':a:j wgaﬁ\; ‘;;\paysl . aspx Bock |9
109. 253. 209. 188l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 7
176. 13. 0. 255 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 6
5.29.34.179 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 5
105. 154. 210. 83 [Mor occo 147.237.77.216|dover.i df . il Mil ti pl e Unhaut hori zed URL Access from 105. 154, 210. 83 B ock 5
46.116.9.242  |israel 147.237.72. 166 |aka. i df . i | m;&:?td?jiwx :f;;fﬁ; /'\\fte:‘;gy;ﬂr p_';"s(;‘f(" R on Bock |4
109. 66. 69. 100  |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
46.19. 86. 245 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.229.39.193 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
176.13.16. 21 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 160. 158. 10 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
195. 154. 189. 197 |France 147.237.77.216|dover . i df . i O stributed PHP A tenpt B ock 2
46.120.53.252 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 253.218.9  |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
46. 19. 85. 127 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
66.249.78.159 |Israel 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 78. 159 B ock 2
5.28.177. 169 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/main/giyus/control s/atuda/A |B ock 2
109. 64. 33. 70 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 2
80. 178. 157. 115 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS Attack None 2
188. 143. 232. 41 gs::;”i on 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 188. 143. 232. 41 Bl ock 2
109. 253. 212. 41 |Israel 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
2. 54. 144. 240 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.121.123.29 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 46.121.123. 29 B ock 2
85. 250. 126. 164 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 2
80. 246. 136. 248 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
105. 154. 210. 83 |Mbrocco 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wawv i df.i|/@USUfUtUko Bl ock 1
Unknown Par arret er
79.183.125. 154 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 38$ct | 01$ct | 03$chl Questi on$ [None 1
6 in ww aka.idf.il/nain/giyus/questionnaire.aspx
185. 116. 45. 51 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/newsite/english/docurents.asp  |B ock 1
79.176.36.127 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
149. 88. 109. 179 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66.102.9.91 Lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294-en/wwidf.il/english Bl ock 1
2.54.9.55 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
84.108. 85. 23 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
46.19.85.7 I'srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt : ?r(;fsz , g;esgrcﬁzm O e/ 1 st chi | cdocument s/ 1152 Bl ock 1
94.199.151.22 LK}i“r:geélﬂom 147.237.76.86 |navy. idf.il mumqjuu:lg\?;.lizdiéi?/qt_eﬁcplcgtts/t sohar ed/ user cont r ol s/ header upper / Bl ock !
2.54.180. 238 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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