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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_ Wp Al _Nets drop 106
85. 100. 43. 88 Tur key 147.237.76. 39 nobi | e. nei tav.idf.il B ock_Wp Al _Nets dr op 1
85. 100. 43. 88 Tur key 147.237.76. 197 e. hinush.idf.il B ock Wp Al Nets drop 1
113. 12. 31. 207 Chi na 147. 237. 76. 200 eitan aka.idf.il Bl ock Udp All Nets drop 1
185. 130. 5. 224 147.237.76. 34 yohal an.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
190. 196. 59. 34 [147.237.77.179|hil e e.nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
190. 196. 59. 34 |147.237.77.74 |Gile lawidf.il ET SCAN Potential WNC Scan 5900- 5920 2
5.39.222.253 |147.237.72. 166 [Net her| ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 196. 59. 34 [147.237.76. 202 |Cil e e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
190. 196. 59. 34 |147.237.76. 148 |hile ggcent er . aka. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
200. 54.78.123 |147.237.8.50 |Chile e.tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
190. 196. 59. 34 [147.237.76.38 |ile e.enmeitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
200.54.78.123 [147.237.8.27 |Gile e.madimatal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
190. 196. 59. 34 |147.237.72.217|Chile e.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
200.54.78.123 |147.237.0.19 |Ghile medi matal . idf.il ET SCAN Potential VNC Scan 5900- 5920 1
188. 14. 233, 163 |147. 237. 76. 42 |1taly ceftahidh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
200.54.78.123 |147.237.0.15 |Quile kosher -kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
158.130. 6. 191 [147.237.76. 148 |nited Sates |ggcenter.aka.idf.il ET SCAN Rapi d | MAP Gonnections - Possible Brute Force Attack |1
190. 196. 59. 34 [147.237.77.226|Qile wan chanat z. aka. idf i1 |ET SCAN Potential VWNC Scan 5900- 5920 1
116.121.137.5 |147.237.77.216 Okfrea' RepUbl i€ | yover i of i ET SCAN NVAP -sS wi ndow 4096 1
190. 196.59. 34 |147.237.77.205|Chile prisha idf.il ET SCAN Potential WNC Scan 5900- 5920 1
88.249.106. 23 (147.237. 77. 234 |Tur key hal ag. i df.il ET SCAN NVAP -sS w ndow 1024 1
2.52.24. 14 147.237.77. 216 |I srael dover . idf.il portscan: TCP Distributed Portscan 1
190. 196. 59. 34 |147.237.76.201|Chile eatal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
218.246.0.97 |147.237.72. 167 [Chi na i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190.196. 59. 34 [147.237.76.42 |aile refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
200.54.78.123 [147.237.8.45 |Qile e.eitanidf.il ET SCAN Potential WNC Scan 5900- 5920 1
190. 196. 59. 34 [147.237.76.30 |Qile hi nush. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
200.54.78.123 |147.237.0.34 |Ghile tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
190. 196. 59. 34 |147.237.72.167|Chile i shuri maka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
200.54.78.123 [147.237.0.17 |Giile mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
158. 130. 6. 191 |147.237.77.176|Uhited Sates  |[natpash.idf.il ET SCAN Rapi d | MAP Gonnections - Possible Brute Force Attack |1
125 26, 114. 161 |147. 237 76. 30 |Thai I and Hrushi b il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
190. 196. 59. 34 [147.237.77.216|Qile dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
L ET DO Large anount of TCP ZeroVWndow - Possible Nkiller2
95. 35. 69. 237 147.237.76. 42 |lsrael refuah.idf.il 1
DDos attack
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SAMrule drop 36
149.78.22.8 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 16
46. 19. 85.9 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |15
46.19. 85. 238 | srael 147.237.72. 167 |i shurimaka.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 15
64.19. 78. 242 Lhited Sates [147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent g':? o:ggﬁ:mo n i nbound drop 14
79.176.145. 188 I srael 147.237.77. 234 |hal ag. i of .i Bad TCP sequence SNretransmt wth different oo [13
w ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
79.178.241.64 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
2.52.24.14 I srael 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Russi an S Streamng Engine: TCP Invalid [invalid segnent retransmission.
95. 32. 196. 49 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 12
e SWNretransmit wth different
79.176. 145. 188 |l srael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence wi ndow scal e aert 10
91.200.12.136 |kraine 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
5.28.184. 17 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
5.28.184.17 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or
. . SWNretransnmit wth different .
149. 88.96. 149 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 8
46. 19. 85. 210 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |7
37.26.148.195 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SYNRACK retransmt with moni tor |7
di fferent w ndow scal e
2.52.24.14 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
reamng Engi ne: TCP Invali i i ssi
5.22.135.187  |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 253. 201. 1701 sr ael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109. 67. 196. 149 I srael 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
2.52.174.30 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.52.24.14 I srael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or
Russi an o Streaning Engine: TCP Invalid [invalid segmrent retransmssion.
178.154.189. 201 | ° -0 147.237.72. 166 |aka. i df . i | Ret r ansm ssi on Packet dr opped. drop 6
2.54.173.77 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 136 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
2.52.183.225  |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.238  |Israel 147.237.72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.179.6.190  |Israel 147. 237. 77. 243 |mobi l e, i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
2.52.25.128 I srael 147. 237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
2.52.24. 14 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert
Sreaning Engine: TGP Invalid ' i ssi
84.94.119.79  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237. 77. 216 |dover i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |6
5.28.184. 17 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 6
185. 3. 147. 2 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 85. 136 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
2.54.57.137 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
31.210.186.70 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
149. 88. 244. 202 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 4
91.200.12.136 |lkrai ne 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 4
5.28.184.17 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber aert 4
5.22.131.23 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |4
149. 88. 244. 202 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |4
31.210. 187. 222 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
5.28.184.17 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |4
84.108. 155. 135 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
91.200.12.136 |Wkraine 147.237.77. 226"} " chanatz. aka. tdf 4 op SAMrul e drop 4
84.108. 155. 135 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
2.54.15. 100 I srael 147. 237. 72. 156 |anan. i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect
91.200.12.136 |Wkraine 147.237.0.34 |tikshuv.idf.il drop SAMrule drop
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |[Site Sgnature Action ‘Count
79.179.37.145 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 396
79.179.37.145 |Israel 147.237.0.19 |nadimatal .idf.il ;g?l'\g%;flige Sane Response Qode (403) in Session from B ock 220
77.127.253.2  |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 219
77.127.253.2  |israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 143
5.29.34.179 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 113
2.54.137.15 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 110
79.179.37.145 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 107
77.127.253.2  |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 75
2.54.137.15 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 67
5.29.34.179 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 59
176.13.11. 149 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 36
109. 66. 52. 115 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 9
37.26.148.148 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 8
109. 64. 195. 222 |I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 6
46.19.85.255 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 6
46.19.85.143 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
85. 65. 183. 235 |l srael 147.237.72. 166 [aka. i df . i | Mul ti pl e Unaut horized Method for Known URL from 85. 65.183. 235 [B ock 4
84.109. 12. 128 |Israel 147.237.0.19 |nadimatal .idf.il g;”;h;)tr;?‘éf ﬁ/ Spﬁ;e:dsl;‘;x/ it enakat GaUnt 1Y, asp Bl ock 4
109. 253. 133. 22 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
5.29.201.198 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock
87.69.48.54  [israel 147.237.0.17 ;nlnly kosher-kravi.id|, ., ple Illegal Paraneter Encoding froma87. 69. 48. 54 None 3
176.13.18.41 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
2.54.137.15 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) Bl ock 3
89.138.71.172 |israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
79.181.137.90 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
109. 67. 146. 127 |l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
87.68.250. 177 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
79.177.109. 38 |Israel 147.237.77. 243 |nobi | e. i df . i | Ez[;‘rzt %Tﬁ’?s\gcﬂaiicﬂ;nggai":ﬁ;md n B ock 3
46.121. 214. 153 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
79.183.8.162 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
79.179.143.56 |Israel 147.237.77. 243 |nobi l e. i df . i | Smiti:iet_’li’t dio_' Iﬁrjafﬁg /ggg\g;;sa;i\gf dogaram o Qrrentpassiord POk 2
79. 182. 233. 253 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
72.9.148.10  |Wited Sates |147.237.76.86 |navy.idf.il muzzs;' izz(f:i. e 10 navy. aspx. aspx Bl ock 2
84.108. 116. 13 [l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock
66.249. 78. 159 |l srael 147.237.77.216|dover.idf . il Mil ti pl e Unaut hori zed URL Access from 66. 249, 78. 159 B ock
77.40.129.123 [Norvay 147. 237.77. 216 |dover . i df . i | Dstri buted gﬁfngﬂe/ujagc_f;p;” Bl ock 1
2.54.173.180 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
82.81.10.202 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
64.251.27.99 [lhited Sates [147.237.72. 156 |aman. i df.il Unaut hori zed URL Access to /robots. txt B ock 1
107.178.194. 87 |Uited Qates [147. 237.77. 216 |dover . i df . i | D stri utec 1?;;};3;%;?&%\/??222” Bl ock 1
79.182.64.11  |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed URL from 79. 182. 64. 11 B ock 1
193.90.12.86  |Nor vay 147. 237.77. 216 |dover . i df . i | D stri utec 1?;;}2;?3;?&%\/2??;‘)2” Bl ock 1
157.55.39. 226 |Wited Sates [147.237.72.166aka.idf.il Distributed Waut horized URL Access on 147.237.72. 166/ B ock 1
84.108.116. 13 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/sip storage/files/8 |B ock 1
80. 230. 25. 140 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessions: si gal gs oS Attack None 1
67.19.79.218 [Wnited Sates [147.237.76.200|eitan. aka.idf.il Uhaut hori zed LRL Access to /robots. txt B ock 1
79.182.64.11  |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Abnornal |y Long Header Line from79.182. 64.11 Bl ock 1
46.19.86.239 |lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 1
37.142.64.2 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
84.228.0. 38 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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