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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 90
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 3

183. 60. 48. 25 Chi na 147.237.76. 148 gogcenter.aka.idf.il |JLM Under Attack Con Tcp drop 2

113. 12. 31. 207 Chi na 147. 237. 76. 200 eitan aka.idf.il Block Udp All Nets drop 1

185. 130. 5. 181 147.237.76. 38 eeneitav.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action

198. 50. 212. 195 Canada 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 102 [147.237.77.170|Wited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
66.249.64.92  [147.237.77.170|Whited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 2
140. 112. 16. 20 [147.237.76.31 |Tai wan nakchal . i df.il ET SCAN NVAP -f -sS 1
5.39.222.253 |147.237.76. 201 |Net her | ands e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
112. 196. 49. 101 |147. 237. 77. 205 |I ndi a prisha idf.il ET SCAN NVAP -sS wi ndow 3072 1
18 67 7278 |147 237 0.15 |hi na Kosher-kravi i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117  |147.237. 77. 243|Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
183.60. 48.25 |147.237. 76. 147 |Chi na chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 179|Chi na e.mazi.idf.il ET SCAN Potential SSH Scan 1
183.60. 48.25  |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76.38 |China e.eneitav.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 76. 197 |Chi na e. himush. i df .i| ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.0.200 |China rd. i df i | ET SCAN Potential SSH Scan 1
59.45.79.117 |[147.237.8.45 |[China eeitanidf.il ET SCAN Potential SSH Scan 1
140. 112. 16. 20 |147.237.76.31 |Tai van nakchal . i df il ET SCAN NVAP -sS w ndow 2048 1
59.45.79.117 |147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
113, 53, 128, 144 |147. 237 76. 34 |Thai | and yohal an.i df. i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.39.222.253 |147.237.76. 148 |Net her| ands ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
218.246.0.97 |147.237.77.243|Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112. 196. 49. 101 |147. 237. 77. 205 |Indi a prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
210.93.50. 130 |147.237. 72. 166 ?'ea’ RepUDI T C |y i of i ET SCAN NVAP -sS wi ndow 1024 1
183.60. 48.25 |147.237. 76. 200 |Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76.86 |China navy. i df.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 170|Chi na naar achot . i df .i | ET SCAN Potential SSH Scan 1
183.60. 48.25 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76.34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 72. 156 |Chi na anan. i df il ET SCAN Potential SSH Scan 1
140. 112. 16. 20 |147.237.76.31 |Tai wan nakchal . i df il ET SCAN NMAP -sS wi ndow 4096 1
59.45.79.117 |[147.237.8.27 |China e.madi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 156. 234l srael 147.237.72. 166 |aka. i df .i | 9 =g Inval id segnent retransmssion. |, 45
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.182. 181. 106 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 39
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
46.19.85.5 I srael 147. 237, 77. 243 |nobi l e.i df . i | 9 =g Inval i d segnent retransmssion. |, ., 21
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i sSi
109. 253. 141. 42 |Israel 147.237. 77, 243 |roti L e i i1 || S@M NG Engine: TGP alid |invalid segnent retransnissi on, drop 21
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 65.123.55 |Israel 147. 237.72. 166 |aka i of .11 9 =g Inval i d segnent retransmssion. |, ., 15
Ret r ansni ssi on Packet dr opped.
54.244.22.103 |United Sates 147.237.77. 233 |atal .idf. il dr op First packet isn't SYN drop 15
46.117.231.218 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
Sreaning Engine: TCP Invalid i i ssi
46.117.60.196 |l srael 147. 237. 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 12
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
79.179. 122. 222 |Israel 147.237.0.34 [tikshuv.idf.il 9 =g Inval id segnent retransmssion. |, . 12
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.52.182.104  |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval id segnent retransmssion. |, ., 9
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
176.13. 14. 244 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 80 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 9
Ret ransmi ssi on Packet dr opped.
94.230.86. 180 |Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |8
. . SYNWtAXK retransmt with .
46.19. 86. 77 I sr ael 147. 237. 72. 166 [aka. i df .i | Bad TCP sequence di fferert i ndow scal e nonitor |8
46. 19. 86. 194 | srael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Invalid ACK nunber noni t or 7
. . SWNretransmit wth different .
79.182.177.33 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 7
Sreaning Engine: TGP Invalid i i sSi
2.54.143.122  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
2.52.50. 103 I'srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
79.180.139.66 |lsrael 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop
2.54.59. 254 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
89.138.117. 1 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber aert
Sreaning Engine: TGP Invalid i i sSi
2.54.163.9 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
188. 120. 148. 159I sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi
82.166.23.125 |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
89.138.117. 1 I sr ael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
37.26.146.175 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TQP Invalid i i SSi
176.13.13.36  [Israel 147. 237.77. 243 |nobi l e i i | 9 =g Inval id segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 64. 175. 203 | srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
109. 160. 147. 41 |Israel 147.237.77. 170 |maarachot.idf .il [SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 5
. . SYNWtAXK retransmt with .
46.120.217. 46 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence di fferert i ndow scal e nonitor |5
109. 160. 147. 41 |Israel 147. 237.77. 170 |maarachot . i df .i1 |Bad TCP sequence SYNACK retransmt with monitor  [5
different wndow scal e
31.210.188.22 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber monitor |5
87.69.244. 240 |Israel 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject
79.178.109. 205 |Israel 147.237.76.31 |nakehal .idf.il |Bad TCP sequence SWretransmt with different —opor s
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
66.249. 65. 251 |Uhited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, ., 4
Ret ransmi ssi on Packet dr opped.
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor (4
31.210.187.30 |Israel 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber monitor |4
82. 205. 116, 242 ga:lcisgi':éa” Territoryl147. 237. 77. 176 |natpash. icf.i1  [Bad TOP sequence Invalid ACK nunber monitor |4
46. 19. 86. 51 I sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
188. 120. 148. 159l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber alert
Sreaning Engine: TQP Invalid i i SSi
66.249.78.130 |Wnited Sates 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. g, 4
Ret ransm ssi on Packet dr opped.
46.117.131.67 |[Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
5.22.135. 244 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invali d ACK nunber noni t or 4
46.117.131.67 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
82. 205. 116, 242 ga:lcis;i':éa” Territoryty 47 237. 77. 176 [matpash.icf il [SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 4
82. 205. 116. 242 g‘ilcisgi':('ja” Territoryis 47, 237. 77. 176 |natpash.if.il  |dr op First packet isn't SWN drop 4
2.52. 25,128 I sr ael 147. 237. 72. 156 |aman. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149. 88. 23. 165 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 122
85. 65.226. 211 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
85.65.226.211 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 105
176.13.7.99 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 104
176.13.7.99 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 64
85.65.226.211 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (403) B ock 41
2.54.172. 146 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 35
176.13.18.110 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 35
2.54.137.15 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 32
37.26.149.135 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
2.54.180. 19 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 13
93.172.163.90 | srael 147.237.72. 166 |aka. i df . i | m“;grl i df’?l /Lﬁ: r'l‘}cs(;ecsh;;?esources/ syl es/ B ock 12
176.13.18.110 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 11
89.138.181. 225 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in LR from89.138. 181. 225 B ock 8
2.54.61.32 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 8
176.13.7.99 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 7
109. 253. 141. 42 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 7
46.19.85.5 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 7
204.13.201.137 |Uhited Sates  |147.237.77. 216 |dover. i df .i D stri ot ec 1T§;f2§gg§?ﬂe%v§f§p£” Bock |4
176.13.11. 149 |israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
149.88.23.165 |l srael 147.237.0.19 |madimatal .idf.il gf;f:;ﬁ'%?.\fﬁ'ig}ﬁlﬁéggﬁ?g%?f;ﬁ derlstxtaty in B ock 3
109. 253. 130. 13 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
178.137.85.67 |Wkraine 147.237.76.200|ei tan. aka. i df.i| [Miltiple Wauthorized URL Access from 178. 137. 85. 67 B ock 3
2.54.176.35 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89.139.67.122 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.109.12.128 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.109.72.201 |israel 147.237.72. 166 |aka. i df . i | m“;;gii ;??Iﬁmﬁlcgfjjs;é’omol o ot udal A Bl ock 3
77.125.133.175 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
176.13.1.125 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
208.184.112.74 |United Sates  [147.237.77. 216 |dover. i df . i D stri utec ll‘f;;_t;g;gfﬂe%vi‘fisp;” Bock |2
185.32.179.18 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
79.183.128. 135 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
2.52.50. 103 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
107.178.194.83 |Uhited Sates  |147.237. 77. 216 |dover . i df . i | 111 1155, 29461 el dver e Bock |2
66.249.78.159 |[Israel 147.237.77.216|dover . i df . il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 2
204.13.201. 137 |Wited Sates  147.237.77. 216 |dover. i df .| D stri buted 1?;;};;25?&%&??:&" Bock |2
79.181. 104. 103 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
46.117.60.196 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock
107.178.194.83 |Uhited Sates  |147.237. 77. 216 |dover . i df . i | 11 1155, 25650 hel dver at Bock |2
46. 19. 85. 80 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
5.29.1565.217  |israel 147.237.77. 243 |nobi | e. i df . i | nu;;“f : ?ro'ﬁzf‘lj /tz‘egpgf;sem‘;esu st ohi 1 ddocunent s/ 1362 Bl ock 2
109. 253.195. 90 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
107.178.194.87 |Wited Sates  [147.237.77. 216 |dover. i df . i | D stri uted ﬁ‘;;_tggggfﬂe%g‘ffsp;” Bl ock 2
2.54.37.72 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Russi an ) ) Dstri bqt ed 'Lhaut_ hori zed URL {Access' on. ' _ .
89. 232. 118. 201 Feder at i on 147.237.72.166|aka. i df . i | :xgw; aka.idf.il/main/ sachar/registrationw zard/ j avascri pt : w ndow open(& |B ock 1
46.19. 85. 119 I srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut horized URL Access from 46. 19. 85. 119 B ock 1
141.212. 122. 209|hited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
87.68.69.125  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Mil ti pl e Waut hori zed UR. Access from 87. 68. 69. 125 Bl ock 1
84.111.13.72 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
5.102. 236. 77 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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