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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 60
185. 130. 5. 181 147.237.76. 196 e.sviva.idf.il B ock Np Al Net dr op 1
185. 130. 5. 201 147.237. 76. 148 ggcenter. aka.idf.il ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
185.32.179.18 |147.237.0.19 |Israel nadi matal.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 5
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249.78.62 [147.237.72.166|lhited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
1. 64.62.70 147. 237.72. 166 |Hong Kong akaidf.il ET SCAN Potential SSH Scan 2
1. 64.62.70 147. 237.77. 178 |Hong Kong enatpash.idf.il |ET SCAN Potential SSH Scan 2
1. 64.62.70 147. 237.72. 217 |Hong Kong eidf.il ET SCAN Potential SSH Scan 2
1. 64.62.70 147. 237.72. 156 |Hong Kong anan. i df.il ET SCAN Potential SSH Scan 2
75.170.251.3 |147.237.77.176|Whited Sates |matpash.idf.il Tehila - Perl LWP wth fake user agent 2
1. 64.62.70 147. 237.77. 234 |Hong Kong hal ag. i df.il ET SCAN Potential SSH Scan 1
171 251 41, 213 |147. 237. 76. 30 M et nam hivmsh i df | ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
1. 64.62.70 147.237.0.34 |Hong Kong tikshuv.idf.il ET SCAN Potential SSH Scan 1
1. 64.62.70 147. 237.77. 227 |Hong Kong e hanaz.idf.il ET SCAN Potential SSH Scan 1
158.130. 6. 191 |147.237.77.176|Lhited Sates |matpash.idf.il ET SCAN Rapi d PAP3S Gonnections - Possible Brute Force Attack 1
146.0.75.114  [147.237.0.200 |Netherlands . i df . il ET SCAN NMAP -sS wi ndow 1024 1
1. 64.62.70 147. 237. 76. 202 |Hong Kong e halag.idf.il ET SCAN Potential SSH Scan 1
140. 112. 16. 20 |147.237.0.34 [Tai wan tikshuv.idf.il ET SCAN NVAP -f -sS 1
1. 64.62.70 147. 237. 76. 197 [Hong Kong e. hinush.idf.il ET SCAN Potential SSH Scan 1
113. 171. 23. 126 |147. 237. 77. 178 |M et nam ematpash.idf.il [ET SCAN Potential SSH Scan 1
1. 64.62.70 147. 237. 76. 148 |Hong Kong gacenter. aka. i df.i [ET SCAN Potential SSH Scan 1
88.249. 106. 23 |147. 237. 76. 197 |Turkey e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
1. 64.62.70 147. 237.76.34 |Hong Kong yohal an. i df .il ET SCAN Potential SSH Scan 1
66.249. 78. 158 |147.237.72.166 |Lhited Sates |aka.idf.il MAPAO_E_ Apache nod_ssl non- S8 connection to SS. port 1
deni al of service attenpt
198.20.69. 74 |147.237.77.19 |Wited Sates |lawforumidf.il |ET DROP Dshiel d B ock Listed Source 1
1. 64.62.70 147. 237.77. 233 |Hong Kong atal.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237.0.33 |lhited Sates [idf.il ET SCAN NVAP -sS w ndow 1024 1
1. 64.62.70 147.237.0.19 |Hong Kong madi matal .idf.il |ET SCAN Potential SSH Scan 1
1. 64.62.70 147. 237.77. 212 |Hong Kong e. dover.idf.il ET SCAN Potential SSH Scan 1
149. 78.154. 69 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
1. 64.62.70 147.237.77.19 |Hong Kong lawforumidf.il |ET SCAN Potential SSH Scan 1
140.112.16.20 |147.237.0.34 |Taiwan tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
1. 64.62.70 147. 237. 76. 201 [Hong Kong eatal.idf.il ET SCAN Potential SSH Scan 1
125. 27. 206. 107 [147. 237.76. 30 |Thai | and hi nush. i df . il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
1. 64.62.70 147. 237. 76. 196 |Hong Kong e.svivaidf.il ET SCAN Potential SSH Scan 1
113. 171. 23. 126 [147. 237. 72. 167 |M et nam ishurimaka.idf.il |ET SCAN Potential SSH Scan 1
1. 64.62.70 147. 237.76.38 |Hong Kong eenitav.idf.il |ET SCAN Potential SSH Scan 1
1. 64.62.70 147. 237.76.31 |Hong Kong nakchal . i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
46. 19. 86. 93 I srael 147.237. 72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor  [100
Sreamng Engine: TCP Invalid i i ssi
85. 130. 239. 248 I srael 147. 237.72. 166 |aka i of .11 9 =g Inval i d segnent retransmssion. |, ., 72
Ret r ansmi ssi on Packet dropped.
84.109. 228. 246 I srael 147.237.77. 233 |atal i .l Bad TCP sequence S retransmt wih different | onivor |30
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109. 253. 156. 2341 srael 147. 237.72. 166 |aka i of .11 9 =g Inval i d segnent retransmssion. |, ., 27
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i sSi
46.116.84.34  |israel 147.237. 77, 243 |roti L e i i1 || S@M NG Engine: TGP alid |invalid segnent retransnissi on, drop 21
Ret ransm ssi on Packet dr opped.
R SWNretransnit wth different .
46.116.79. 47 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal & nonitor |18
213.6.119. 94 g";'cis;i'géa” Territoryl147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SWN drop 17
S SWNretransnit wth different .
79.182.177.33  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal & nonitor |16
84.109. 228. 246 I srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence S retransmt wih different | onivor |14
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
91.227.71.250 |Israel 147.237.76. 200 |6 tan. aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
2.54.189.234  [Israel 147.237.72. 166 |aka. i df .i | Strean g =gl he @ Invalid invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.70  |israel 147.237.0.19  |nadi matal i df . il 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
109. 160. 147. 41 |l srael 147.237.77. 170 |maarachot.idf .il [SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 11
. . SYNtAXK retransmt with .
109. 160. 147. 41 |Israel 147.237.77. 170 [naarachot . idf .i| [Bad TCP sequence di fferent w ndow scal e noni t or 11
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 10
66.102. 9. 107 Lhited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
2.52.183.157  |israel 147. 237, 77. 243 |nobi l e. i df i | 9 =g Inval i d segnent retransmssion. |, ., 9
Ret r ansmi ssi on Packet dr opped.
213.6.119. 94 g";'cis;i'géa” Territoryi 47, 237. 77. 176 |natpash.iof il |Bad TOP sequence Inval i d ACK nunber monitor |7
R SWNretransnit wth different .
213.57.178. 166 |l srael 147.237.77. 234 |nal ag.i df .i 1 Bad TCP sequence wi ndow scal & nonitor |6
reamng BEngine: TCP Invali i i sSi
46.19.85.192  |Israel 147.237.77. 243 |t e i i1 | SAM NG Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.110. 211. 150 |Israel 147. 237, 72. 167 |i shuri maka i of . i 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
66.249.64.193 |Lnited Sates 147.237.0.19  |nadimatal .idf.il g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 141. 42 |Israel 147. 237, 77. 243 |nobi l e. i df . i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
2.54.54.32 I'srael 147.237.77. 203 | e i 11 | SAM NG Bngine: TP Invalid invalid segnent retransmission. |, 6
Ret ransm ssi on Packet dr opped.
5.29.117. 154 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber aert
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SYN drop
Sreaning BEngine: TQP Invalid i i SSi
79. 180. 2. 70 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
185. 120. 125. 43 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. | ., 6
Ret ransmi ssi on Packet dr opped.
84.228.120. 223 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
37.26.147.172  |israel 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
5.29.117. 154 I srael 147.237.72. 166 |aka. i of .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |6
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrul e drop 6
84.228.120. 223 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i SSi
79.182. 236. 158 |Israel 147.237.72. 167 |i shuri maka. i of . i g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
5.102.255.150 I srael 147. 237, 77. 243 |nobi l e. i df . i | 9 =g Inval i d segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
91.135.102. 168 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y, 6
Ret ransm ssi on Packet dr opped.
213.6.119.04 [N EStnan Territoyly 17 537 77 176 |matpash. idf.il  |SYN Att ack rej ect 5
Qccupi ed
213.6.119. 94 g";'cis;i'géa” Territoryl 47 237.77. 176 |natpash.idf.il  |SYN At t ack SYN -> SYN-ACK - > RST rej ect 5
212.179.57.94 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
5.22.130.99 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
87. 68. 36. 164 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber monitor |4
2.54.138.179 I sr ael 147.237.72. 166 |aka.i of .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
31.210.186. 115 |lIsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |[monitor (4
Sreaning Engine: TGP Invalid i i sSi
149.78.49.79  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dr opped.
213.6.119. 94 g‘ilcisgi':('ja” Territoryl147. 237. 77. 176 |natpash.icf.il  |Bad TCP sequence Inval i d ACK nunber aert 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
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Attacker Address |Attacker Qountry Target Address |Jte Signature
Sreaning Engine: TGP Invalid i i ssi

66.249.78.44  |United Sates 147.237.77. 234 |hal ag.i df . i | 9 =g Inval id segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.

94. 230. 86. 99 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
185.32.179.18 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 226
85. 64. 4. 122 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) Bl ock 154
185.32.179.18 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 112
79.179.51. 87 | srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 108
85. 64. 4. 122 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 106
46.19. 85. 70 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 93
176.13.1.75 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 77
46. 19. 85. 70 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) Bl ock 77
176.13.7.99 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 53
185.32.179.18 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 38
2.54.29. 64 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 31
2.54.180. 19 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 26
2.52.183. 157 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 15
46.116. 84. 34 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response CQode Bl ock 7
. . D stributed Unaut hori zed Met hod for Known URL on
2.54. 40. 168 I srael 147.237.72.166 |aka. i df . il voww aka. i o i |/ rai v sachar/vi ewpays! i p. aspx B ock 4
. . ] Too Many of the Same Response CGode (404) in Session from
79.176. 147. 234 |Israel 147.237.0.34 |tikshuv.idf.il 29. 176. 147, 234 B ock 4
m ny- kosher - kravi . id _ _
46. 120. 142. 235 |l srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encodi ng from46.120. 142. 235 None 3
46.120.233.30 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
109. 253. 208. 195|I srael 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code Bl ock
2. 54. 40. 166 I srael 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Mo ation Newassword in Bl ock 3
nobi | e.i df.il/sachar/changepasswor d
188. 143, 232. 43 RJSf;;”i o 147. 237. 76. 147 |chi nuch. aka. i df . | Unaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm B ock 2
66.249.78.159 |[Israel 147.237.77.216|dover . i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 159 Bl ock 2
85. 65. 168. 92 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 2
5.149.105.229 |[iraqg 147.237.77. 216 |dover.i df .i | D stributed Unauthorized URL Access on wanidf.il/arr/ Bl ock 2
2.52.183. 157 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode Bl ock 2
84.111.103. 117 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
41. 82. 69. 105 Senegal 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.il/anan Bl ock 1
5.29.117. 154 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
157. 55. 39. 239 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/robots. t xt B ock 1
109. 253. 141. 42 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
52.7.92.113  |United Sates  |147.237.77.216|dover. i df .|| Paraneter Type Violation SortDr in B ock 1
wawy i df . i | /1395- en/ dover . aspx
85.250.119.52 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
Russi an . . Paraneter Type Molation FleNane in
46.72.6.178 | e ation 147.237.77.74 [lawidf. il ww | aw i df i | /templ at es/ getfil ef getfi| . aspx Bl ock !
5. 255, 253. 78 stﬁ::ﬂ on 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/error. htm Bl ock 1
177.152.183.70 |Brazil 147.237.77. 216 |dover.idf .i | Ostributed PHP At tenpt Bl ock 1
80. 246. 136. 169 I srael 147.237.72. 166 |aka. i df . i | thknown Par aneter _V EVBTATEENCRYPTED in None 1
wwy aka. i df . i/ nai n/ gi yus/f ag. aspx
77.125.133.175 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . O stributed Unaut hori zed URL Access on
2.54.159.199  [Israel 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
141.8.132. 78 RJSf;;”i o 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 141. 8. 132, 78 B ock 1
2.54.9.105 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
; . ; D stributed Lhaut horized URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Lhaut hori zed URL Access on
84.228.120. 223 |lIsrael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
41.82.69.105  |Senegal 147.237.77. 216 |dover. i df . i | eMai | bardi ng B ock 1
79.182.147.97 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
5.29.128. 148 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
168. 235. 206. 107|lhited Sates 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wwidf.il/arr/ B ock 1
2.54.41.78 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 253. 206. 27 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
52.7.92.113 Lhited Sates |147.237.77.216|dover.idf . il Paraneter Type Mol ation lang in wwyidf.il/1395-en/ dover.aspx |B ock 1
Russi an . . Paraneter Type Mol ation InfoCenterltemin
46.72.6.178 eration 147.237.77.74 |lawidf.il v | aw i o |/t enpl at es/ getfi | ef getfi | e. aspx B ock 1
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