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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 92

115. 239. 228. 10 Chi na 147.237. 0. 200 ndu.idf.il Frk_Under Attack _Con Htp drop 2

115. 239. 228. 10 Chi na 147.237. 76. 34 yohal an.idf.il JLM Under Attack GCon Htp drop 2

223. 215. 196. 23 Chi na 147. 237. 76. 198 e.yonalan.idf.il [Bock Wp Al Nets drop 1

115. 239. 228. 10 Chi na 147. 237. 0. 200 du. i df il Frk Purple Gon Limit Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 64. 165 147.237.77. 226 Lhited Sates v chanat z. aka. i df . i | ET SCAN NVAP -sA (2) 2
46.148. 22. 26 147. 237.76. 38 Li t huani a eeneitav.idf.il ET SCAN Potential SSH Scan 1
46. 45. 137. 67 147.237.0.19 Tur key nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
218.1.31.135 147.237.0. 35 Chi na akavs. i df . i | ET SCAN Potential SSH Scan 1
218.1.31.135 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
218.1.31.135 147.237.0.15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
173.55. 32. 113 147.237.77. 235 Lhited Sates sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.148.22. 26 147.237.77. 121 Li t huani a e navy.idf.il ET SCAN Potential SSH Scan 1
46.148. 22. 26 147.237.8.28 Li t huani a e.mobi | e-ks. i df i ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.76. 30 Chi na hi nush. i of . i | ET SCAN NVAP -sS wi ndow 1024 1
218.1.31.135 147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
218.1.31.135 147.237.0. 17 Chi na mny- kosher -kravi . i df .i| ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

SWNretransmt wth different

Action

Inval i d Retransnissi on

Packet dropped.

31.168.14.130 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |48
w ndow scal e
reamng BEngi ne: T i i ssi
149.78.56.103 |Israel 147.237.77. 243 |robi L e. i of .1 Streamng Engine: TCP Invalid segnent retransmssion. | ., 34
Inval i d Retransnission Packet dr opped.
reamn ine: T i i ssi
46.19.85.248  |Israel 147.237.77. 243 |robi l e, i of .1 Streamng Engine: TCP Invalid segnent retransmssion. | . 27
Inval i d Retransnission Packet dr opped.
S reaming Engi ne: TCP i i ssi
2.54.129. 12 I'srael 147. 237.77. 243 |mobi l e. i . i mng tngine. 1 Invalid segnent retransmssion. |, 24
Inval i d Retransnission Packet dr opped.
37.146.103.24 |Russian Federation |[147.237.77.74 |lawidf.il dr op First packet isn't SN drop 23
31.201.2.87 Net her | ands 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d sequence nunber noni tor |15
31.13. 161. 157 za:lcis;i'géa” Territonyy 47 237.77. 176 |mat pash. i of . i 1 drop First packet isn't SIN drop 15
S reamng Engi ne: TCP i i ssi
46.120.201.78 |Israel 147.237.76.31 |nakchal .idf. il mng Engine. 1 Invalid segnent retransmssion. |, 14
Inval i d Retransm ssi on Packet dr opped.
31.13. 161. 157 (F;ajcis;i';'ja” Territont 147 237.77. 216 |dover. i . il drop First packet ism't SWN drop 12
84.109. 228. 246 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt with different ooyior |12
w ndow scal e
94. 159. 166. 131 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
41.33.231.90  |Egypt 147.237.77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant g::tged to hand e comnection | oo 1)
S reamng Engi ne: TCP i i ssi
176.13.22.229  |israel 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 9
Inval i d Retransm ssi on Packet dr opped.
37.46.39.42 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber noni t or
208.115.111. 68 |Whited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop
46.19.85.253  |Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence I'nval i d ACK nurber moni t or
Sreamng BEngi ne: TCP i i ssi
46.116.12.140 |israel 147.237.77. 243 |nobil e.i of . mng tngihe- 1 Invalid segment retransmssion. |, 6
Inval i d Retransnission Packet dropped.
207.201. 223. 197|Wnited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reanming Engi ne: TCP i i ssi
109. 160. 149. 2101 sr ael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
79.178.52.65  |Israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
213.57.178. 166 | srael 147.237.77. 234 |hal ag.i df . | Bad TCP sequence Sretransmt wth different 1 o000 g
T ) ) o ag.1at- a w ndow scal e
. . . Fail ed to handl e connection .
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant data mnitor |6
Sreamng Engi ne: TCP i i ssi
79.182.15.198 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
109. 253. 133. 215/ srael 147.237.77. 243 |nobil e.i df . mng tngihe- 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i Ssi
94.159. 155. 112 |israel 147.237.77. 243 |robi L e. i of .1 mng thgine. Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dr opped.
reamn ine: T i i ssi
79.179.182.9  |israel 147.237.72. 167 |i shurimaka i of i1 | €amng Engi ne: TCP Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
77.127.218.22  |israel 147. 237.77. 243 |mobi l e i o i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
85.64.33.194  |Israel 147.237.77. 243 |mbi le.i o i1 mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
S reamng Engi ne: TCP i i ssi
109. 66. 228.60 | srael 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
S reamng BEngi ne: TCP i i ssi
109. 253. 134. 131/l srael 147.237.77. 243 |nobil e.i of . mng tngihe- 1 Invalid segrent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i Ssi
46.19. 85. 53 I'sr ael 147.237.77. 243 |robi L e. i of .1 mng thgine. Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i issi
2.52.9,28 I'srael 147.237.77. 243 |nobi l e i f i | mng Ehgine: 7 Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
31.154.94.5 I'srael 147. 237.77. 243 |mobi l e i i mng tngine. 1 Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
109. 253. 195, 207 I srael 147. 237, 77. 243 |nobi l e. i df . i | mng tngine. 1 Inval i d segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dr opped.

Pal estinian Territory s SYNFACK retransnmit with .
31.13.161.157 | o0l 147.237.77. 176 |nat pash. i df .| Bad TCP sequence ST oront i o el o monitor |5
82.145.222.52 |Europe 147. 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
31.13. 161. 157 glcissi':('ja” Tertitoy 47 237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
31.210. 187. 246 |l srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Inval id ACK nunber noni t or
85.64.212.32  |Israel 147.237.77. 226 |} " chanatz. aka. 1df 1pad TCP sequence Inval i d ACK number moni tor |4

S reaming Engi ne: TCP i issi
188. 143. 232. 13 |Russi an Federation |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | . 4
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Attacker Address |Attacker Qountry

Target Address

dte

Signature

46.19. 86. 33 I sr ael 147.237.72. 166 |aka. i df . Bad TCP sequence Invalid ACK nunber noni t or
89.138.54.192 |Israel 147.237.0.19 [nadimatal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or
31.13. 161. 157 Zd:lcis;i'géa” Territoy s 47 237.77. 216 |dover. i df .1 SYN Att ack SYN -> SYN-ACK - > Tinmeout |reject
37.247.36.95  |Netherlands 147.237.76. 202 |e. hal ag. i df . Geo-l ocation enforcement |0 ! ocation inbound drop
enf or cenent
195.34.150.18 |Austria 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant gg’lged to hand e comnection ot or
Pal estinian Territory . . SYNFACKK retransnmit with .
31.13.161. 157 Qceupi ed 147.237.77. 216 |dover.idf.il Bad TCP sequence di Fferent i ndow scal e noni t or
85.64.212.32  |Israel 147. 237.77. 226 "‘i‘"l”“ha”atz' aka.1d" 1pad TGP sequence Invalid ACK nunber aert
S reamng Engi ne: TCP i i ssi
46.19. 85. 54 I srael 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |,
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
2.52.150.136 | srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segment retransmssion. |,

Inval i d Retransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
5.102. 206. 47 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 386
5. 102. 206. 47 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
109. 253. 208. 195|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 107
89.138.54.192 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 98
5.102.206.47  |Israel 147.237.0.19 |madi matal . i df . i |0 M of the Sane Response Code (403) in Session from Bl ock 93
5.102. 206. 47
89.138.54.192 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 40
109. 253. 134. 131|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 39
109. 253. 208. 195|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 28
62.219.193.62 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 62.219. 193. 62 Bl ock 13
109. 253. 208. 195|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 9
109. 186. 188. 32 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 9
38.111.147.88 |[lhited Sates 147.237.77.216|dover . i df .i | Mil tipl e Unauthorized URL Access from 38.111. 147. 88 Bl ock 9
149.78.56. 103 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 8
37.26.146.179 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
82.166. 245. 235 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 6
46. 19. 85. 248 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
2.54.129. 12 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code Bl ock 5
109. 253. 137. 143|l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
46.19. 85. 153 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
. . . Paraneter Type M ol ati on Qurrent Password in
89. 139. 229. 106 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i df . | / sachar / changepassvor d B ock 3
176.13.22.229 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode B ock 3
. . D stributed Unaut hori zed Method for Known URL on
2.54. 40. 168 I srael 147.237.72.166 |aka. i df . i | wiw aka, i of .i |/ mai v sachar / vi ewpays! i p. aspx B ock 3
. . . DO stributed Unaut hori zed URL Access on
84.109. 163. 122 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e.i o i 1/ cat egoryt enpl at es/ | { st chi | ddocurent s/ 1152 B ock 3
. . Unaut hori zed Met hod HEAD for
79.183.141.58 |[Israel 147.237.72. 166 |aka. i df . i | wiw aka, i df . i |/ rai v sachar/ vi ewpays! i p. aspx B ock 3
77.127.218.22  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
93.172.39.121 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 128 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
176.13.7.99 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
93.173.236.13 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 3
176.13.16. 225 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
89. 139. 9. 139 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for www aka. i df. i |/ mai n/ sachar/ B ock 2
109. 253. 133. 215|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
149. 88. 114. 229 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
109. 253.197. 78 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
46. 19. 85. 80 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
188. 143. 232. 13 RJSf;:I”i on 147.237.76.86 |navy.idf.il Ml tiple Unaut horized URL Access from 188.143. 232. 13 B ock 2
46. 19. 85. 140 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
’ - . Unhaut hori zed URL Access to
157. 55. 39. 163 Lhited Sates 147.237.77. 216 |dover . i df . i | waw i df . i | /t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
. . DO stributed Unaut hori zed URL Access on
84.109. 228. 246 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
. - D stributed Lhaut hori zed URL Access on
31.168.14.130 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ reset . css B ock 1
80. 246. 136. 248 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
77.125.121.19 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df.il/mai n/ sachar/about . aspx |B ock 1
- . D stributed Lhaut hori zed URL Access on
2.54.137.36 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . D stributed Unaut hori zed URL Access on
109. 67. 2. 213 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
46.19. 86. 139 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
84.108.119. 109 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Unknown SSL Session None 1
38.111.147.88 |United Sates 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to www idf.il/1589- en/dover.aspx B ock 1
5.102. 206. 47 I srael 147.237.0.19 |[madi matal .idf.i|Too Many 403: Response Code per Session Bl ock 1
. . URL is Above Root Orectory
77.247.181.162 [Netherl ands 147.237.77. 216 [dover. i df . il wowvi o i1/ ./ shared/cl i ent scri pts/j query/j query-1. 4. 2. nin. | s Bl ock 1
2.54.23. 241 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
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