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|Top Attackers | n DDoS- Def ence |

Attacker Address
82.81.12.176

|Attacker Country

|Target Address

|Site |Signature |Device Action  |Count |
| srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 90
109. 64. 3. 34 | srael 147.237.77. 216 dover.idf.il |Block Wp All Nets drop 4
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action

93. 63. 195. 10 Italy 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 12
185.32.179.18 [147.237.0.19 |Israel medi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 7
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.93.189 |147.237.77.243|lhited Sates |nobile.idf.il ET SCAN NVAP -sA (2) 2
46. 148. 22. 26 147.237.77. 216 |Li thuani a dover.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 200 |Lhited Sates |eitan. aka.idf.il ET SCAN Potential SSH Scan 1
46.148. 22. 26 147.237.76. 44 |Li thuani a e.refuah.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237. 76. 42 |Lhited Sates [refuah.idf.il ET SCAN Potential SSH Scan 1
46.148. 22. 26 147.237.0.34 |Lithuania tikshuv.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147.237.76.30 [Lited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
o4, 205. 237 219|147 237.8. 27 |tited Sates lo radimatal idf il ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
162. 222. 185. 165[|147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
1 2 235,10 147 237 76.30  |Thai 1 and himsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.182.170.38 |147.237.77.216|Chi na dover.idf.il ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.76. 197 |Chi na e. hinush. i df.il ET SCAN Potential SSH Scan 1
208. 80. 155. 224 [147.237.76.86 [Lnited Sates [navy.idf.il Tehila - Perl LWP wth fake user agent 1
61.182.170.38 |147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
50. 204.188. 142 [147.237.8.14 |Whited Sates [e.orchot.idf.il ET SCAN NMAP -sS w ndow 1024 1
182. 254. 149. 138|147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.148. 22. 26 147.237.77. 74 |Lithuania lawidf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 197 [Lhited Sates |e. hinush.idf.il ET SCAN Potential SSH Scan 1
46.148. 22. 26 147.237.76. 34 |Lithuania yohal an. i df.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 34 [lLhited Sates |yohalan.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 0. 200 |[Lhited Sates |rdu.idf.il ET SCAN Potential SSH Scan 1
2.54.177.231 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
61.182.170.38 |147.237.76. 202 |Chi na e halag. idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 76. 197 [Chi na e. himush. i df.il ET SCAN NMAP -sS w ndow 1024 1
61.182.170.38 |[147.237.76.34 [China yohal an. i df.il ET SCAN Potential SSH Scan 1
208. 80. 155. 224 |147.237.72.166 |Lhited Sates |aka.idf.il Tehila - Perl LWP with fake user agent 1
50. 204. 188. 142 [147.237.8.14 |Whited Sates [e.orchot.idf.il ET SCAN NMAP -sS w ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Action ‘Count
reamn ine: TCP Invali i i Ssi
37.142.179. 246 |Israel 147.237.77. 243 |rti 1 e i o 11 || €AM NG Engi ne: TCP alid |invalid segnent retransnissi on drop 32
Ret r ansni ssi on Packet dr opped.
54.244.22.103 |lhited Sates 147.237.0.34 [tikshuv.idf.il |dr op First packet isn't SYN drop 32
89. 138. 189. 105 |l srael 147.237.77. 234 |ndl ag.icf.il  [Bad TCP sequence S retransnt wth different monitor |23
W ndow scal e
Sreaning Engine: TQP Invalid i i ssi
79.179.39.10  |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval id segnent retransmssion. 18
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
192. 116. 190. 190|i srael 147. 237. 76. 200 |ei tan. aka.i df . i | 9 =g Invalid segnent retransmssion. g 18
Ret r ansmi ssi on Packet dr opped.
31.13. 161. 157 (F;ajcis;i';'ja” Territory,ly47. 237. 77. 176 |nat pash. i i1 |dr op First packet ismt SWN drop 15
Sreanming Engine: TQP Invalid i i SSi
79.181.48.69 | srael 147.237.77. 243 |nobi l . i df . i g =g Invalid segnent retransmssion. g 15
Ret r ansmi ssi on Packet dr opped.
41.33.231.90 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data [nonitor 12
Sreaming Engine: TGP Invalid i i sSi
109. 65. 1. 38 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 10
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.181. 149. 231 | srael 147. 237.77. 243 |mubi l e. i of . i | 9 =9 Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dr opped.
2.54.177.231 I sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
31.13.161. 157 | A eStinian Territoryy y; o327 77, 216 |dover.idr. il |dr op First packet isn't SWN drop 8
Cceupi ed
188. 120. 148. 159|I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor (8
Sreanming Engine: TQP Invalid i i SSi
66.249.78.146 |Wnited Sates 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 8
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 33 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber monitor |7
77.127.56. 61 I sr ael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
84.111. 170. 164 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
109. 65. 72. 184 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 6
109. 65. 72. 184 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
reamn ine: TCP Invali i i Ssi
176.13.12.101 [israel 147.237.77. 243 |rbite i1 |1 S NG Engi ne: TQP Invalid invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.180.199.73 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TQP Invalid i i SSi
109. 64. 180. 244 |1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
188. 120. 148. 159l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 5
46.19. 85. 118 I srael 147.237.76.30 |nimsh.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
185.32.179. 251 |Israel 147.237.77. 243 |mmbile.if il |Bad TOP sequence SINWACK retransmt with monitor |5
different w ndow scal e
31.13. 161. 157 (F;ajcis;i';'ja” Territony.l147. 237.77. 176 |natpash.idf. i1 [SYN Att ack SYN -> SYN-ACK -> Timeout  |reject 5
Pal estinian Territory, s SYNPFACXK retransnmit wth .
31.13.161. 157 Gecupi ed 147.237.77. 176 |matpash.idf.il |Bad TCP sequence G fferent i ndow scal monitor 5
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df .| B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
5.102.254. 246 |[lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.16. 121 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.157. 127 I sr ael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
208. 80. 155. 224 |lLhited Sates 147.237.77. 170 |naarachot . i df .i1[Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
85. 65. 139. 157 | srael 147.237. 72. 166 |aka. i df .il dr op Frst packet isn't SN drop 4
Sreaning Engine: TCP Invalid i i ssi
31.154.35. 244  |israel 147.237.77. 243 |nobi L e.i o i 9 =9 Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
65.55.210.185 |Uited Sates 147. 237. 76. 200 |ei tan. aka.i df .| 9 =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.177.14.101 |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi
84.228.45.206 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
2.54.164.131  |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
79.181.145.11 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
77.126.213. 143 |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
5.22.135.187  |israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
46.120. 180. 145 |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.178.236. 150 |Israel 147.237. 72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
2.54.177.231 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber aert 3
31.13. 161. 157 ga:lcis;i':éa” Territoy,ly 47 237.77. 216 [dover.idf. i1 |SYN Att ack SYN -> SYN-ACK -> Timeout  |reject 3
Sreaning Engine: TGP Invalid i i ssi
31.210. 186. 255 |I srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
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Attacker Address |Attacker Qountry Target Address |Jte Signature
Sreaming Engine: TP Invalid i i ssi

109. 253. 214. 43 |Israel 147. 237.77. 243 |robi l e. i f . | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

109. 64.57.116  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
185.32.179.18 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Same Response Code (404) Bl ock 221
185.32.179.18 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 104
185.32.179.18 I srael 147.237.0.19 |nadimatal .idf.il To0 My o 1 e Sane Fesponse Code (403) Tn Session from g ooy 95
79.178.176.11 | srael 147.237.0.34 |tikshuv.idf.il ;g‘l’l'\?/hsr.'ylfé. ﬂ'e Sane Response (bde (404) in Session from B ock 91
2.52.24.148 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspici ous Response Code B ock 91
2.52.24. 148 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Same Response Code (404) Bl ock 74
79.182.102.72 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 71
46.19. 86. 128 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 42
37.26.148.145 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 41
80. 246. 136. 156 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
87.69.127. 143 |Israel 147.237.72. 156 |aman. i df . i | Distributed Wauthorized HTTP Met hod B ock 12
87.69.127.143 |lsrael 147.237.72. 156 |aman. i df . i | Mil tipl e Unaut horized URL Access from 87.69. 127. 143 Bl ock 7
62.219.193.62 | srael 147.237.72.166 |aka. i df . i | 2’“2' tz'l‘z;.elgl‘;ag;ho” zed Method for Known URL from B ock 7
80.246.137.57 |Israel 147.237.0.19 |madimatal .idf.il D stribut ed Suspicious Response Gode B ock 6
5.22.134. 203 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
93.173. 55. 52 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54. 167. 254 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response CGode B ock 3
46. 19. 85. 142 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
31. 4. 206. 38 Spai n 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 3
176. 13. 5. 209 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 66. 97. 137 |l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.177.134.14 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.94.33.74 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
79.181. 48. 69 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
5. 28. 132. 84 I srael 147.237.72. 166 |aka. i df . i | m“atkgorl idfﬁdl /'\r’f;j wgaﬁ\; c;waysl ' p. aspx B ock 3
46. 116. 63. 33 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
79.181.149. 231 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
109.66.181.73 I srael 147.237. 72. 166 |aka. i df . i | MR e Lnaw hort zed Method for fown LRL from Bl ock 2
82. 166. 245. 235 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
79.178.236.150 |Israel 147.237.72. 166 |aka. i df . i | m“;:gii jfe_oi' I'ﬁ;‘%‘;gﬁ;;ﬁ;& asp B ock 2
109. 253. 206. 158 sr ael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;“lt:ﬂr(;fz.??/ geggrcﬁsemztesu <t ohi | ddocunent </ 1152 B ock 2
80.246.136.24 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 2
85. 64. 38. 80 I srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspicious Response Code B ock 2
176.13. 8. 103 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 2
176.13.9. 57 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.136. 119 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
109. 186. 186. 149]l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
46.19. 85. 20 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
84.94.165. 17 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
5.29.43.182 I srael 147.237.0.17 ][nlnly kosher-kravi.id |, Attenpt B ock 1
157.55.39. 113 |Uhited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/page. asp B ock 1
66.249.79.108 I srael 147.237.77.233|atal . i df .i | ot aed Mawhor zed W _Agss)fs on Bl ock 1
87.68.74.85 | srael 147.237.72. 166 |aka. i df . i | mu;::rildzf??l ?r?_al fsc:csffart/%tt p: / vebsear ch. sear chere. i nf o/ Bl ock !
46.116.81.112 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
192.34.63.20  |United Sates |147.237.77.216|dover. i df . i shaut Bor] 260 e rooess 1o, Jendli sh Bl ock 1
37.26.149.193 |[Israel 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
176.13.10. 101 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.152. 167 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
109. 253. 202. 231|I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
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