01-30-2016-13:04:02 to 01-30-2016-14:04:02

1"PT SwNn ()

goOVv

www.gov.il

[Top Targets |

IDF Under Attack

Daily Report

140+

Nunmber .

a

At acks
0- .
Y
¥
6\&
&

M aka. idf.il

M nadi matal .idf.i

M dover.idf.il

W nobile.idf.il

M rat pash. i df . i

M tikshuv.idf.il

I navy.idf.il

MW anan.idf.il
lawidf.il

MW atal .idf.il

Top Tar get

Nunber
(6]
At acks

M 82.81.12.176
80. 246. 137. 57

I 80. 246. 136. 66
188. 161. 50. 21

H 2. 54.133. 60

M 46. 19. 86. 239

[ 2.54.29.64

Il 105. 105. 30. 249
158. 130. 6. 191

M 176. 13.23. 172

Top Attackers



01-30-2016-13:04:02 to 01-30-2016-14:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 108
109. 64. 3. 34 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 1
185. 130. 5. 181 147.237.76. 198 e. yohal an.idf.il Bock Np All Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




01-30-2016-13:04:02 to 01-30-2016-14:04:02

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|Sl'te |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
220. 231. 195. 122|147. 237. 72. 217 |Chi na eidf.il ET SCAN NVAP -sS w ndow 4096 1
220. 231. 195. 122|147. 237. 72. 217 |Chi na e.idf.il ET SCAN NVAP -f -sS 1
210.93.50.130 |147.237.77.178 g?rea, Republic o natpash.idh.i1|ET SCAN NVAP - sS wi ndow 3072 1
88.249.106.23 |147.237.77. 227 [Turkey e hanaz.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
! L ET DC5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos
79.178.241. 229 |147.237.76.30 |[lIsrael hi nush. i df . i | 1
attack

220. 231. 195. 122|147. 237. 72. 217 |Chi na eidf.il ET SCAN NVAP -sS w ndow 2048 1
210.93.50.130 |147.237.77.178 Okfrea’ Republic o natpash.idh.i1|ET SCAN NVAP -sS wi ndow 4096 1
82.117. 208. 243 |147.237.77.74 lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
66.240.213.93 |147.237.77.61 |lLnited Sates e.cogat.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘Signature

Devi ce

‘Count

Action

Ret r ansm ssi on

Packet dropped.

reamn ine: TCP Invali i i ssi
46.19.86.239  |israel 147, 237.77. 243 |t e, i o 1 |2 €AM NG Engi ne: TCP Invalid |invalid segnent retransnission. | 36
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
84.228.235. 228 |Israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 21
Ret ransmi ssi on Packet dropped.
188. 161. 50. 21 glcf;i':éa” Territory. 147, 237. 77. 176 |nat pash. i df . 1|dr op First packet isnt SN drop 18
191. 232. 136. 140|Lhited Sates 147.237.77. 176 |nat pash. i of .i |{dr op First packet isn't SN drop 16
reamng BEngine: TCP Invali i i ssi
176.13.16.226 |Israel 147. 237, 77. 243 |noti 1 e, o1 [ €AM NG Engi ne: TCP alid Jinvalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.125.151. 213 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 12
Ret r ansmi ssi on Packet dropped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 12
188. 161. 50. 21 g‘ilcisgi':('ja” Territory. 147, 237. 77. 216 |dover. idf.i1 |dr op First packet ism't SWN drop 12
109. 66. 175. 138 |l srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 11
reamn ine: TCP Invali i i ssi
109. 67.55.117  |Israel 147, 237.77. 243 ot e, i o 11 |2 €AM NG Engi ne: TCP Invalid |invalid segnent retransnission. | 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.23.172  |israel 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.54. 165. 15 I'srael 147, 237.77. 243 |t e, i o 1 |2 €AM NG Engi ne: TCP Invalid finvalid segnent retransmission. | 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.78.130 |Whited Sates 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. g 8
Ret ransmi ssi on Packet dropped.
188. 161. 50. 21 glcissi':('ja” Territory, |1 47 237. 77. 176 |nat pash. i df .i 1|SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 6
o SN retransmit wth different .
109. 67.59. 166 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence wi ndow scal e noni t or 6
188.161.50, 21 [ estinian Territory. |, 47 537 77,176 |natpash. i of.i1|Bad TOP sequence SINAXK retransmt with different | ouvor o
Cceupi ed wi ndow scal e
Sreaning Engine: TGP Invalid i i ssi
109. 64. 180. 244 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19.86.138  |Israel 147.237.72. 166 |aka i or. 11 || €AMNg Engi ne: TCP alid Jinvalid segnent retransnission drop 6
Ret ransmi ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
149. 88. 77. 49 I srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
66.249.78.137 |Uited Qates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
79.181.132. 232 |lsrael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop
41.218.30.223 |Sudan 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Pal estinian Territory, . . SYNVACK retransmt wth different .
188.161.50.21 |00 oy 147.237.77. 216 [dover.idf.il |Bad TCP sequence i ndow scal 6 monitor |4
46.19. 85. 80 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
79.182.20.219 |lsrael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 4
54.244.22.103 |Wited Sates 147.237.77. 176 |nat pash. i df . i 1|dr op First packet isn't SN drop 4
188. 161. 50. 21 glcf;i'géa” Territory. 1y 47 237.77. 216 dover. i df. i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
reamn ine: TCP Invali i i ssi
89.138.78.168 [l srael 147, 237. 77, 243 |t 1 e o1 [ €A g Engine P Invalid ivalid segnent retransissi on drop 4
Ret ransmi ssi on Packet dropped.
31.210. 188. 4 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
Sreaning Engine: TQP Invalid i i ssi
79.180.50.102 | srael 147.237.77. 243 |robi L e, i of . i1 g =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
. o SYNretransmit wth different
46.19.86.131  [Israel 147.237.0.34 [tikshuv.icf.i1|[Bad TCP sequence i ndow scal e alert 3
Sreaning Engine: TCP Invalid i i ssi
2.54.179.193  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
5.22.135.185 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
109. 253. 130. 154|1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.133. 60 | srael 147. 237. 77. 243 |mobi l e. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64.52.181 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149.184 | srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
5.102. 254. 188 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. 3
Ret ransmi ssi on Packet dropped.
. . . SN retransmt wth different .
46. 19. 86. 131 | srael 147.237.0.34 [tikshw.idf.il|Bad TCP sequence wi ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i ssi
109. 253. 213. 224/l srael 147.237.77. 243 |nobil e.i of . 9 =9 Invalid segnent retransmssion. 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.178. 131. 206 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
84.228.131. 200 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.214  |israel 147.237.72. 166 |aka.i df .1 9 59 Invalid segnent retransmssion. 3
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Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
Sreaning BEngine: TQP Invalid i i SSi

2.54.146. 12 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.181. 141. 193 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi

149. 88. 6. 95 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.177. 4. 20 I srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
80.246.137.57 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 88
80. 246. 136.66 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 69
2.54.133. 60 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 39
2.54.29. 64 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 33
105. 105. 30. 249 |Ageria 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to waw i df.il/english/ Bl ock 29
176.13.23.172 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 15
80. 246. 136.66 | srael 147.237.0.19 |nadimatal .idf .j [0 N Of the Sane Response Code (404) in Session from Bl ock 14
80. 246. 136. 66
5.102. 255.150 | srael 147.237.77. 243 |nobi | e. i df . i | nﬁ;ﬂt:?r(;fsz , t’;‘eggrcyisem;esn et | ddocunent </ 1465 Bl ock 4
176.13.16.226 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 4
157. 55. 39. 44 Lhited Sates |[147.237.72.166|aka.idf.il Mil ti pl e Unaut horized URL Access from 157. 55. 39. 44 Bl ock 3
80.246.136.35 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
109. 253. 213. 224|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 186. 186. 149|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
89.138.78.168 |[Israel 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code Bl ock 2
111. 93. 184. 206 |India 147.237.77.74 |lawidf.il PHP Att enpt Bl ock 2
2.54.165. 15 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wawn i df.il/error. htm B ock 2
2.54.60. 219 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 214. 177 |1 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ ei t an/ t muna/ B ock 1
37.26.146.141 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
2.52.47.39 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
208.184.112.74 |Uited Sates [147.237.77.216|dover . idf il [0 ol7! uted 1Li‘g‘;t;§gggeﬂe%viﬁcf:pf” B ock 1
80. 246.136.66 |lIsrael 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session B ock 1
66.249.78.197 I srael 147.237.77. 176 |nat pash. i df . i | muégg;t' _Ziedci Llj?; tpecn;fsafe;/onems/ e i . asp Bl ock 1
149. 88. 77. 49 | srael 147.237.77.216|dover. i df .i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
46. 19. 86. 254 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.54.132. 207 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.178.117. 200 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
111. 93.184. 206 [India 147.237.77.74 |lawidf.il Ml tiple Unhauthorized URL Access from 111.93. 184. 206 Bl ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/np Bl ock 1
46. 19. 85. 80 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1133- 22638- he/ dover . aspx. Bl ock 1
2.52.47.39 I stael 147. 237. 77. 216 |dover . i df . i | (Sg‘stﬁog\cﬁﬁ%%‘i‘ecﬂ“fg Frotocol violation None 1
66.249.78.234 |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?f’;g?f;g?‘f&% ﬁfgtejrsa;; i es/ & 60143, pck B ock 1
149. 88. 153. 165 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 253. 139. 214|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
66.249.64.13  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?‘_’tzg‘;rl;zzdlgggxﬁselsfotrﬁ i asp/ show or um asp Bl ock 1
89.138.117.16 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
195. 154. 189. 197 |France 147.237.77.216|dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 195. 154. 189. 197 B ock 1
79.182.140. 174 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter gt; in vww aka.idf.il/mai n/rabanut/general . aspx None 1
46. 19. 85. 192 | srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code Bl ock 1
109. 65. 166. 41 |l srael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 1
2.54.10. 124 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
77.125.83.168 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to wwu aka. i df . il/mai n/ sachar/ undefi ned Bl ock 1
109. 253. 202. 231 ]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.64.50 | srael 147.237.72. 166 |aka. i df . i | m”:k":iz?r. ?Ff;;r n/i;??ui?éia:eri;.aspx None 1
89.138.182.13 |Israel 147.237.72. 166 |aka. i df . i | \Zarwa’;;;ef df???/omzl')rlv\;a?hjri/?zgiis?r at o zard regi st e . aspx None 1
2.52.39.179 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response CGode Bl ock 1
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