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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 108
105. 108. 46. 14 Ageria 147.237.77.216 dover.idf.il |DOS-LO C- TCP- 80- dun dest - r eset 17
105. 108. 46. 14 Ageria 147.237.77. 216 dover.idf.il |DC& HITP-fireflood dest - r eset 11
183. 238. 143. 73 Chi na 147. 237.76. 86 navy.idf.il |Block Udp Al Nets drop 1




01-30-2016-12:04:00 to 01-30-2016-13:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
144.76.12. 78 Ger many 147.237.77. 176 nat pash. i df . il Cl06: HITP. naj estic bot B ock 1




01-30-2016-12:04:00 to 01-30-2016-13:04:00

|Top Attackers In |D|

Target Address ‘Attacker Country Signature
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
41.33,231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
13.75.42.200 [147.237.77.19 |Wited Sates lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 |147.237.77.170|Chi na naarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
218.246.0.97 |147.237.72.14 |China dover.idf.il(od) |ET SCAN NVAP -sS wi ndow 1024 1
188.0.236.123 [147.237.72.14 O“f' dova, RepubliC 14 er idf.il(dd) |ET SCAN NVAP -sS wi ndow 1024 1
139. 196. 57. 234 (147. 237. 76. 86 |Chi na navy. i df . il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 160. 196 |147. 237. 72. 166 [Net her | ands aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.45.137.67  |147.237.77. 227 |Turkey e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.75.42.200 |147.237.0.15 |lhited Sates kosher-kravi.idf.i [ET SCAN NVAP -sS w ndow 1024 1
218.246.0.97 |147.237.76. 176 |Chi na test.ncore.idf.il |[ET SCAN NMAP -sS w ndow 1024 1
168. 62. 238. 153 [147.237.8.50 [nited Sates etikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
119. 146. 221. 68 [147. 237.76. 38 |Chi na eeneitav.idi.il [ET SCAN Potential SSH Scan 1
46. 120, 164. 239 |147 237 77 2331 5 el atal il ET DO5 Large anount of TCP Zer oVWWndow - Possible Nkiller2 1
DDos attack
46.45.137.67  |147.237.77.61 |[Turkey e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1




01-30-2016-12:04:00 to 01-30-2016-13:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature /?ca\t”i(c:)i
105.108.46.14 |Ageria 147. 237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout [reject 167
105. 108. 46. 14 |Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 159
105.108.46.14 |Ageria 147.237.77. 216 |dover. i df .i | SYN At t ack rej ect 44
36.78.196.179 |Indonesi a 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 41
178.154. 2. 47 Bel arus 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 37
78.149.126.97 |Wnited K ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreamng BEngi ne: TCP i i ssi
79.182.61.138 |Israel 147.237.77. 243 |nobil e.i of i mng tngihe- 1 Invalid segment retransmssion. |, 27
Inval i d Retransnission Packet dropped.
105.108.46.14 |Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |27
105.108.46.14 |Ageria 147.237.77. 216 |dover.idf .il Bad TCP sequence nonitor |26
37.26.148.155 |Israel 147.237.77. 226 ‘“:"I"“ha"mz'aka"df drop First packet ismt SWN drop 22
reamn ine: T i i ssi
2.54.158.151  |Israel 147. 237. 77. 243 |robi l e i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. |, 18
Inval id Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi
176. 228. 159. 63 |l srael 147. 237.77. 243 |mobi l e i o . i mng tngine. 1 Invalid segnent retransmssion. |, 18
Inval i d Retransm ssion Packet dr opped.
105.108.46.14 |Ageria 147. 237.77. 216 |dover. i df .i 1 Bad TCP sequence Invalid ACK nunber alert 17
Sreamng BEngi ne: TCP i i ssi
109. 253. 193. 134/l srael 147.237.77. 243 |nobil e.i of i mng tngihe- 1 Invalid segment retransmssion. |, 15
Inval i d Retransnission Packet dropped.
109. 67. 3. 26 I st ael 147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
109. 67.59.166 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt with different opiior |11
w ndow scal e
185. 6. 56. 52 Palestini an Territoryl, 17 537 77. 176 |nat pash. i of .i drop First packet isn't SN drop 11
Qccupi ed
Sreamng Engi ne: TCP ' i ssi
5.144.59.105 | srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 9
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
84.228.131. 200 |Israel 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, ., 9
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
46.19.85.117  |Israel 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
213.57.182. 163 |Israel 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber aert 6
reamn ine: T i i ssi
37.26.146.199 |Israel 147. 237. 77. 243 |nobi | e. i of . i | Streamng Engine: TCP Invalid segnent retransmssion. | . 6
Inval i d Retransm ssion Packet dr opped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover. i df . Bl ock HTTP Non Conpl i ant EZ’I;ed to handie comection 1 oo s
213.57.182. 163 |Israel 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber nonitor |6
reamn ine: T i i ssi
79.182. 135. 200 |Israel 147. 237. 77. 243 |nobi | e. i of . i | Streamng Engine: TCP Invalid segnent retransmssion. | ., 6
Inval i d Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi
212. 143. 139. 247 |i srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
109. 253. 198. 1591 sr ael 147. 237, 77. 243 |nobi l e.i df .i | mng tngine. 1 Inval i d segnent retransmssion. |, 6
Inval id Retransm ssion Packet dr opped.
46.19. 85. 159 I srael 147. 237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
31.210.187.89 |[Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
105.108.46.14 |Ageria 147. 237. 77. 216 |dover . i df i Bad TCP sequence STNFACK retransmt with moni tor  [5
di fferent w ndow scal e
. SYNWACK retransnmt with .
46. 19. 85. 76 I srael 147.237. 77. 243 |nobi l e. i f . i | Bad TCP sequence differert v ndow scal e nonitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
2.54.185. 142 I sr ael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
79.181.30.192 |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop
195.34.150.18 |Austria 147. 237.77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant EZ’I;ed to handie comnection \onitor |4
S reamng BEngi ne: TCP i i ssi
79.179.26.125 |israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
84.228.253.7  |israel 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i issi
79.181.123. 104 |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
105.108. 46.14 |Ageria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
S reamng Engi ne: TCP i i ssi
79.176.113.53  |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
193.201.224.8 |lkraine 147.237.76.86 |navy.idf.il drop SAMrul e drop 3
S reaming Engi ne: TCP i issi
141.8.132.112 |Russian Federation |147.237.72. 166 |aka.idf.il mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi
109.66.13.61 |l srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
176.13.12.115  |Israel 147. 237.72. 166 |aka.i df .i 9 =g Invalid segnent retransmssion. |, . 3

Inval i d Retransm ssi on

Packet dropped.
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01-30-2016-12:04:00 to 01-30-2016-13:04:00

Target Address

dte

Signature

S reamng Engi ne: TCP

Inval i d segnent retransnission.

157.55. 39. 44 Lhited Sates 147.237.72. 167 |i shurimaka.i df.i |l . .. dr o]
Inval id Retransm ssion Packet dr opped. P

105. 108. 46. 14 |Ageria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert
S reanming Engi ne: TCP i i ssi

2.54.58, 118 I sr ael 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. | .,
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi

79.178.152. 252 |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | .
Inval id Retransnission Packet dr opped.

84.111.111.59 | srael 147.237.76.31 |nakchal .idf.il Bl ock HTTP Non Conpliant |7'edtohandie comection 0y o

data




01-30-2016-12:04:00 to 01-30-2016-13:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
2.54.180. 19 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 167
2.54.133. 41 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 112
149. 78. 240. 44 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 149. 78. 240. 44 B ock 14
84.111.111.59 [Israel 147.237.76.31 |nakchal .idf.il |Uauthorized HTTP Mt hod Bl ock 8
176. 228. 159. 63 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 7
2.54.158. 151 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 6
46.121. 214. 199 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
31. 24. 33. 250 Eiqir:gegom 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 31.24. 33. 250 B ock 5
84.111.111.59 [Israel 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 84.111.111.59 B ock 5
157. 55. 39. 44 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/mai n/ home/ mai n/ hone/ def aul t. aspx |Bl ock 4
109. 253. 193. 134]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
109. 186. 186. 174/l sr ael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 3
109. 253. 212. 217|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.111.111.59 [Israel 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock 3
79. 180. 200. 100 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
37.142.209. 148 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.109. 163. 122 i srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgrd'fz_??/ g;‘eggrcﬁsem;esn et | ddocunent </ 1152 B ock 3
109. 253. 206. 15 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 2
195. 154. 189. 197 |France 147.237.77. 216 |dover . i df . i | PHP At tenpt B ock 2
84.109.107.60 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
109. 253. 222. 196 srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
109. 65. 150. 41 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109.64.18.79  |Israel 147.237.77. 243|mobi L e. i off i1 | O™ f’:jfTf’ffs\gcﬂ;t/'czgngg;”stﬁs;md in Bock |2
109. 253. 198. 159l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
89.138.246.93 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
Unknown Par anet er
84.94. 48. 106 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetHol der $ct | 38$ct | 01$ct | 03$chl Questi on$6  |None 1
in ww aka.idf.il/nain/giyus/ questionnaire. aspx
2.54.133.41 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
176.13.15.126 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . i|/1781- he/ dover . aspx B ock 1
46. 19. 85. 117 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
213.57.209.195 |Israel 147.237.0.19 |nadimatal .idf. i ﬁ;u;h;r;lzl?f‘fﬁ/:ﬁ;es;;jgxlupdaIemka[qaumity. asix B ock 1
109. 65. 48. 123 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 109. 65. 48. 123 B ock 1
23.254.138.210 |lhited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to refua atal .idf.il/ol d/wp-admn/ B ock 1
188. 120. 148. 59 |l srael 147.237.76.30 |hi nush.idf.il PHP Att enpt B ock 1
79.178.126.20 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
149. 88. 34. 49 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
66. 249. 64. 48 I srael 147.237.77. 170 [maar achot . i df . i | [Mil tipl e Unaut hori zed LRL Access from 66. 249. 64. 48 B ock 1
93.172.52.45  |Israel 147.237.76.42 [refuah.idf.il |25 )00e E"::‘;lhg/risﬁzrdeﬁefﬁf:s on Bock |1
37.26.146.216 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
176.228.128. 33 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
84.108.70.218 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
68.180.230.29 |Uhited Sates |147.237.77.176(mat pash.idf.il |Paraneter Type Miol ation PageNumin waw cogat . i df . il/1038-he/ cogat . aspx |Bl ock 1
46.120.196.25 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
217.132.104. 132l srael 147.237.77. 243 |nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 1
109. 65. 48. 123 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . i |/ mai n/ sachar/ B ock 1
188. 120. 148. 59 |l srael 147.237.76.30 |hi nush.idf.il Uhaut hori zed LRL Access to waw chinush. atal .idf.il/xmrpc. php B ock 1
66.249.64. 131 I srael 147.237.72. 166 [aka. i df . i | ?LJZ?UIZQ? IYS.(E:(LjG(;‘/Rr;aiArT/C:aSSh;r(; resour ces/ i mages/ header s/ tf asi mgi f Bl ock !
107.178.194.83 |Wited Sates [147.237.77.216 |dover. i df .| b stri buted lT;;f;g;gfﬂe%ﬁ‘ffssp;” Bock |1
195. 154. 189. 197 |France 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to waw idf.il/license. php Bl ock 1
77.75.77.101 g;i;t:)n c 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to www i df . i/ page/ 25/ B ock 1
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