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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 100
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3

66. 240. 236. 119 Lhited Sates 147.237.76. 177 ncore.idf.il Bock Np All Net drop 1

185. 130. 5. 224 147. 237.76. 196 e svivaidf.il Block Udp All Nets drop 1
71.163.71.21 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il Bl ock_ Udp Al _Nets drop 1

213. 60. 32. 246 Sai n 147.237. 76. 199 e. nakchal .idf.il Bl ock_Ulp Al _Nets drop 1

185. 130. 5. 201 147.237. 76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |SgnaI ure Devi ce Action |Oount
62. 210. 148. 246 France 147.237.77. 216 dover.idf.il Cl06: HITP. najestic bot B ock 1
188. 165. 15. 223 France 147.237.77. 176 nat pash. i df . i | C228: HITP.  AhrefBot craw er Bl ock 1

188. 165. 15. 238 France 147. 237.76. 42 refuah.idf.il (C228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

Target Address ount ry Signature
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
176.13.10. 166 |147.237.77. 243 (I srael nobi le.idf.il [GPL SCAN nyscan 2
176.13.10. 166 |147.237. 77. 243 |l srael nohi le.idf.il || NDI CATOR- SCAN nyscan 2
115. 236. 75. 201 |147. 237. 76. 176 |Chi na test.ncore.idf.i|ET SCAN Potential SSH Scan 1
. ET DC5 Large anmount of TCP ZeroWndow - Possi bl e Niller2 DDos
87.68. 158. 140 |147.237.77. 233l srael atal.idf.il 1
attack
_ L ET DC5 Large amount of TCP ZeroWndow - Possible Niller2 DDos
84.108.42. 174 |(147.237.76.30 |Israel hi nush. i df i 1
attack
168. 62. 238. 153 [147.237.8.14 |wnited Sates  [e.orchot.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
88.249.106. 23 |147. 237. 77. 170 |Tur key naarachot. i of .i I|ET SCAN NVAP -sS w ndow 1024 1
_ L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Niller2 DDos
87.68.158. 140 |[147.237.76.30 |Israel hi nush. i df . il 1
attack
46.148.22.26  |147.237.76. 196 |Li thuani a esvivaidf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

reamn ine: TCP Invali i i ssi
109. 253. 192. 27 |israel 147, 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 48
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
reaming BEngine: TCP Invali i i ssi
46.19.86.255  |Israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP I nval i d invalid segnent retransnissi on drop 21
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.178.221.85 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.54.150.228  |Israel 147. 237. 77. 243 |robi l e i df . i Streaning Engi ne: TCP Inval id finvalid segnent retransnssi on. drop 15
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
176.13. 6. 47 I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
31.154.167.26 |[Israel 147.237.77. 243 |nobi l e.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 14
31.154.167.26 |lIsrael 147.237. 77. 243 |nobil e.idf .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 14
s SN retransnmit wth different .
79.182. 105. 155 |l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence vi ndow scal @ nonitor |10
85.250. 190. 18 |l srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 10
37.26.146.157 |lsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
37.26. 146. 157 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 7
reamn ine: TCP Invali i i ssi
109. 253.197. 22 |israel 147, 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
37.26.146.157 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
reaming BEngine: TCP Invali i i ssi
2.54.158.151 | srael 147.237.77. 243 |robi L e. i of . i1 Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
Russi an D Streaming Engine: TCP Invalid [invalid segnent retransmission.
141. 8.132. 112 ration 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 6
91.200.12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
Sreaning Engine: TGP Invalid i i ssi
46.19.85.203  |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
31.154.167.26 |[lIsrael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |alert 6
31.154.167.26 | srael 147. 237.77. 243 |mobi l e. i f . Bad TCP sequence SINWAK retransmt with moni tor |6
di fferent w ndow scal e
31.154.167.26 |lsrael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
31.154.167.26 | srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SYNFACK retransmt wth monitor  [5
di fferent w ndow scal e
188. 120. 148. 60 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |5
46.19. 85. 111 I srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
185.3.147.223 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
46.19. 85. 111 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber nonitor |4
37.142. 250. 160 |Israel 147.237.77. 226 ["" chanat z. aka. 1df 1paq TOP sequence Invalid ACK nunber moni tor |4
. . SYWNretransmt wth different .
79. 182. 105. 155 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 4
91.200.12. 106 |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 4
reamn ine: TCP Invali i i ssi
31.154. 232. 237 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.67.101. 49 [ srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
2.54.41.4 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
94.230.86.254 |lsrael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
84.228.11.41  |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
46.19.85.253  |israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179.125.73  |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 64. 163. 186 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
31.168.156.76 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.177.5. 66 I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
85.250. 190. 18 [l srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
31.210.188.81 |[Israel 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber monitor |3
Sreanming Engine: TCP Invalid i i ssi
79.182.96.232 |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
109. 66. 129. 153 | srael 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 139. 186 i srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
94. 230. 86. 96 I srael 147.237.76.39 |mbile.neitav.idf.il |Bad TCP sequence Invalid ACK nunber nonitor |3
46.19. 85. 76 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3




01-30-2016-11:04:06 to 01-30-2016-12:04:06

A tacker

Attacker Address count ry Target Address |Ste Signature

Streaning BEngine: TCP Invalid [invalid segnent retransnission.

109. 66. 160. 68 |l srael 147.237.77. 243 |mobile.idf .il o
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.121.86.28  |Israel 147.237.0.19 |nadimatal .idf.i Ig‘l)l'\zﬁ%g fzéhe Same Response (pde (404) in Session from B ock 65
79.177.81.116 [Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
46.121. 86. 28 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 32
77.127.126.78 |israel 147.237.0.34 |tikshuv.idf.il ;‘7’?1“;”.3’1;; ;Qe Same Response Cbde (404) in Session from B ock 11
109. 253. 192. 27 |Israel 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 8
176. 13. 6. 47 | srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
2.54. 150. 228 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 4
79.178.221.85 |[Israel 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 4
46.120. 192. 179 |Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
81.218. 106. 146 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
46.121.86.28  |israel 147.237.0.19 |nadimatal .idf.i Igf’l'\ﬁ%g fzéhe Sane Response (ode (403) in Session from Bl ock 3
46.121.228.77 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.54.134. 215 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
157.55.39.44  |Wnited Sates |147.237.72. 166 |aka. i df .i | i‘;‘”lt gg; IZ/er(rjaiLﬂ_h (frf‘f/erf; rfﬁme/ def aul ¢ aspx B ock 2
79.180. 171. 155 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
149.78.212.191 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
109. 64. 139. 124 |Israel 147.237.72. 166 |aka. i df . i | MSQ Dta Retrieval with Inplicit Qnversion Erors None 1
5.29. 58. 38 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
192. 116. 190. 42 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
169. 229. 3. 91 Lhited Sates |[147.237.77.216|dover.idf.il Aonornal |y Long Header Line request header nane B ock 1
74.82.47.3 Lhited Sates [147.237.0.19 |nmadimatal .idf.i|Wauthorized URL Access to 147.237.0.19/ B ock 1
66. 249. 64. 48 | srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf/ fil es/ 3/ 105883. pdf B ock 1
41.101.58.179 |Ageria 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to wwwidf.il/arr/ Bl ock 1
87.195.67.195 [Netherlands  |147.237.77.216|dover.idf.il \;Twa?ztfri IT/yfga\;_ Z'n‘;"tdioc\’/r;r‘ft;f[?fmm ent A acerbl der 15t xt Enai | in Bl ock 1
66.249.78.190 |[Israel 147.237.77. 176 |nat pash. i df . i|  |Unauthorized URL Access to wmn cogat.idf.il/english/ pages/ defaul t.aspx [B ock 1
157.55.39.37  |thited Sates |147.237.76.30 |hi nush.idf.il m“morzjszﬁ dat?igcf(.:ﬁ?tte?w at 65/ nevs/ nevs. aspx Bl ock 1
109. 66. 151. 54 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
84.94.167.94 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
31.154.94. 86 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
208.184.112.74 |Uited Sates [147.237.77.216dover . idf il [0 Bted 1‘1“;;_‘;%;;?26%&??;‘)2” Bock |1
169.229. 3. 91 Lhited Sates |[147.237.77.216|dover.idf.il Illegal Byte Qode Character in Header Nane B ock 1
77.12.85. 64 Ger many 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df .il/894-en/idf gdover. aspx B ock 1
109. 253.197. 22 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
66. 249. 64. 53 I sr ael 147.237.77. 170 |m@ar achot . i df . i | |Uhaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 2/ 108432. pdf Bl ock 1
46. 19. 85. 250 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
93.173.164.20 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
176. 212. 221. 101 :Z::I”i on 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to waw idf.il/mazi'a=0 Bl ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin vww i df . i |/ 1380- he/ dover . aspx B ock 1
109. 67. 185. 210 |Israel 147.237.72. 166 |aka. i df . i | \;P:rwa'fkt:ri g?.a?l ?‘gﬁg;j};??p;pnups/ war ki veacher . aspx None 1
Unknown Par anet er
84.108.10.137 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $ct | 38$ct | 01$ct | 03%chl Questi on$ |None 1
1 in ww aka.idf.il/nain/giyus/questionnaire.aspx
31.168.219. 155 [Israel 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Qpen Mde None 1
213.57.203.57 |lsrael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
169. 229. 3. 91 Lhited Sates [147.237.77.216|dover.idf.il Illegal Byte Gode Character in Method AduAed B ock 1
77.75.77.95 Czech Republic |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df . i1/ page/ 32/ B ock 1
141.212.122. 209|Uhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
66. 249. 64. 58 I srael 147.237. 77. 170 |m@ar achot . i df . i | [Uhaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
46.120. 107. 223 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for wwn aka. i df .i|/mai n/ sachar/defaul t.aspx |B ock 1
107.178.194.83 |Wited Sates [147.237.77. 216 |dover . i df . i | D stri utec H;;_t;gg;;?ﬁe%f:f?;pzn Bock |1
2.54.158. 28 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
Uhaut hori zed URL Access to
180. 76. 15. 16 Chi na 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ shar ed/ ¢l i ent scri pt s/ i magevi deogal | eryl obby/ i magevi deogal | |B ock 1
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