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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

|Site

|Signature

|Device Action  |Count |
82.81.12.176 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 106
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack drop 4
81. 218. 206. 82 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets dr op 3
212.179. 54. 237 I srael 147. 237.77. 216 dover.idf.il |Bock Wdp Al Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature
ET DC5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos

80. 246. 133. 169 [147. 237. 77. 233 |l srael atal.idf.il 6
attack
195. 34. 150. 18  [147. 237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP wth fake user agent 4
66.249.78.89  |147.237.77.74 |Wnited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 78. 146 [147.237.72. 166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
196. 47.173.21 |147.237.72.166|Qte Dlvoire aka.idf.il ET SCAN NVAP -f -sS 1
191. 232. 39. 241 |147.237.77. 176 |Lhited Sates matpash.idf.il |ET SCAN Potential SSH Scan 1
46.148.22.26  |147.237.77. 227 |Li thuani a e hanaz.idf.il |[ET SCAN Potential SSH Scan 1
46.148.22.26  |147.237.8.46 |Lithuania e.chinuch.idf.i|ET SCAN Potential SSH Scan 1
196. 47.173.21 |147.237.72.166|Qte Dlvoire akaidf.il ET SCAN NMAP -sS wi ndow 2048 1
158.130. 6. 191 |147.237.77.235|tnited Sates  [svivaidf.il |ET SCAN Rapi d | MAPS (onnections - Possible Brute Force Attack 1
66.240. 213. 93 |147.237.76.31 |Lhited Sates nakchal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.148.22.26  |147.237.8.50 |Lithuania e.tikshuv.idf.i |[ET SCAN Potential SSH Scan 1
46.148.22.26  |147.237.0.33 |Lithuania idf.il ET SCAN Potential SSH Scan 1
196. 47.173.21 |147.237.72.166|Qte Dlvoire aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 68
Sreamng Engine: TCP Invalid i i ssi

185. 120. 126. 95 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. g 57
Ret ransm ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

54.244.22.103 |lhited Sates [147.237.77. 233 |atal .idf.il drop First packet isn't SWN drop 31

s SWNretransnmit wth different .
46.116.79. 47 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal @ monitor |26
reamn ine: TCP Invali i i ssi

79.178. 147. 236 |Israel 147. 237.77. 243 |nobile. i f . Streaming Engi ne: TCP alid linvalid segrent retransnission. | op 15
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

89.138.42.210 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 15
Ret r ansm ssi on Packet dropped.

46. 19. 85. 218 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |13
Sreamng Engine: TP Invalid i i ssi

84.100.4.164  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. 12
Ret ransm ssi on Packet dropped.

91.200. 12. 106  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 9
Sreamng Engine: TCP Invalid i i ssi

217.132.37.77  |israel 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.

197.231. 221. 211 |Li beria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 9

reamn ine: TCP Invali i i ssi

109. 253. 159. 222|1 srael 147. 237.72. 166 |aka.i of . i | Streamng Engi ne: TCP alid Jivalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.

46. 19. 86. 47 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi

2.54.188.210  |Israel 147. 237. 77. 243 |mubi 1 e.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

91.200. 12. 106 |lkrai ne 147.237.76. 31 |nakchal .idf.il drop SAMrul e drop

37.26.149. 243 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

91.200.12.141 |Wkraine 147.237.77. 216 |dover.idf.il dr op SAMrul e drop

91.200.12. 106  |Ukrai ne 147. 237.77. 226 "‘:"f"’ chamatz. aka. idf | o SAMrule drop 6

61.138.61.143 |China 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |6
Sreaming Engine: TCP Invalid i i ssi

82.81.240.139 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.

46. 19. 86. 47 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber monitor |5

218.60.132.40 [China 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |5

175.18.112. 202 |China 147.237.77. 216 |dover.idf. | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |5

41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5

85. 65.151.232 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5

91. 200. 12. 106  |Wkrai ne 147.237.72. 166 |aka.idf . il dr op SAMrul e drop 5

91.200. 12. 141  |krai ne 147.237.76.31 |nakchal .idf.il dr op SAMrule drop 4
Sreamng Engine: TP Invalid i i ssi

85.64.234.108 | srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. |, 4
Ret ransn ssi on Packet dropped.

2.54.5.102 I srael 147.237. 72. 166 |aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

91.200.12.141 |Wraine 147.237.77. 226 [} chamatz. aka. idf | o SAMrul e drop 4

91.200.12. 106 |lkrai ne 147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 4

195.34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data [monitor |4

46.19. 85.0 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |4

91. 200. 12. 141  |Wkrai ne 147.237.72. 166 |aka.idf . il dr op SAMrul e drop 4

94.230. 86. 251 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi

77.127.163. 245 | srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. o 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.52. 40. 61 I'srael 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 192. 92 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. o 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

31.154.150.1  |israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

66.249.93.191 |[United Sates |147. 237. 77. 243 |nobile.i . i1 9 =g Invalid segnent retransmssion. o 3
Ret ransm ssi on Packet dropped.

46. 19. 86. 29 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop

221. 202. 205. 233|Chi na 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid i i ssi

79.178.96.59  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dropped.

31.210. 186. 134 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 86. 47 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TGP Invalid i i ssi

149.78.32.217 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.

31.210. 186. 144 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi

5.22.135.247  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
46.121.86.28 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 61
46.116.189.98 |[lsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 46
81.218. 106. 146 |l srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut horized URL Access from 81.218. 106. 146 B ock 13
213.57. 251. 137 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 11
37.26.149.181 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 10
. - . Paraneter Type Mol ation Qurrent Password in
46.19.86.216 |lIsrael 147.237.77. 243 |nobi l e. i df . i | nobi | e.i df i |/ sachar/ changepassvor d B ock 6
84.108. 66. 130 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 6
84.109. 4.164 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 4
89.138.42.210 |Israel 147.237.77.243|nobi l e.i df . i | O stribut ed Suspicious Response Qode Bl ock 4
79.181.221.2 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 4
. - . Unaut hori zed URL Access to
81.218. 106. 146 |l srael 147.237.77.243|nobi | e.i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1390 Bl ock 3
79.178. 147. 236 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
. - - Unaut hori zed URL Access to
84.109.4.164 |Israel 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 3
176.13.0.229 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 3
m ny- kosher - kravi . i
46. 120. 230. 39 |l srael 147.237.0. 17 of rTin DOstributed |11egal Paraneter Encoding None 3
. . Unaut hori zed Met hod HEAD for
31.154. 153. 188 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx Bl ock 3
84.109. 4. 164 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
217.132.37.77 |[Israel 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock
) . . Unaut hori zed URL Access to
157.55.39.44 |lhited Sates |147.237.72.166|aka.idf.il aka. i df .i |/ mai v hone/ nai n/ hone/ def aul t . aspx Bl ock 2
77.127. 163. 245 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for ww aka. i df.il/mai n/sachar/ nmas. aspx |8 ock 2
2.52.40. 61 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock
176.13.6.129 | srael 147. 237.72. 166 |aka. i df . i | Unknown Parameter __VI EWETATEENCRYPTED i n None 1
ww aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
, ny- kosher - kravi . i df . _ L
157. 55. 39. 17 Lhited Sates [147.237.0.16 i Uhaut hori zed URL Access to www ny- kosher-kravi.idf.il/ Bl ock 1
66.249. 78. 159 |l srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 78. 159 B ock 1
. . D stributed Lhaut hori zed URL Access on
94.242.228. 108 |Luxenbourg |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
27.55.202.121 |Thail and 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
) . . D stributed Lhaut hori zed URL Access on
204.13.201. 137 [Lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
169.229.3.91 |lhited Sates |147.237.77.74 |lawidf.il Mal formed URL B ock 1
66.249.78.89 |Israel 147.237.77.74 |lawidf il I1egal Faraneter Encod ng searchText in None 1
wn | aw i df . i |/ 275- he/ pat zar . aspx
109. 253. 135. 98 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS Attack None 1
85.65.168.92 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
82.81.240.139 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
2.54.155.239 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
176.13.16. 210 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 93. 29 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/favi con.ico B ock 1
) . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |Lhited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
46.116.79.47 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock
31.154.94.38 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for aka.idf.il/mai n/giyus/ defaul t.aspx B ock 1
) . . D stributed Lhaut hori zed URL Access on
204.13.201. 137 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed Met hod PCST for
79. 181. 100. 222 |l srael 147.237.72. 166 |aka. i df . i | wh aka, i df . i | / mai n/ sachar / about . aspx Bl ock 1
169.229.3.91 |lnited Sates [147.237.77.74 |lawidf.il Unknown HTTP Request Method AEAu(A\ in URL B ock 1
66.249.78.89 |lsrael 147.237.77.74 |lawidf.il Mitiple I1legal Paraneter Encoding from 66.249. 78. 89 None 1
109. 253. 157. 26 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
37.142.64.42 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
217.132. 53. 148 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . il Ml tipl e Unhauthori zed URL Access from 178. 255, 215. 87 B ock 1
Unknown Par anet er
2.54.176.201 |lsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP! acetbl der $ct | 38%$ct | 01$ct | 03$chl Quest i o [None 1
n$3 in ww aka.idf.il/nain/gi yus/ questi onnaire. aspx
) . . O stributed Unaut hori zed URL Access on
158.69. 215. 68 |Lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
69. 171.231. 227 |Whited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
) . . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Lhited States |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
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