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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
87. 68. 152. 204 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 102
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock_Wp Al _Nets dr op 96
81. 218. 206. 82 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
158. 69. 123. 26 Lhited Sates 147.237.76.176 test.ncore.idf.il [B ock Udp All Nets drop 2
115. 239. 228. 10 Chi na 147.237. 76. 196 e.sviva.idf.il JLM Under _Attack Con_ Htp drop 2
158. 69. 123. 26 Lhited Sates 147.237. 76. 34 yohal an.idf.il Bl ock_Ulp Al _Nets drop 1
71.6.135.131 Lhited Sates 147.237.76. 197 e. hinush.idf.il ock_Wp Al _Nets dr op 1
115.230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
193. 242. 218. 6 Snitzerl and 147.237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

76. 76. 200. 45 Puerto R co 147. 237.72. 166 aka.idf.il [22280: HITP. Joomha Qbject Injection Wi nerability Bl ock 3
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|Top Attackers In |D|

‘ Target Address

A tacker

Signature

Count ry
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
121. 40. 195. 144 |147.237.0.19 |China madi matal . idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.148.18.162 |147.237.76.38 |Lithuania eeneitav.idf .il ET SCAN Potential SSH Scan 1
113. 171. 23. 126 |147. 237. 77. 227 |\ et nam e. hanaz. i df .il ET SCAN Potential SSH Scan 1
46.148.18.162 [147.237.8.50 |Lithuania e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
113. 171. 23. 126 [147. 237. 72. 166 |M et nam aka.idf.il ET SCAN Potential SSH Scan 1
46.148.18.162 |(147.237.8.27 |Lithuania e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
87 68 158 140 147 237 76.30 |1 s ael hivmsh i df i | ET DO5 Large anount of TCP ZeroVWndow - Possible Niller2 1
DDos attack
46.148.18.162 |147.237.0.33 [Lithuania idf.il ET SCAN Potential SSH Scan 1
66.249. 78. 158 |147.237.72.166 |Lhited Sates [akaidf.il SERVE? APAO_E. Apache med_ss| non-SSL connection to SSL port 1
deni al of service attenpt
46.45.137.67  |147.237.77. 176 |Turkey nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
46.148.18.162 |[147.237.77. 226 |Li thuani a wav chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
199. 191. 56. 188 |147.237.8.28 |Wited Sates |e. nobile-ks.idf.il ET SCAN NVAP -sS wi ndow 3072 1
5.230.134.13  |147.237.76.42 |Ger many refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
46.148.18.162 |[147.237.76. 199 |Li t huani a e. nakchal .idf.il ET SCAN Potential SSH Scan 1
46.148.18.162 |147.237.76. 177 |Li thuani a ncore.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237.0.34 |lWnited Sates |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.148.18.162 |[147.237.76.44 |Lithuania e.refuah.idf.il ET SCAN Potential SSH Scan 1
113. 171. 23. 126 |147. 237. 77. 235 |\i et nam sviva.idf.il ET SCAN Potential SSH Scan 1
46.148.18. 162 |147.237.72. 167 |Li thuani a i shuri maka.idf.il ET SCAN Potential SSH Scan 1
113. 171. 23. 126 |147. 237. 76. 38 |\ et nam eenetav.idf.il ET SCAN Potential SSH Scan 1
46.148.18.162 [147.237.8.45 |Lithuania e.etanidf.il ET SCAN Potential SSH Scan 1
95. 45. 254. 123 |147.237.77. 216 |Irel and dover.idf.il SEWER APAO_E_ Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
46.148.18.162 |147.237.0.34 |Lithuania tikshuv.idf.il ET SCAN Potential SSH Scan 1
85. 93. 5. 66 147. 237. 76. 200 |Ger many eitan aka.idf.il ET SCAN Potential SSH Scan 1
46.148.18.162 |147.237.0.19 |Lithuania nadi matal .idf.il ET SCAN Potential SSH Scan 1
46.151.53.217 |147.237.72.14 |Wraine dover.idf.il(old) ET SCAN NMAP -sS wi ndow 1024 1
5.230.134.13  |147.237.76.42 |Ger many refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
46.148.18.162 |147.237.77. 212 |Li thuani a e.dover.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 188 |147.237.8.28 |Wited Sates |e. nobile-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.230.134.13  |147.237.76.42 |Ger many refuah.idf.il ET SCAN NVAP -f -sS 1
46.148.18. 162 |147. 237.76. 196 |Li t huani a e.svivaidf.il ET SCAN Potential SSH Scan 1
173.55.32. 113 |147.237.76.86 |Wited Sates [navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.148.18.162 |[147.237.76.86 |Lithuania navy. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

count ry ‘Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning BEngine: TGP Invalid i i ssi

79.176. 205.89 |l srael 147. 237. 76. 200 |ei tan. aka.i of . i g =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.

r ing Bngine: TCP Invali i i ssi

77.125.79.209 |Israel 147.237.77. 243 |mobi e iop 11 | SAMNG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi

79.179.98.131 |Israel 147.237.72. 166 |aka i f .11 g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

5.148.78.50  |United K ngdom|147.237.76.200 |eitan aka.idf.il 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaning Engine: TGP Invalid i i sSi

79.177. 238. 183 I srael 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dr opped.

54.244.22.103 |[lhited Sates 147.237.77. 176 |metpash.idf .il  |dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi

66.249. 78. 146 |Lhited Sates  |147.237.72. 166 |aka idf. il 9 =g nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dropped.

46. 19. 86. 29 I srael 147.237. 72. 166 |aka. i of .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4

84.108. 189. 213 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4

37.46.39.139 |Israel 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4

46. 19. 86. 29 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4

o SYNtAXK retransnit with different .

46. 19. 86. 29 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence i ndow scal 6 noni t or 4

37.46.39.255 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I nval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi

5.28.178.46  |Israel 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

79.181.30. 216 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

109. 66. 154. 212 |1 srael 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

2.54.36.171  |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

46.19.86.212 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

84.228.26.80 |Israel 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 3

46. 19. 86. 29 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi

5.102.196. 231 |Israel 147. 237.72. 166 |aka i f .11 g =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

46. 19. 85. 62 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi

79.179. 193. 128 |I srael 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

37.46.39. 96 I srael 147.237.77.243|mbile.idf.il  [Bad TCP sequence I'nval i d ACK nunber noni t or 3

94. 230. 86. 236 |l srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning BEngine: TGP Invalid i i ssi

46.19.86.251 |Israel 147.237.72. 166 |aka i f .11 g =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

r ing Bngine: TCP Invali i i ssi

79.182.183.93 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid  invalid segnent retransnissi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi

79.177.30.41 |Israel 147.237.72. 166 |aka i f .11 g =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

157.55.39.44 |Wited Sates  |147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi

79.179.227.81 |Israel 147.237.72. 166 |aka i f .11 g =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

5.22.129.235 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi

79.180. 163. 67 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf. | Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
Sreaning Engine: TAP Invalid i i ssi

109. 66. 16. 131 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

79.183. 134.33 |Israel 147.237. 77. 243 |robi | e. i df . i | g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 3
Sreaning BEngine: TGP Invalid i i ssi

185. 120. 125. 53 147.237.72. 166 |aka i f .11 g =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.

172.56.39.183 [Lhited Sates 147.237.77. 216 |dover. i df . i Bad TCP sequence I nval i d ACK nunber noni t or 2

Russi an C o SYNPAXK retransmit with different .

146. 185. 234. 48 Feder ati on 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 2

46. 19. 86. 29 I srael 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout alert 2

84.108. 189. 213 |I srael 147.237. 72. 166 |aka. i of .i Bad TCP sequence Invalid AGK nunber alert 2

46. 19. 86. 29 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 2

2.54.141.108 |israel 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2

46. 19. 85. 154 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 2

46. 19. 85. 154  |Israel 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2

146. 185. 234. 48 :Zz;”ion 147.237.76.42 |refuahidf.il |Bad TOP sequence Invalid ACK nunber monitor |2

31.154.94.55 |israel 147.237. 72. 166 |aka. i df . | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |neni tor 2

46.19.86.200 [Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
5.28.143.53 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized URL Access from 5. 28. 143. 53 B ock 14
37.46.39.139  |israel 147.237.0.19 |nadimatal .idf.il nma;“rtnh;tr;]zfﬂfﬁ/ spﬁ:rejds/;jleup it enakad Gaunt Ly, aspx Bl ock 10
5.102.196.231 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 8
31.154. 94.55 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 31.154. 94. 55 Bl ock 5
87.69.107. 142 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwwv aka. i df.il/matash/ hone/ hone. asp  |Bl ock 4
37.142.190.61 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
85. 65. 127. 79 I srael 147.237.72. 166 |[aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 85. 65. 127. 79 Bl ock 3
185.32.179.18 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
85. 64. 20. 55 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode Bl ock 2
176.13.8.188 I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unauthorized URL Access from176.13. 8. 188 B ock 2
176.13. 8. 188 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
66.249.78.159 [Israel 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v idf.il/error. htm Bl ock 2
208.184.112.74 |United Sates  |147.237.77. 216 |dover. i df . | Dstri utec 1ng_t;§gi3§?ﬁeﬁvﬁffssp£” B ock 2
79.178.70.208 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/sahar B ock 1
2.54.141.108 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
176.13. 14. 27 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
149. 78. 81. 27 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | ﬂ?“;g‘;r ;§?i6$‘mﬁfz?§uts7gener 2l . aspx Bl ock 1
109. 160. 158. 10 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock
37.142.243.193 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
31.154.94.28  |israel 147.237.72. 166 |aka. i df . i | Llulri%z]/ i?’;;fﬁﬂgg;gg;;{}?ckﬁ f/ i/ kapat 2/ /v es Bl ock 1
188. 143. 232. 11 :3::;’} on 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut hori zed URL Access from 188.143.232. 11 Bl ock 1
87.68. 35. 145 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
79.176.10.225 [Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
173.252.112. 113|Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS At ack None 1
66.249.78.59 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i m;;}r’ﬁhig :E:“T 2?”' szioﬁt;”ess on B ock 1
146. 185. 234. 48 :3::;’} on 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 146. 185. 234. 48 Bl ock 1

' ; : D stributed Unauthorized URL Access on
107.178.194.79 |[lhited Sates  |147.237.77.216 [dover.idf.il i df.i1/1133- 22638- he/ dover . aspx. B ock 1

Unknown Paraneter _ VI EASTATEENCRYPTED i n

212.235.8.225 |Israel 147.237.72. 166 |aka. i df . i | vow aka. i df .i |/ nai v sachar/ nai | box, aspx None 1
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to www i df .il/894-en/i df gdover. aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel fi | es/ 2/ 3142, | pg B ock 1
109. 253.138.50 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
46.116.187.16 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
188. 143. 232. 11 RJSIS:;”i o 147.237.0.34 |tikshuv.idf.il [unauthorized LRL Access to ww tikshuv.idf.il/900-en/ B ock 1
79.177.150.69 [Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
176.13. 8. 23 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DS Attack None
. . S Untraceabl e Gonnection - Protocol violation
66.249.78.158 |[Israel 147.237.72. 166 [aka. i df . i | (SSL OONN QLI ENT FELLO) None 1
Russi an . . Paraneter Type M ol ation searchText in
146.185.234.48 | o o0 147.237.76.42 [refuah.idf.il voww ref ua. at al i o . i 1/ 994 hel ref uah, aspx Bl ock 1
107.178.194.83 |Wwited Sates  |147.237.77.216|dover.idf .i | Distributed Lhauthori zed LR Access on B ock 1

waw i df . i | /1133- 22461- he/ dover . aspx.

. . DO stributed Unaut hori zed URL Access on
217.115.10. 134 [Ger many 147.237.77. 216 (dover. i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1

Uhaut hori zed URL Access to

178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . il i df i 1/1065- he kkkkkkk=09b9c88ckkkkkkk 09b9c8sc B ock 1
5.28.143.53 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/8/ Bl ock 1
} . . D stributed Whaut hori zed URL Access on
158. 69.208. 131 |[Lhited Sates  |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
66.249.79.108 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1239- he/ at al . aspx Bl ock 1
46.120. 163. 135 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 1
109. 253. 215. 153|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
31.154.94.55  |israel 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Net hod HEAD f or Bl ock 1

wn aka. i df . i |/ mai n/ hone/ def aul t . aspx

: : : D stributed Waut hori zed URL Access on
204.13.201.137 |lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1

87.255. 31. 142 RJSIS;:Fi on 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
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