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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 108
101. 141. 10. 131 Japan 147.237.76. 201 e atal .idf.il B ock_Udp Al _Nets drop 4
185. 130. 5. 224 147.237.76. 44 e.refuah.idf.il |Bock Wdp All Nets drop 1
66. 240. 219. 146 Lhited Sates 147. 237. 76. 44 e.refuah.idf.il |[Bock Wp Al Nets drop 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
61.182. 170. 38 147. 237. 76. 201 Chi na eatal .idf.il ET SCAN Potential SSH Scan 1
61.182.170. 38 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
61.182. 170. 38 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147. 237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
218. 246. 0. 97 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN NMVAP -sS w ndow 1024 1
13. 75. 42. 200 147. 237.77. 178 Lhited Sates e. mat pash. i df . i | ET SCAN NMAP -sS w ndow 1024 1
210. 93. 50. 130 147.237.8. 28 Korea, Republic of e.nobi | e-ks. i df.il ET SCAN NVAP -f -sS 1
195. 154. 214. 162 147. 237.76. 34 France yohal an. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
114. 112. 90. 54 147. 237. 76. 198 Chi na e yohal an.idf.il ET SCAN NMAP -sS w ndow 1024 1
61.182. 170. 38 147. 237. 76. 199 Chi na e. nakchal .idf il ET SCAN Potential SSH Scan 1
61.182.170. 38 147. 237. 76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NMAP -sS w ndow 4096 1
218. 246. 0. 97 147. 237.8.27 Chi na e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 45. 137. 67 147.237.77. 233 Tur key atal.idf.il ET SCAN NMVAP -sS w ndow 1024 1
210. 93. 50. 130 147.237.8. 28 Korea, Republic of e nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 2048 1
198. 20. 69. 74 147. 237.76. 147 Lhited Sates chinuch. aka. i df . | ET DROP Dshiel d B ock Listed Source 1
195. 154, 214. 162 147. 237.8. 28 France . nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 147.237.8. 24 Lhited Sates elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address |Ste Signature Acti on ‘Count

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

149.88.25.93  |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence mdro?,tvrsin;nlt Wth different monitor |21

91.200. 12. 141 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop

94.159. 147. 76 |Israel 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

76.22.26.189 |Uhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or

77.127. 152. 130 |I srael 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid  finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.

87.68.158.140 |[lsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or

5.22.135.106 |lsrael 147.237.77. 243 |nobi l e.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

79.177.175.19 |israel 147.237.77. 203 |rwbi e i i1 | €AM NG Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.

41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

203. 143. 188. 11 |Indi a 147.237.77. 216 |dover.idf .il drop SAMrul e drop 6

37.247.36.68 |Netherlands  |147.237.0.200 [rdu.idf.il Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 5

91. 200. 12. 141 |lkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 5

5.29.217.71 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 5

46.116.29.69 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

5.29.217.71 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 4

31.210. 187. 158 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4

5.102.254.56 [lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 4

91. 200. 12.7 krai ne 147.237.77.74 |lawidf.il dr op SAMrul e drop 4

46.116.29.69  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 4

91.200.12.7 Lkr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4

77.125.1.101 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 4

46. 19. 86. 10 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 4

91.200. 12. 136 [lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4

94. 230. 86. 153 [l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 3

46.19.86.10  |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.

109. 65. 125. 247 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsgrjnsmt wehdifferent | onitor |3

176.13. 14.221 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.

5.29.217.71 I sr ael 147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3

109.64.7.124  |israel 147. 237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid finvalid segnent retransmissi on drop 3
Ret ransmi ssi on Packet dropped.

109. 65. 165. 204 |1 srael 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.

176.13.13.212 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid  finvalid segnent retransmissi on drop 3
Ret ransmi ssi on Packet dropped.

77.125.1.101 | srael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 3

109. 67. 252. 218 |Israel 147,237, 77. 203 |mbit e i i1 | S NG Bngine: TCP Invalid - invalid segnent retransnission dr op 3
Ret ransni ssi on Packet dropped.

5.29.217. 71 | srael 147.237.72. 166 |aka.idf il drop First packet isn't SYN drop 3

79.183. 114. 170 |I srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.

109.65.50.89  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dr opped.

5.29.217.71 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d AGK nunber alert

87.68.158.140 |[lsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d AGK nunber aert

109. 65. 125. 247 |l srael 147.237.72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3

66.249.78.199 |Uhited Sates |147.237.72.166 |aka.idf.il Streaning Engine: TCP Invalid  finvalid segnent retransmssi on drop 2
Ret ransni ssi on Packet dropped.

46.116.29.69  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or

185. 3. 144. 89 | srael 147.237.77. 243 |nobil e.idf .il Bad TCP sequence Inval i d ACK nunber noni t or

149. 88. 206. 108 |l srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence V?:;ﬁslzlt;msmt wehdifferent | onitor |2

46. 19. 86. 10 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

84.108.7.101 [Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d AGK nunber alert 2

37.46.39. 66 I 'srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Inval i d AGK nunber noni t or 2

213.57.169. 165 |l srael 147.237.72. 166 |aka.idf. il Bad TCP sequence Invalid ACK nunber noni t or 2
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|Top Attackers In V\AF|
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54. 56. 48 I srael 147.237.0.19 |nmadimatal .idf.i|Too Miny of the Same Response Code (404) in Session from2.54.56.48 |B ock 527
2.54.56. 48 I srael 147.237.0.19 |nadimatal .idf.i|Too Many of the Sane Response Code (403) in Session from2. 54.56.48 |B ock 187
2.54.56. 48 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 107
37.26.147.160 |[lIsrael 147.237.0.19 |nadimatal .idf.i |0 stributed Suspicious Response Code B ock 6
. . Ostributed Paraneter Read Qnly Mol ation
87.68.85.250 | srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ mai n/ sachar/ popups/ mar ki vsachar . aspx par anet er None 4
109. 253. 147. 1101 srael 147.237.77. 243|nobi 1 e. i df . i1 [FXaneter Type Violation Qurrent Password in Bock |3
nobi | e. i df . i|/sachar/changepasswor d
. . . Ostributed Paraneter Type Mol ation on
89.139. 229. 106 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e. i df . i 1/ sachar/ changepassvor d par ameter Qurrent Passwor d B ock 2
84.108.7.101 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
; . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
141.212.122. 209|lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
50. 63.196. 103 |Lhited Sates |147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to navy.idf.il/wp/ wp-admn/ Bl ock 1
79.179.9.113 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
] . . Distributed Lhaut hori zed URL Access on
204.13.201.138 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
67.19.79. 218 Lhited Sates |[147.237.72.156|anan. i df.il Unaut hori zed URL Access to /robots. t xt Bl ock 1
173.252.88.187 |Uhited Sates |147.237.72.166aka.idf.i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
109. 66. 1. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
46.19. 86. 79 | srael 147.237.72.166|aka. i df . i | Lht raceabl e S3L Sessi ons: sigal gs DoS Attack None 1
84.111.38.202 [Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
191.232.136. 173|thited Sates [147.237.72.166|aka.idf.il Dstributed Wauthorized URL Access on 147.237. 72. 166/ B ock 1
74.208.16.113 |lLhited Sates |147.237.76.86 |[navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/wp-admn/ B ock 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147.237.72. 166/ B ock 1
149. 78. 34. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
] . Distributed Lhaut hori zed URL Access on
94.242.228.108 |Luxenmbourg |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
79 180. 35. 88 — 147.237.72. 166 |aka. i df i | Mil tiple Fullwdth/Hal fw dth Lhi code Encoding on UR/ Paraneter(+) from B ock 1
79. 180. 35. 88
219.94.128.34 |Japan 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/test/wp-admn/ B ock 1
67.19.79. 218 Lhited Sates |147.237.72.166aka.idf.il Uhaut hori zed URL Access to /robots. t xt B ock 1
176.13.14. 162 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
109. 186. 48.27  |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
46.117.22.137 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
2.52.17.54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
. . D stributed Unaut hori zed Method for Known URL on
84.228. 73. 149 I srael 147.237.72.166|aka. i df . i | wa aka, i df . i |/ mai vV sachar / mas. aspx Bl ock 1
192.116.1.192 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wanidf.il/arr/ B ock 1
Russi an . .
78.25.123. 255 er ati on 147.237.77. 176 [mat pash. i df . i |  |PHP Attenpt Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
149.78.204. 14  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
Unknown Par arret er
31.210.187. 158 |[Israel 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$cphSachar $enpl oynent St at usDay i n None 1
aka.idf.il/nai n/ sachar/ paysl i ps. aspx
] . - Distributed Uhaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
80.179. 9. 139 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POBT for wwy aka. i df . i/ nai n/ sachar/ mas. aspx B ock 1
178. 154. 189. 204 R‘Sf;:t”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: sigal gs oS At ack None 1
68.180.230.29 |Lhited States [147.237.77.176|nat pash.idf.il [Paraneter Type Mol ation PageNumin www cogat.idf.il/1038-ar/cogat . aspx |Bl ock 1
Unknown Par anet er
46.117.22.137 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMei n$TochenP acetbl der $enai | Updat e$r pt Emai | Subj ectsLi -~ [None 1
in ww aka.idf.il/nain/giyus/userdetail s/ updateuserdetail s. aspx
2.54.32.202 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
203.33.121.38 |Australia 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/ol d/ wp-admn/ B ock 1
78.25.123. 255 RJSIS:;ni on 147.237.77. 176 |mat pash. i df . i|  [Unauthori zed URL Access to waw cogat . idf.il/xmrpc. php B ock 1
66.249. 78.147  |Israel 147.237.0.34 |tikshuv.idf.il |Uauthorized URL Access to tikshuv.idf.il/main/kapatz/ defaul t.aspx B ock
149. 88. 25. 93 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to vwwv aka.idf.il./ B ock
] . . O stributed Uhaut hori zed URL Access on
107.178.194.87 |[lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
80. 179. 96. 90 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/undefi ned B ock 1
Unknown Par anet er
185. 120. 125. 32 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acehol der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
] . . Parameter Type M ol ati on PageNumin
68.180.230.224 |Lhited Sates |147.237.76.31 |nakchal .idf.il vw nakhal i df . i 1/ 1073- he/ nakhal . aspx B ock 1
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