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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 108
117.41.184. 227 Chi na 147.237.76. 199 e.nakchal .idf.il JLM Under _Attack_Con_Tcp drop 2
94.76.21.219 Bahrai n 147.237.72. 14 dover.idf.il(old) |Frk Under Attack Con Tcp drop 1

74.91. 28. 61 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl drop 1

141. 212. 122. 128 Lhited Sates 147. 237. 76. 200 eitan.aka. idf.il |Bock Wip All Nets drop 1
141.212.122.129 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address Atacker

Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
117. 41. 184. 227 [147. 237.76.30 |Chi na hi nush. i df . i | ET SCAN Potential SSH Scan
112 37 42172 |147. 237 8.45 |ni na o citanid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.174.93.181 [147.237.77.74 |Netherlands  |lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.181 [147.237.76.39 |Netherlands nobi | e. nei tav. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93.181 [147.237.8.27 |Netherlands e.nadimatal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46.45.137.67 |147.237.0.200 |Turkey ndu. i df i | ET SCAN NVAP -sS w ndow 1024 1
120. 24. 175. 112 |147. 237. 8. 14  |Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
117. 41. 184. 227 |147. 237. 76. 38 |Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
117. 41. 184. 227 |147.237.0.19  |Chi na nedi matal .idf.il ET SCAN Potential SSH Scan 1
93.174.93.181 [147.237.77. 233|Net her| ands atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93.181 |[147. 237. 76. 148 |Net her | ands ggcenter. aka. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.181 |147.237.76.30 |[Netherlands hi nush. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.181 [147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
106.200.37.8  |147.237.76.31 |kenya vekehal i df i1 ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 106. 92. 142 [147. 237. 8. 46 e. chinuch.idf .il ET SCAN Potential SSH Scan 1
117. 41. 184. 227 |147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signhature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 34
54.244.22.103 |lhited Sates |147.237.77.233|atal.idf.il dr op First packet isn't SYN drop 32
79.179.117. 119 |israel 147.237.77. 233 |atal .idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
216.162. 154. 65 |United Qates |147. 237. 77. 216 |dover i . i Streamng Engi ne: TCP Invalid segnent retransmssion. Facket |, 18
Inval id Retransm ssion dr opped.
31.168.66.62  |Israel 147.237.72. 166 |aka i df . i1 Streamng Engi ne: TCP Invalid segnent retransmssion. Packet |, 15
Inval i d Retransnission dr opped.
203.143.188.11 [india 147. 237. 77. 216 |dover. i of .i | HTTP Format S zes ;)?cz);)ggjﬁr?g;: f;tri]ogl Q\jzgerl e'negrlg;h monitor |12
117.86.131.29 |china 147. 237. 77. 216 |dover i df i Bad TCP sequence ?:Z;e”ansm't with different wndow —onivor |10
208.115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrule drop 10
185.3.147.245 |Israel 147, 237.76. 200 |eitan akaicr i1 | €aMng Engine: TCP Invalid segnent retransmssion. Packet |, 9
Inval i d Retransnission dr opped.
176.13.21. 245  |Israel 147. 237.77. 243 |mobi l e. i f . i Streamng Engi ne: TCP Invalid segnent retransmssion. Facket | 6
Inval id Retransm ssion dr opped.
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpliant [Failed to handle connection data mnitor |6
66.249.78.216 |Wited Sates |147.237.77. 243 |nobile.idf.il Streamng Engi ne: TCP Invalid segnent retransmssion. Packet | 6
Inval id Retransm ssion dr opped.
185. 120. 125. 31 147. 237, 77. 243 |nobi 1 e. i of . i | Streamng Engi ne: TCP Invalid segnent retransmssion. Packet |, 6
Inval i d Retransnission dr opped.
203.143.188.11 |india 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 6
109. 253. 129. 20 |Israel 147. 237. 77. 243 |nobi l e.i df i | Streamng Engi ne: TCP Invalid segnent retransmssion. Packet |, 6
Inval i d Retransm ssion dr opped.
54.244.22.103 |lhited Sates [147.237.77.176|natpash.idf.il drop First packet isn't SYN drop 6
82.145.220.76 |Europe 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
115. 159. 102. 194|Chi na 147. 237. 76. 147 |chinuch. aka. i df .i| |dr op SAMrul e drop 5
191.232.136. 143|thited Sates |147.237.77. 176 |nat pash. i df .i | drop First packet isn't SWN drop 4
37.46.39.31 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber nonitor |4
24.22.209.148 |Wnited Sates |[147.237.77.216|dover.idf.il Streamng Engi ne: TCP Invalid segnent retransmssion. Packet | 4
Invalid Retransnission dr opped.
79.180.179.61 | srael 147. 237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid segnent retransmssion. Packet |, 3
Inval i d Retransm ssion dr opped.
76.22. 26. 189 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpliant |Failed to handle connection data nonitor |3
109. 64.221.52  |Israel 147. 237.72. 166 |aka i of . i Streamng Engi ne: TCP Invalid segnent retransmssion. Facket | 3
Inval i d Retransm ssion dr opped.
141. 8. 132. 112 :Zj;”ion 147.237.72. 166 |aka. i df . i&;ﬁ:n&t?i:r?h:ssri L%ﬂ;:d.segmm retransmssion. Packet |, 3
79.180. 123. 137 | srael 147. 237.72. 166 |aka i of . i Streamng Engi ne: TCP Invalid segnent retransmssion. Facket | 3
Inval id Retransm ssion dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpliant [Failed to handle connection data nonitor |3
46. 19. 85. 250 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |2
46.19. 85. 13 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval id AGK nunber aert 2
46. 19. 85. 13 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |2
5.102.254.150 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 117. 61. 60 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval id AGK nunber aert 2
89.138.117.1 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 2
46.117. 61. 60 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 243 I srael 147. 237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
89.138.117.1 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |2
2.54.177. 214 I srael 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
198.1.101.123 |Wited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpliant [Failed to hand e connection data nonitor |1
52. 33. 66. 29 Lhited Sates |147.237.77. 176 |natpash.idf.il drop First packet isn't SYN drop 1
218. 6. 155. 58 Chi na 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 1
5.29.6.101 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |1
84.111.24.145 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
208. 115.113.89 |lhited Sates [147.237.77.74 |lawidf.il drop SAMrul e drop 1
185.3.147. 245 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni tor |1
141.212.122. 217 |Wited Sates |147.237.76. 147 |chinuch. aka.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.26.147.129 |israel 147. 237. 72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> RST alert 1
93.174.93.218 |Netherlands 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 1
216.218. 206. 108|lhited Sates [147.237.0.200 |ndu.idf.il Geo-1 ocati on enforcenent |Geo-location inbound enforcenent drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
77.126.212. 155 |israel 147. 237.72. 166 |aka. i df . i | ;Twa‘;e;:i f"idl ?‘n';'r:f:;ﬁ];?po';‘upsl var ki veachar . aspx None 4
79.178.12.100 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁbﬂf o T?’f’fsrcﬁ;ra; Lﬁgngi‘é‘gsa:\jo"‘fgd in Bl ock 4
79.178.12.100 |[lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
84.228.177.88 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.29.125 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
31. 168. 66. 62 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/natash Bl ock 2
93.173.12.127 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
Unknown Par anet er
79.179.178.98 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$cphSachar $enpl oynent Stat eshonth in None 1
wwn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx

178. 255. 215. 87 |France 147.237.77.216|dover . i df .i | Mil tipl e Unhaut hori zed URL Access from 178. 255. 215. 87 B ock 1
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin vww i df.il/1283-en/ dover . aspx Bl ock 1
109. 253. 129. 20 |l srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
2.54.166. 43 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
87. 68. 85. 250 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
188. 143. 232. 62 gs::;”i on 147.237.0.34 |tikshuv.idf.il Mil tipl e Uhaut horized URL Access from 188. 143. 232. 62 B ock 1
31.201. 203. 158 |Net herl ands 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat.idf.il/xnrpc. php Bl ock 1
149. 78. 120. 188 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
93.173.164.20 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.181. 136. 139 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
184. 6. 47. 102 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to vww i df . il/894-en/i df gdover. aspx B ock 1
68.180.228. 112 |lLhited Sates |[147.237.77.216|dover. i df.i | Uhaut hori zed URL Access to waw idf.il/anan/ B ock 1
109. 253. 211. 47 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5. 29. 72. 209 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
89.138.117.1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
77.126.212. 155 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
188. 143. 232. 62 gz::;”i on 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to waw tikshuv.idf.il/900-he/ B ock 1
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter pop in wwy aka.idf.il/nmai n/ hone/ None

157. 55. 39. 226 Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed URL Access on 147.237. 72. 166/ B ock
107.178.194.79 |Wited Sates  |147. 237.77. 216 |dover. i df . i | D stri uted lT:;fggggg?ﬂeﬁviﬁc_ispﬁn Bock |1
2.52.17.54 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.182.216.18 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct | 00$ct | 00ScphMi n$ephSachar $ctl 80.y in None 1

wwn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
185.32.179.94 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Lhknown SSL Sessi on None 1

Uhaut hori zed URL Access to waw aka. idf.il/niluinitenpl ates/
http:/ww aka.idf.il/sip storagel/fil es/ 6/66556. pdf

5.29. 164. 192 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
URL is Above Root Orectory

viwy i df . i | /. ./ shared/ user cont rol s/ header upper/
Unknown Paraneter _ VI EASTATEENCRYPTED i n
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
] . . D stributed Unhauthorized URL Access on
204.13.201.138 |thited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. B ock 1
Ml tiple Ful lwidth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
from 66. 249. 78. 159

] . . D stributed Unhauthorized URL Access on

162.247.72.27 |lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. B ock 1

D stributed Uhauthori zed URL Access on

68.180.229.239 |lnited Sates |147.237.72.166|aka.idf.il B ock 1

117.86.131.29 |China 147.237.77. 216 |dover . i df . i | B ock 1

89. 139. 178. 184 |l srael 147.237.72. 166 |aka. i df . i |

66.249.78.159 |Israel 147.237.77. 216 |dover . i df .i | B ock 1

107.178.194.83 |lhited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
185.32.179.94 |Israel 147.237.72.166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
77.125.155. 144 |Israel 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
141.212.122. 209|Uhited Sates  [147.237.76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
89. 187. 142. 208 |czech Republ i c |147. 237.77. 216 |dover .i df . i Distributed Lhaut hori zed LRL Access on Bl ock 1

waw i df . i | /1133- 22461- he/ dover . aspx.
D stributed Uhauthori zed URL Access on

204.13.201.138 |lhited Sates |147.237.77.216(dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
176.13.21.245 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.78.216 |Israel 147.237.77.243|nobi l e. i df . i | Suspi ci ous Response Code B ock 1
109. 64.221.52 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wwy aka. i df.il/main/giyus/ww navy.idf.il [B ock 1
2.54.133.16 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
85.65.117.143 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
185. 120. 125. 31 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
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