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Attacker Address |Attacker Country Target Address Signature Device Action Count
82.81.12.176 | srael 147.237. 72. 166 aka.idf.il |[Block Ulp Al Nets drop 107
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |S gnature Devi ce Action

123. 26. 251. 210 M et nam 147.237.77. 74 lawidf.il Q008: HITP. Xenu User Agent B ock 1
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Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
117. 240. 187. 67 147.237.77.216 |india dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
66. 249. 78. 146 147.237.72.166  [lhited States aka.idf.il ET SCAN NVAP -sA (2) 2
117. 240. 187. 67 147.237.77. 212 India e.dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
117. 240. 187. 67 147.237.77.121  |india e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
117. 240. 187. 67 147.237.0. 34 Indi a tikshuv. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.77. 170 Chi na naar achot . i df . i1 ET SCAN Potential SSH Scan 1
140. 112. 16. 20 147.237.76. 31 Tai wan nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
117. 240. 187. 67 147.237.0. 16 I ndi a ny-kosher-kravi . i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
115. 182. 17. 13 147.237.72. 166 Chi na akaidf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237.76. 30 Chi na hi nush. i df . i ET SCAN Potential SSH Scan 1
117. 240. 187. 67 147.237.77. 179 India e.nazi.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 235. 254. 181 147.237.76. 148 Tur key ggcenter. aka. i df . il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
117. 240. 187. 67 147. 237. 76. 201 India e.atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93. 181 147.237.76.176  |Netherl ands test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
117. 240. 187. 67 147. 237. 76. 197 Indi a e. hinush. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
93.174.93. 181 147. 237.0. 35 Net her | ands akave. i df . il ET SCAN NMAP -sS wi ndow 1024 1
117. 240. 187. 67 147. 237. 76. 86 I ndi a navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
117. 240. 187. 67 147.237.76. 31 India nakchal . i df il ET SCAN Potential WNC Scan 5900- 5920 1
218. 246. 0. 97 147.237.76.197  |China e himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62. 76. 185. 223 147. 237. 76. 148 Russi an Federation ggcent er . aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
117. 240. 187. 67 147. 237.8. 27 India e.nadimatal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.77.205  |China prishaidf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 147. 237. 76. 148 Lhited Sates ggcent er . aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
117. 240. 187. 67 147.237.0. 19 Indi a nadi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76.202  |China ehaagidf.il ET SCAN Potential SSH Scan 1
140. 112. 16. 20 147.237.76. 31 Tai wan nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
115.182. 17. 13 147. 237.72. 166 Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
59. 45. 79. 117 147.237.76.198  |China e.yohal an.idf .il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147. 237. 76. 148 Tur key ggcent er . aka. i df . i | ET SCAN NVAP -sS wi ndow 2048 1
59. 45. 79. 117 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
93.174.93. 181 147.237.77. 61 Net her | ands e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
117. 240. 187. 67 147. 237. 76. 199 Indi a e. nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.0. 16 Chi na ny- kosher -kravi . i df i ET SCAN Potential SSH Scan 1
93.174.93. 181 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
117. 240. 187. 67 147. 237. 76. 147 Indi a chi nuch. aka. i df il ET SCAN Potential WNC Scan 5900- 5920 1
46.161. 40. 120 147.237.77. 226 Russi an Federation vy chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
93.174.93. 181 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
117. 240. 187. 67 147.237.76. 42 Indi a refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
66. 240. 213. 93 147.237.8. 24 Lhited Sates e lifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
117. 240. 187. 67 147.237.72. 14 India dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237.77. 227 Chi na e. hamaz. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature i\tnif;
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
46. 18. 23. 227 (F;ajcis;i';'ja” Territon 147 237.77. 176 |nat pash. i df . i dr op Frst packet isn't SWN drop 7
S reaning Engi ne: TCP i i ssi
66.249.78.252 |Uited Qates 147.237.0.19 |madimatal.idf.il mng tngine- 1 Invalid segnent retransmssion. | 6
Inval id Retransm ssion Packet dropped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover i df . Bl ock HTTP Non Conpl i ant dF:’t;ed tohandie comnection | oiior |6
195.34.150.18 |Austria 147.237. 77. 216 |dover . i df . i B ock HTTP Non Conpl i ant dF:’ILEd to handie comnection | pivor |5
Sreamng Engi ne: TCP Invali d segnent retransnission
66. 249. 78. 37 Lhited Sates 147.237.77. 234 |hal ag.idf.i | ) o " |dro 4
ag Inval id Retransm ssion Packet dropped. P
Streamng Engi ne: TCP Invalid segnent retransnission
66. 249. 78. 51 Wited Sates 147.237.77. 234 |hal ag.idf . i1 ) o " |dro 4
ag Inval i d Retransmission Packet dr opped. P
70.39.186.218 |Satellite Provider [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpliant |Response out of state monitor |3
S reamng Engi ne: TCP i i ssi
109. 253. 220. 60 |Israel 147.237.72. 166 |aka. i df . mng gl ne. 1 Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop
8.37.227.68 Anonyrous Proxy [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpliant |Response out of state noni t or
S reaning Engi ne: TCP Inval i d segnent retransnission
66.249. 65.109 |Lhited Sates 147.237.77. 234 |hal ag.idf .i | . . " |dro 2
ag Inval i d Retransnission Packet dropped. P
208.115.113.89 [Lhited Sates 147.237. 77. 216 |dover.i df .i | drop SAMrul e drop 2
Sreamng Engi ne: TCP Invali d segnent retransnission
66. 249. 78. 44 Lited Sates 147.237.77. 234 |hal ag.idf.i | ) o " |dro 2
ag Inval id Retransm ssion Packet dropped. P
Sreamng Engi ne: TCP i i ssi
66.249. 64.190 |lnited Sates 147. 237.72. 166 |aka i of . i | M Nng Engine: 1 Invalid segnent retransmssion. | 2
Inval i d Retransmission Packet dr opped.
208.115.113.89 |lhited Sates 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 1
141. 212. 122. 208|Wnited Sates 147.237.8.27 |e.madimatal.idf.il  |Geo-l ocation enforcement (::?O'rgzxf” I nbound drop 1
74.82. 47.35 Lhited Sates 147.237.76. 196 |e. sviva i df . i Geo-1 ocation enforcenent |&0! ocation inbound drop 1
enf or cenent
216. 218. 206. 118|lnited Sates 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent (::?O'rgzxf” I nbound drop 1
37.46.39.171 I srael 147.237.72. 166 |aka i of .i | Bad TCP sequence Inval i d ACK nunber noni tor |1
185. 27. 105. 148 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
104.130.78.65 |Uhited States 147. 237. 77. 216 |dover i df . B ock HTTP Non Conpl i ant dFZ’I;ed to handle comnection oy or |1
46. 19. 85. 243 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
8.37.227.70 Anonyrous Proxy [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpliant |Response out of state mnitor |1
141. 212. 122. 209|Wited Sates 147.237.8.27 |e.madimatal.idf.il  |Geo-location enfor cenent ﬁ?olrggi'nfn  nbound drop 1
74.82. 47.38 Lhited Sates 147.237.8.27 |e.medimatal.idf.il  |Geo-l ocation enforcement Sﬁ?;rz;ﬁ:nfn I nbound drop 1
216. 218. 206. 118|lhited Sates 147. 237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.46. 39. 237 I srael 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
185. 27. 105. 148 |l srael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
70.39.186.222 |Satellite Provider |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpliant |Response out of state monitor |1
46.120.255.39 |[Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
8.37.227.81 Anonyrous Proxy [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpliant |Response out of state mnitor |1
184.105. 139. 79 [Wnited Sates 147.237.77. 121 |e. navy. i df . i Geo- | ocati on enf or cenent ﬁ?olrggi'nfn  nbound drop 1
79.180.69.121 |[lIsrael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
216.218. 206. 118|lnited Sates 147.237. 72. 166 |aka. i df . il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.85 |China 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SN drop 1
74.82.47.14 Lhited Sates 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.176.128.153 [Uited Sates 147. 237. 77. 216 |dover i df . B ock HTTP Non Conpl i ant dFZ’I;ed to handle comnection oy or |1
216.218.206. 95 |lLnited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
8.37.228.77 Anonyrous Proxy [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpliant |Response out of state mnitor |1
184. 105. 247. 216|lhited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
85.65.3.7 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 1
208.115.113.89 [Lhited Sates 147.237.72. 166 |aka.i df .i | drop SAMrul e drop 1
123.125.71.85 |China 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
74.82.47.14 Lhited Sates 147. 237.76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 111|Wnited Sates 147. 237. 76. 198 |e. yohal an. i df . i | Geo- | ocati on enf or cenent (::?O'rgzxf” I nbound drop 1
37.46.39.31 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |1
184. 105. 247. 236 |Wnited Sates 147.237.0.17 ;nlnly kosher-kravi. Td foyn At ack SYN -> SYN-ACK -> RST rej ect 1
85.65.3.7 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |1
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176.13.19. 187 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
66.249.78.159 |[Israel 147.237.77.216|dover.idf .i| |Miltiple Unhauthorized URL Access from 66.249. 78. 159 B ock 2
109. 253. 214. 214]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
86.126. 76. 134  |Romani a 147.237.77.216|dover. i df.i| |Wauthorized URL Access to waw idf.il/xmrpc. php Bl ock 1
. . |Uhaut hori zed URL Access to
66.249.65. 112 | sr ael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pts/j query. pl ugi ns/slider.js B ock !
157. 55. 39. 89 Lhited Sates |147.237.72.166|aka.idf .il Lhaut hori zed URL Access to aka.idf.il/kanar/c B ock
66.249.79.108 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1239-he/ at al . aspx B ock 1
5.102.211.110 [israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . D stributed Unaut hori zed URL Access on
194. 150. 168. 95 |Ger many 147.287.77. 216 |dover . idf il | ° 0 o e 1133, 22461 he/ dover . aspx. Bl ock 1
} . . D stributed Uhauthori zed URL Access on
107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df.i| [Wauthorized UR. Access to 147.237.77. 216/ robot s. t xt B ock
68.180.230.29 |Lhited Sates |147.237.77.176 |nmat pash. i df . i I|Paraneter Type Mol ation PageNumin waw cogat . i df .i1/1038- he/ cogat . aspx |[Bl ock
14.192. 214. 135 |Mil aysia 147.237.77.216|dover.idf.i| |[Dstributed PHP Attenpt B ock 1
. . . D stributed Unaut hori zed URL Access on
204.13.201.138 [Lhited States  |147.237.77.216(dover. idf. il | - & a0 o0 8] el dover aspx. Bl ock 1
} . . D stributed Uhauthori zed URL Access on
107.178.194. 83 |Uited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 [dover. i df . i1 | % 4 1)) 1133- 18848- he/ kkkkkkk=6de3a06ekkkkkkk 6de3a06e Bl ock !
84.228.119.38 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Paramet er __VI EVBTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
14.192. 214. 135 |Mil aysi a 147.237.77.216|dover.idf.il |Dstributed Unauthorized URL Access on waw i df.il/xnirpc. php B ock 1
: ; ; D stributed Uhauthorized URL Access on
204.13.201.138 [lhited States  [147.237.77.216(dover.idf.il | o i) 1133 22638- hel dover aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.159 |Israel 147.237.77. 216 |dover . i df . i | wwi i /international training israel asp B ock 1
185. 27. 105. 148 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
86.126.76.134 |Romani a 147.237.77.216|dover.idf.i| |[Dstributed PHP Attenpt B ock
. . D stributed Unaut hori zed URL Access on
37.49.226.236 [Netherlands  [147.237.77.216(dover.idf.il | - 1155 50638 el dover . aspx. Bl ock 1
216.218.206. 66 |Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
157. 55. 39. 15 Lhited Sates [147.237.77. 176 [mat pash. i df . i I|thaut hori zed URL Access to ww cogat.idf.il/recruitinfornation B ock 1
66.249.78.236 |lsrael 147.237.76.42 |refuah.idf.il [Unauthorized URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
2.54.29.125 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
191. 232. 136. 144|Uhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
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