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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 107

149. 202. 73. 219 Ger many 147.237.76. 38 eeneitav.idf.il ock_Udp All _Nets drop 1

158. 69. 123. 26 Lhited Sates 147.237. 76. 30 hi nush. i df .i | Bl ock Wp Al Nets drop 1

173. 208. 176. 2 Lhited Sates 147.237. 76. 148 ggcenter.aka idf.il [Block Np Al Net drop 1

93. 172. 148. 93 | srael 147.237.77. 205 prisha.idf.il JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Slgnarure Devi ce Action |Oount

151. 80. 31. 118 Italy 147. 237. 76. 147 chi nuch. aka.idf.il 228: HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry |Ste Signature

195. 34, 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

46.55.4.55  |147.237.76.30 |\ dova, hi mush. i df i ) y 1

Republ i ¢ of Potential Scan or Brute Force
5.230.134.13 [147.237.0.19 |Ger many nadimatal.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 [147.237.8.24 |China elifestyle.idf.{ET SCAN NMAP -sS wi ndow 1024 1
, L ET DO Large amount of TQP ZeroVndow - Possible Nkiller2 DDos

109. 66. 22. 23 147.237.76. 30 [l srael hi nush.idf.il 1
attack

5.230.134.13 |147.237.0.19 [Ger many madi matal .idf.i [ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover.i df .il dr op SAMrul e drop 34
54.244.22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 31
197.231. 221. 211 |Li beria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 18
172.56.8.244  |Wnited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
109. 160. 181. 207l srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 9
54.244.22.103 |lhited Sates |[147.237.77.233|atal.idf.il dr op First packet isn't SYN drop 8
41. 33.232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
109. 253. 135. 246 i srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval i d|invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
93.172.148.93 |[Israel 147.237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
2.54.49. 186 I'srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 188 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
93.172.148.93 |[Israel 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
217. 44.107. 221 LKJ?i;gegom 147. 237. 77. 216 |dover . i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
66.249.78.130 |lhited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 2
Ret ransni ssi on Packet dr opped.
93.172.148.93 |Israel 147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
66.249.78.144 |United Qates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |, oo 2
Ret ransn ssi on Packet dr opped.
68.180.228.112 |lited Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid finval i d segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 188 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 2
93.172.148.93 |israel 147.237.0.17 ]["I"Iy kosher-kravi.1d |oyN At ack SYN -> SYN-ACK -> RST rej ect 2
75.126.221.55 |Uhited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |1
188.138. 9. 49 Ger many 147. 237.77. 216 |dover.idf .il DOrectory Traversal directory traversa overflow noni t or 1
54.244.22.103 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il dr op First packet isn't SYN drop 1
173. 252. 46. 103 |canada 147.237.77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
184. 105. 247. 220|Wited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 215|wnited Sates  [147.237.8.50 e tikshuv.idf. il Geo- | ocati on enf or cenent ﬁ?o'rg;‘;‘:nf” I nbound drop 1
93.172.148.93 |lsrael 147.237.76. 148 |ggcent er. aka. i df . i | dr op drop 1
77.247.181. 165 |Net herl ands 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow noni t or 1
192.185. 4. 15 Lhited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |nonitor |1
178.217.187.39 |Poland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 235|Uhited Sates [147.237.77. 234 |nalag.iof .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
45.79. 168. 168 147.237.77. 176 |natpash.i df .il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 1
141.212. 122. 216|wited Sates  [147.237.8.50 e tikshuv.idf. il Geo- | ocati on enf or cement gﬁ?;'rggiinfn I nbound drop 1
91.108.183.50 [Sweden 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversa overflow monitor |1
184.105.139.76 |Lhited Sates [147.237.72. 156 |anan.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.73 |China 147.237. 72. 156 |anan. i df .il dr op First packet isn't SYN drop 1
93.172.148.93 |[Israel 147.237.72. 166 |aka. i of . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 244|Uited Sates |147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent ﬁ?;}:ggﬁ;ﬁn I nbound drop 1
151. 80. 31. 153 Italy 147.237.76.86 |navy.idf.il dr op SAMrul e drop
100. 37.215.215 |Uhited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
93. 115. 95. 207 g”&;ymus 147.237.77. 216 |dover. i of .i | Drectory Traversal directory traversal overflow monitor |1
64.10.78.243  |United Sates |147.237.77. 216 |dover.idf.i| Bad TCP sequence S ouranemt wih different Jajert 1
184.105.139. 94 |lhited Sates |147.237.8.24 |elifestyle.idr.il Geo-| ocati on enf or cenent gﬁ?olrggﬁ:nfn I nbound drop 1
37.46. 39. 95 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
123.125.71.73 |China 147. 237. 72. 156 |anan. i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
93.172.148.93 |lsrael 147.237.72. 167 |i shuri maka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47. 44 Whited Sates [147.237.72. 167 |i shuri maka. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 100. 85. 190 147.237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
109. 66. 22. 23 | srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

wawy i df . i | /1133-21915-ar/ i df gdover . aspx

Count ry Target Address |Site Sgnature Acti on ‘Count
79.176.10. 225 |l srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
. . . ULhaut hori zed URL Access to
109. 253. 146. 16 |l srael 147.237.77.243|nobi l e. i df . i | mobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 2
77.75.250. 47  |Ger many 147.237.77. 170 |maar achot . i df . i | |Unhaut hori zed URL Access to maarachot.idf.il/ol d/ wp-adm n/ Bl ock 1
62.0.104.94  |israel 147.237.72. 166 |aka. i df . i | x’l:cg e Untraceabl e S Sessions from62.0.104.94 (sigal gs IS None 1
. . . D stributed Uhaut hori zed URL Access on
204.13.201.138 |Lhited Sates  |147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
107.178. 194. 83 |Lhited Sates 147.237.77.216|dover. i df .il Uhaut hori zed URL Access to ww i df.il/1133-22638- he/ dover.aspx. |B ock 1
66.249. 78. 159 |[lIsrael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/print_bottomasp |B ock 1
. . . Uhaut hori zed Met hod CET for
157.55.39. 197 [Lited Sates 147.237.72. 166 |aka. i df . i | voww aka, i df i |/ kanhar/ cont act / def aul t . asp B ock 1
. . URL is Above Root Directory
77.247.181. 165 |Net her| ands 147.237.77.216|dover.idf . il v of i1/ ./ shared/ cl i ent scri pts/j query/j query-1 4.2, min. | s B ock 1
62.0.104. 94 I srael 147.237.72. 166 [aka. i df . i | SIS Untraceabl e Gonnection - sigal gs DoS Attack None 1
109. 65. 36. 190 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
68. 180. 228. 112 |Lhited S ates 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to wwn i df .il/newsite/french/0113- 3. stm B ock 1
40.77.167.35 |lthited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wan aka.idf.il/... B ock 1
188. 143. 232. 24 23:;;} o 147.237.0.34 |tikshuv.idf.il |Mitiple Unauthorized URL Access from 188.143.232.24 B ock 1
64.19.78.243 [lnited Sates 147.237.77.216|dover.idf .il D stributed Waut hori zed URL Access on 147.237.77. 216/ B ock 1
74.82.47.4 Lhited Sates 147.237.72.167|i shuri maka. i df . i|naut hori zed URL Access to 147.237.72. 167/ B ock 1
40.77.167.73 |lhited Sates 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76.31/robots. t xt B ock 1
192. 225. 226. 16 |ULhited Sates 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to maarachot . i df . il/wp-adm n/ B ock 1
84.109. 56. 184 |l srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to v idf.il/https:/wwidf.il/ Bl ock 1
. . Unhknown Paraneter 4d9c6f40 in
66.249.78. 146 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . i 1/ mai n/ kapat 2/ cont act Us. aspx None 1
157.7.105. 134 |Japan 147.237.77. 170 |maar achot . i df . i | |Unaut hori zed URL Access to maarachot . idf.il/bl og/ wp- adm n/ Bl ock
74.200. 236. 207 |Lhited Sates 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to maarachot . i df . il /wor dpress/ wp- adni n/ B ock 1
50.62.57.239 [lnited Sates 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to maarachot. i df. il /wp/wp-adm n/ B ock 1
. . . DO stributed Uhaut hori zed URL Access on
204.13.201.138 |Lhited Sates  |147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
) . . D stributed Unhaut hori zed URL Access on
107.178.194. 83 |Lhited Sates 147.237.77.216|dover.idf . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66.249. 78. 146 [l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catlD in ww aka.idf.il/yohal an/ hone/ hone.asp  [None 1
157.55.39. 163 |tnited Sates  |147.237.77.216|dover. i df .i | Wnauthori zed UL Access to B ock 1
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