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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address
82.81.12.176

| srael

Target Address

Signature

Device Action

Count

147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 107
158. 69. 123. 26 Lhited Sates 147.237. 76. 202 e.halag.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

At t acker At t acker .
count ry Target Address |Site

151. 80. 31. 154 |[italy 147.237.76. 42|refuah. i df .i |

28: HITP. AhrefBot craw er

m ny- kosher - kravi . i df . i : i ni i .
195. 3. 144, 92 Latvia 147. 237.0. 17 | ny $§r55ntl-iﬂ;l': access to adninistrator/index. php -> B ock 1

B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

66.249. 78. 254 |147.237.72.166|lhited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
182. 72.109. 162 |147.237.0.34 |india tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 |147.237.76.30 |lhited Sates |himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 113 |147. 237. 72. 217 |Wkrai ne eidf.il ET SCAN NVAP -sS wi ndow 1024 1
58.253.96. 122 |147.237.8.24 [China elifestyleidf.il ET SCAN NVAP -sS w ndow 4096 1
191. 54. 167. 93 |[147.237.0.19 |Prazil nadi matal .idf.il ET SOA!\IBehavi oral Unusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
168. 62. 238. 153 |147.237.76.38 |lLhited Sates |e.e.neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 171. 23. 126 |147. 237. 72. 217 |M et nam eidf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 113 [147. 237. 72. 217 |Lkr ai ne eid.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
66.249. 78. 158 |147.237.72.166|lhited Sates |aka idf.il SE?\/ER-APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
5.39.222.253 [147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
218.246.0.97 |147.237.77.19 |China I awforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
195.3.144.92 |147.237.0.17 |Latvia mny-kosher -kravi .idf.i1 [SERVER- WEBAPP adm n. php access 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi
176.13. 2. 79 I srael 147. 237. 77. 243 |nobi 1 e.i df .i | 9 =9 Inval i d segnent retransmssion. |, 21
Ret r ansni ssi on Packet dr opped.
79.177.119. 241 |lsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 19
Sreanming Engine: TCP Invalid i i ssi
31.210. 188. 122 | srael 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.
188. 161. 23. 33 ga:lcisgi':éa” Territoyl1 47 237. 77. 176 |nat pash. i o . i1 drop First packet isn't SN drop 16
Sreanming Engine: TCP Invalid i i ssi
46.19.85.110  |israel 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
149. 78. 235, 221 I srael 147.237.77. 243 |nobil e.i of i 9 =9 Invalid segnent retransmssion. . 9
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
212. 143. 139. 247 |i srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
176. 83.100. 152 |Spain 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i SSi
37.26.146.174 |israel 147. 237.77. 243 |nobi l e. i f . i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
5.29.117. 154 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
5.29.117. 154 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |6
2.54.51. 90 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
Sreanming Engine: TCP Invalid i i ssi
176.13.3.214  |Israel 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
66.249.78.230 |Uited Sates 147.237. 77. 243 |nobi l e.i df .1 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.192  |israel 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
66.249.73.201 |lnited Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.147 |Uited Qates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
197. 115. 4. 86 Ageria 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i SSi
84.228. 26. 4 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
197.115. 4. 86 Ageria 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
193.201.224.8 |lkraine 147.237.77. 170 |n@arachot . i df . i | drop SAMrul e drop
Sreanming Engine: TCP Invalid i i ssi
109. 64. 41. 243 |Israel 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
2.54.175. 71 | srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
197. 115. 4. 86 Ageria 147.237.76. 177 |ncore.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
62. 210. 136. 206 |France 147.237.77. 212 |e. dover. i df . i1 Geo- | ocati on enf or cenent Geo-locati on inbound drop 2
enf or cenent
197.115. 4. 86 Ageria 147.237.76. 200 |eitan. aka.idf.il drop First packet isn't SN drop
2.54.175. 71 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert
188. 161. 63. 93 gcf;i'géa” Territoryty 47, 237. 77. 216 |dover. i df .i drop First packet isn't SN drop 2
5.22.135.16 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
. A, . Geo- | ocati on i nbound
197. 115. 4. 86 Ageria 147.237.76. 196 |e.sviva.idf il Geo-| ocati on enf or cenent onf or coment drop 2
185.3.144.110 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |2
40.77.167.55 Lhited Sates 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SW drop 2
2.54.175.71 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |2
46.19. 85. 110 I srael 147.237.77. 243 |nobi | e.idf .i| Bad TCP sequence Invalid ACK nunber monitor |2
) . s ] Geo- | ocati on i nbound
197. 115. 4. 86 Ageria 147.237.76. 197 |e. hi nush.idf . il CGeo- | ocati on enf or cenent onf or coment drop 2
Sreaning Engine: TGP Invalid i i sSi
66.249.73.217 |wited Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
197.115.4.86  |Ageria 147.237.76. 202 |e.hal ag.i of . Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 2
enf or cenent
2.54.175.71 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or
197.115.4.86 Ageria 147. 237. 76. 148 |gqcenter. aka. i of . i | |dr op drop
) e SYNretransnmit wth different .
195. 3. 144. 92 Latvia 147.237. 77. 243 |nobi l e.i df .i | Bad TCP sequence i ndow scal nonitor |2
197.115. 4. 86 Ageria 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 2
2.54.175. 71 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
197.115. 4. 86 Ageria 147.237.76. 176 |test.ncore.idf.il |dr op First packet isn't SYN drop 2
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |monitor |2
197.115.4.86  |Ageria 147.237.76. 199 |e.nakehal .idf.il  |Geo- | ocati on enf or cement Geo-I ocati on i nbound drop 2
enf or cenent
188. 161. 23. 33 ga:lcisgi':éa” Territoyl1 47 237. 77. 176 |nat pash. i o . i1 Bad TCP sequence Invalid ACK nunber alert 2
41. 66. 45. 69 @te Divaire 147. 237.77. 216 |dover. i of .| Header Rgj ection header rej ection pattern found inlopor |1

r equest
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.2.79 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
109. 64. 41. 243 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 6
176.13.1. 153 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 4
85. 64. 160. 246 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 85. 64. 160. 246 B ock 4
46. 19. 85. 110 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response CQode B ock 3
31.210.188.122 [israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
] . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
79.182. 160. 253 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock
149. 78. 235. 221 |l srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Gode B ock
. . Paraneter Read Qhly Molation in
87.69.1.215 | srael 147.237.72.166 [aka. i df . i | vy aka. i df . i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx None 2
46.19. 85. 192 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
66.249.78.254 I srael 147.237.72. 166 |aka. i df . i | thauit hor | zed LRL Access to Bl ock 2
wn aka. i df . i | / consol e/ cor e/ doc_ngr/ gener al . aspx
46.19. 86. 19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
] . . O stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
. m ny- kosher-kravi .id
195. 3. 144. 92 Latvi a 147.237.0. 17 fil PHP Att enpt B ock 2
66.249.78.199 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/banachane B ock 1
] . . D stributed Lhaut horized URL Access on
204.13.201.138 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. - Unaut hori zed URL Access to
66.249.78.109  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1362- 16540- he/ dover . aspx B ock 1
5.29.117. 154 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
66.249.78.230 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |Wited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
81.221. 26. 26 Sutzerland  |147.237.77.216|dover.idf.i | Enail collector robots 14 B ock 1
] . - D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
66.249. 78.158 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
. - D stributed Lhaut hori zed URL Access on
150. 70. 173. 43 [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
87.69. 170. 99 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
176. 13. 3. 214 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
] . . O stributed Unaut hori zed URL Access on
107.178.194.87 |Wited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
81.221. 26. 26 Shtzerland  [147.237.77.216|dover.idf.il eMii | Hoar di ng B ock
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock
37.26.146.174 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
- - D stributed Lhaut hori zed URL Access on
150.70.173.43  |Japan 147.237.77. 216 |dover. i df . il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
89.138.182. 196 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
68. 180. 230. 226 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
66. 249. 78. 95 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx |Bl ock 1
m ny- kosher - kravi . i d
195. 3. 144. 92 Latvia 147.237.0. 17 f inly Admin Bl ocki ng B ock 1
66.249.78.159 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . i/ hi mush/ site/ he/ hi nush. asp [B ock 1
41. 66. 45. 69 Qte Dlvoire |147.237.77.216|dover.idf.il Dstributed eMi| Hoarding B ock 1
Unaut hori zed URL Access to
157. 55. 39. 89 Wited Sates |147.237.76.200(eitan. aka.idf.il www, ei tan. aka. i df.il/1093- 7963- he/ xzx?x™x" x@x—xzxexY  [B ock 1
. aspx
107. 173. 160. 108|wited Sates |147.237.77.74 lawi df il &ranet er Type \/1 ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Sear ch B ock 1
in vl awidf.il/656-en/ patzar. aspx
- - D stributed Lhaut hori zed URL Access on
77.247.181.162 |Netherlands |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.78.102  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1283- 15867- en/ dover . aspx Bl ock 1
- - D stributed Lhaut hori zed URL Access on
109. 201. 133. 100|Netherl ands ~ |147. 237. 77. 216 [dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
2.52.177. 244 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
85. 64. 160. 246 [l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to waw aka.idf.il/sip storagelfiles/ 4/ Bl ock 1
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