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01-30-2016-01:04:26 to 01-30-2016-02:04:26

|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 375
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 96
182. 245. 201. 245 Chi na 147.237. 76. 200 eitan.aka.idf.i|B ock Wdp All Nets drop 2




01-30-2016-01:04:26 to 01-30-2016-02:04:26

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Oount
151. 80. 31. 150 Italy 147.237.76. 86 navy.idf.il C228: HITP.  AhrefBot crawier B ock 2
151. 80. 31. 152 Italy 147.237.77. 170 naar achot . i df . i | 28: HITP.  AhrefBot craw er B ock 2
151. 80. 31. 154 Italy 147.237.76. 86 navy.idf.il (228: HITP. AhrefBot craw er B ock 2
151. 80. 31. 154 Italy 147.237.77.170  |naarachot.idf.il 228: HITP. AhrefBot craw er B ock 1
165. 215. 209. 15 Lhited Sates 147.237.77. 216 dover.idf.il 14511: HTTP. Wn32/ Qiga Fake User Agent B ock 1
151. 80. 31. 150 Italy 147.237.77.170 nmaar achot . i df . i | (228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

A tacker

‘Target Address count ry Signature

66.249. 78.242 |147.237.76.42 [Uhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 138
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.64.50 [147.237.72.166[lhited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
183.60.48.25  [147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan

177 229 157 42 |147. 237. 8. 14 |vexi co o orchot i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

91. 135. 201. 194 |147. 237. 76. 148 |Kazakst an gacenter. aka. i df .i [ET SCAN NVAP -sS wi ndow 3072 1
183. 82. 106. 200 [147. 237. 76. 201 |I ndi a eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 61. 109. 189 |147. 237. 77. 61 [Chi na e.cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
183. 61. 109. 189 |147. 237. 77. 61 [Chi na e.cogat.idf.il ET SCAN NVAP -f -sS 1
183.60.48.25 |147.237.76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
112. 196. 49. 101 [147.237.76. 44 |India erefuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 82. 106. 200 [147. 237. 76. 201 |I ndi a eatal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
183. 82. 106. 200 [147. 237. 76. 201 |I ndi a eatal.idf.il ET SCAN NVAP -f -sS 1
183. 61. 109. 189 |147. 237. 77. 61 [Chi na e.cogat.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
82. 145, 208. 223 |Eur ope 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 29
Sreaning Engine: TGP Invalid i i sSi
192. 116. 190. 190|1 srael 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. | 27
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
81. 218. 226. 208 I srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. | 16
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 253. 208. 121/l srael 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. | 15
Ret r ansmi ssi on Packet dropped.
66.249.81.196 |United Sates 147.237.0.34 [tikshuv.idf.il [dr op First packet isn't SN drop 10
Sreanming Engine: TGP Invalid i i sSi
109. 253. 201. 254|i srael 147. 237, 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
157.55.39.197 |wited Sates 147.237.72. 166 |aka. i df .i | 9 59 Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dr opped.
188. 161. 23. 33 gcf;i'géa” Territory. 1147. 237. 77. 176 |nat pash. i o i1 |dr op First packet isn't SN drop 8
reamn ine: TCP Invali i i Ssi
46.120.60.223  |israel 147.237.77. 243 |t e, i o1 |7 AMNG Engine: TP Invalid Jinvalid segrent retransnission. | 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
46.19.85.103  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.54.7.94 I srael 147 237. 77, 243 |t 1 e o 11 | €M NG Engi ne: TP alid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
176.13.17.63  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
141.8.132. 112 |Russian Federation  |147.237.72. 166 |akaidr.il || camng Engine: TCP alid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
109. 65. 129. 171 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19. 85. 8 I srael 147. 237 77. 243 |t 1 e o 11 | €M NG Engi ne: TP alid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |5
Sreanming Engine: TGP Invalid i i sSi
40.77.167.35  |uwited Sates 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 5
Ret r ansmi ssi on Packet dr opped.
31.210.186.95 |lIsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning BEngine: TGP Invalid i i ssi
66.249.78.146  |United Qates 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i sSi
217.132.37.50 |Israel 147, 237. 77, 243 |roti e o1 | €M NG Engi ne: TP alid invalid segnent retransnission drop 4
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
176.13.13.201 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i sSi
141.8.184.5 Russian Federation  |147.237. 72, 166 |aka idr.i1 |2 caNg Bngine: TCP Invalid finvalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
130.193.50.1  |Russian Federation  |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
212. 179. 243. 185|i srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
188. 161. 23. 33 (F;ajcis;i';'ja” Territory. |147. 237. 77. 176 |natpash. i o .i1 |Bad TCP sequence Inval i d AGK nunber monitor |2
40. 77. 167. 90 Lhited Sates 147.237.77. 176 |nat pash.i of .i | |dr op First packet isn't SYN drop 2
188. 161. 23. 33 g‘ilcisgi':('ja” Territory. |147. 237. 77. 176 |natpash. i df..i1 |Bad TCP sequence Inval i d sequence nunber monitor |2
188. 161. 23. 33 ga:lcis;i':éa” Territory. 1147, 237. 77. 176 |nat pash. i df .i1 |SYN At t ack SYN -> SYNACK -> Tineout  |rject 2
213.57.49.202 |Israel 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber alert 2
Sreaning Engine: TGP Invalid i i sSi
180.76.15. 144 |cnina 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansmi ssi on Packet dr opped.
172. 98. 84. 47 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 2
74.220.215. 204 |Uhited Sates 147.237.77. 176 |natpash.idf.i| |[Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |1
46. 19. 85. 33 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
173. 236. 152. 135|thited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |moni tor 1
8.37.227.81 Anonynous Pr oxy 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
. . e SYNtACXK retransmt wth .
141. 8. 183. 16 Russi an Federation 147.237.77. 176 [matpash.idf .i| |Bad TCP sequence di fferent wi ndow scal e noni t or 1
87.69. 44. 24 I sr ael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
218.22.211.69 |China 147.237.76.34 |yohalan.idf.il |dr op drop
141. 212. 122. 222|wited Sates 147.237.0.200 |mu.idf.il  |Geo-1ocation enf or cement Geo-I ocati on i nbound drop 1
enf or cenent
2.52.146. 184 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
93.115. 95. 202 |Anonynous Proxy 147.237.0.34 |tikshuv.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
46.121. 119. 197 [l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1
151.80.31.151 (italy 147.237.76.42 |refuah.idf.il |dr op SAMrul e drop 1
46. 19. 85. 124 I srael 147.237.77.233|atal .idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
31.210.187.127 |lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
141, 212. 122. 212|Whited Sates 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93. 168. 115. 140 [Ronani a 147.237.76.34 |yohalan.idf.il |dr op dr op 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.133.143 | srael 147.237.77.243|nobi l e. i df . i | Par anet er Type M ol ation Password in nobile.idf.il/sachar/login B ock 5
188. 143. 232. 15 stls;;”i o 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 188.143.232. 15 B ock 4
81.218. 226. 208 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock
109. 253. 208. 121|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
188. 143. 232. 15 RJSf;:I”i on 147.237.77.234|hal ag. i df . i | Mil tipl e Unauthorized URL Access from 188.143.232. 15 B ock 3
109. 253. 201. 254|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
2.54.41. 63 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
195. 154. 191. 97 |France 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock 2
79.182.61.138 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
98.139.204.23 |thited Sates [147.237.72.166|aka.idf.il Mil tipl e Unhaut hori zed URL Access from 98.139. 204. 23 B ock 2
Russi an wwv. chamat z. aka. i d . )
188. 143. 232. 35 . 147.237.77. 226 . Mul tiple Whauthorized URL Access from 188. 143. 232. 35 Bl ock 2
Federation foil
. . D stributed Lhaut hori zed URL Access on
194. 187. 168. 247|Fol and 147.237.77. 216 |dover . i df . il v i i 1/ 894- en/ i dff gdover . aspx Bl ock 1
66.249.79.106 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx |B ock 1
. . Unaut hori zed URL Access to
66.249.78.21 I srael 147.237.76.42 [refuah.idf.il wwy refua. atal .idf.il/tenpl ates/shared/ usercontrol s/ header upper/ B ock !
Unaut hori zed URL Access to
157. 55. 39. 11 Lhited Sates [147.237.76.42 |refuah.idf.il wan refua. atal . idf.il/tenpl at es/ shared/ user cont rol s/ navnenu/ unde |Bl ock 1
fined
46.19.85.8 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
109. 67.232. 162 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
85. 65. 25. 95 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
] . . D stributed Lhaut hori zed URL Access on
204.13.201.138 [Wited Sates [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
. . D stributed Lhaut horized URL Access on
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ 1 obot 5. t xt Bl ock 1
. . Unaut hori zed Met hod HEAD f or
109. 253. 222. 123]I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai / sachar / vi ewpaysl i p. aspx B ock 1
46.19. 85. 124 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
2.54.7.94 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
98.139.204.40 |lnited Sates |147.237.72.166|aka. i df .i | Unaut hori zed URL Access to aka.idf.il/bl og/ wp-adnin/ B ock 1
195. 154.191. 97 |France 147.237.77.216|dover. i df . i | Mil tipl e Lhaut hori zed URL Access from 195. 154. 191. 97 B ock 1
77.127.84.107 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to v aka. i df .il/miluim B ock 1
157. 55. 39. 66 Lhited Sates 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df.il/894-he Bl ock 1
46.19. 85. 35 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 160. 147. 239]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
85. 65.202. 183 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 1
- . Unaut hori zed URL Access to
66.249.78.242 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 6/ 3156.| pg Bl ock 1
141.212.122.209|Uited Sates  |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ Bl ock 1
. . D stributed Lhaut hori zed URL Access on
62.210. 105. 116 |France 147.237.77. 216 |dover . i df . i | v i df i | / 1133 22638- he/ dover . aspx. B ock 1
’ . . D stributed Unaut hori zed URL Access on
104.192.0. 18 Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
79.178.11.137 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock
Unaut hori zed URL Access to
157. 55. 39. 89 Lhited Sates |147.237.76.200|ei tan. aka.idf.il wwi. ei tan. aka. i df . il/1093-7963- he/ xZ2x?x™x" x@x—xZzxexY [B ock 1
. aspx
109. 160. 233. 83 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 1
46.19.85.82  |israel 147.237.72.166 |aka. i df . i | Illegal Byte Qode Character in LR /mainkapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
89. 138. 182. 196 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
188. 143. 232. 15 RJS|S;$ o 147.237.77.234|hal ag. i df . i | Unhaut hori zed LR Access to ww | ogistics. atal .idf.il/931-he/ B ock 1
. . Unaut hori zed URL Access to
66.249.78.248 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 3491 | pg B ock 1
- . Unhaut hori zed URL Access to
149.78.32.226  |lIsrael 147.237.77.234|hal ag.i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72.166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Uited Sates [147.237.77.216|dover.idf . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
195. 154. 191. 97 |France 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/license. php B ock 1
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawnidf.il/error. htm B ock 1
] . . Unknown Par anet er d6369898 in
157.55.39. 197 |lhited Sates  |147.237.72.166|aka.idf . il v aka. i df . i |/ i n/ hore/ def aul t . aspx None 1
46.19. 85. 82 I srael 147.237.72. 166 |aka. i df . i | Mitiple I1legal Byte Qode Character in URL from46. 19. 85. 82 Bl ock 1
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