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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al _Nets drop 108
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2

74.91. 28. 59 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1

95. 100. 174. 66 Eur ope 147.237.76. 34 yohal an.idf.il |Block Udp All Nets drop 1

74.91. 28. 60 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1

74.91. 28. 61 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

A t acker

Target Address ountry Signature
176.13.2.196  [147.237.0.19 |israel nedi matal .idf.il GPL SCAN nyscan 4
176.13.2.196 |147.237.0.19 |Israel nadi matal .idf.il I NDI CATOR- SCAN nyscan 4
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 78. 146 |147.237.72.166 |lhited Sates [aka.idf.il ET SCAN NVAP -sA (2) 2
154, 73. 170. 162 |147. 237. 77. 227 e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
11353 129. 250 |147. 237 76. 30 |Thai I and Hrushi b il ET SJAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.240.213.93 |147.237.0.34 |Uhited Sates [tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 |147.237.72.167|Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
154. 73. 170. 162 |147. 237. 77. 227 e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 2048 1
154. 73. 170. 162 |147. 237. 77. 227 e hanaz.idf.il ET SCAN NVAP -f -sS 1
66.240.213.93 |147.237.0.17 |[lnited Sates [mny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1




01-29-2016-23:04:06 to 01-30-2016-00:04:06

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
195. 239. 16. 53 stls;;”ion 147.237.77.74 |lawidi.il  |Block HTTP Non Conpl i ant Failed to handle connection data  |monitor |26
195. 239. 16. 40 RJSS::t”ion 147.237.77.74 |lawidf.il  |Block HTTP Non Conpl i ant Failed to handl e connection data  [monitor |26
2.54.7.119 | sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
Russi an o Sreaming Engine: TGP Invalid Invalid segnent retransnssion.
141.8.132. 112 et ot i on 147. 237. 72. 166 |aka.i df . i | Ret 1 ansm Ssi on Packet dr opped. drop 15
. . SWNretransmt wth different .
5. 28. 166. 102 I srael 147.237.77.234|hd ag.idf.il |Bad TCP sequence Vi ndow scal e noni t or 14
Sreanming Engine: TGP Invalid i i ssi
109. 67.61. 118 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segment retransmssion. drop 12
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.18. 5 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 65. 190. 67  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
. . SWNretransmt wth different .
5. 28. 166. 102 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Vi ndow scal e noni t or 6
Sreanming Engine: TGP Invalid i i ssi
109. 65. 190. 67  |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
46.19. 85.13 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
Sreaming Engine: TCP Invalid i i ssi
213.57.200.51 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransnission. drop 6
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 13 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TP Invalid i i ssi
109. 186. 63. 173 |Israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =g Inval i d segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
reamng BEngi ne: TCP Invali i i ssi
89.139.47.40 | srael 147.237.77. 243 ot e i o1 [ SAMNG Engine: TP Invalid  finvalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 108 I sr ael 147.237.72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
84.94.126. 154 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
Sreanming Engine: TGP Invalid i i ssi
46.116.35.53  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmssion. drop 4
Ret ransnm ssi on Packet dropped.
54.244.22.103 |wited Sates  |147.237.77. 176 |matpash.icf.il [dr op First packet isn't SN drop 4
84.111.160.55 |Israel 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46.120.90.176 |Israel 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
195.34.150.18 |Austria 147.237.77. 216 [dover.idf.il |Bl ock HTTP Non GConpl i ant Fail ed to handl e connection data noni t or 4
37.46.38. 248 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
109.64.113. 71 |Israel 147.237.72.166 |aka.iof.il  |Bad TOP sequence SN retransnit with different monitor |4
w ndow scal e
91.200.12.141 |kraine 147.237.77. 216 |dover.idf.il |drop SAMrule drop 4
Sreanming Engine: TGP Invalid i i ssi
77.125.103.77 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TQP Invalid i i ssi
31.154.19.210 | srael 147. 237. 77. 243 |mbi l e. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
37.46.39.10 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
77.125.129.11 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
192. 116. 190. 190|i srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 58 I srael 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.181. 189. 215 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Russi an o Sreaning Engine: TGP Invalid Invalid segnent retransm ssion.
141.8.184.5 rat i on 147.237.72. 166 |aka i df .i | Ret r ansmi ssi on Packet dr opped. drop 3
Sreaming Engine: TCP Invalid i i ssi
176.13.3.1 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
149. 78.198. 160 |l srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 3
37.46. 39. 204 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi
79.182.212.73  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.137. 53 I srael 147. 237.72. 166 |aka i f .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Russi an . .. |Streaming Engine: TCP Invalid Invalid segnent retransnssion.
130. 193. 37. 16 eration 147.237.0.34 |tikshuv.idf.il Ret r ansmi ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
82.81. 41. 70 I srael 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
185.3.146.232 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.229.29.123 |israel 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Russi an . .. |Streaming Engine: TCP Invalid Invalid segnent retransnssion.
130. 193.51.91 eration 147.237.76. 200 |ei tan. aka. i df . i Ret r ansmi ssi on Packet dr opped. drop 3
2.52.130. 219 I srael 147.237.0.34 |tikshuv.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
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A tacker .
Attacker Address count ry Target Address ‘Ste ‘Slgnature
100. 127. 170. 254 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
46. 19. 85. 54 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or
85. 140. 1. 159 :ZZ:I'}O” 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13. 2. 196 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 134
176.13. 2. 196 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 132
46.19. 85. 225 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 89
176.13.20. 169 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 36
46.19.85.225  |israel 147.237.0.19 |nadimatal .idf. | ng’l'\:%yslc’;zéhe Sane Response (bde (404) in Session from Bl ock 19
87.68.85.228 |Israel 147.237.0.34 |tikshuv.idf.il ;(7’?6'\;r;y5_°;2;he Sane Response Code (404) in Session from Bl ock 17
89.139.39.246 |[Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) Bl ock 17
213.57.200.51 |israel 147.237.77. 243 |nobi | e. i df .i | nq;;“f Q?réfz_??/ Cu;‘eggrcﬁim;esu tehi | ddocunent </ 1152 B ock 4
176.13.0. 238 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.7.181 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 3
109. 253. 206. 229|1 sr ael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 3
46. 19. 85. 249 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.228.185. 9 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
109. 253. 158. 15 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
77.127.26.155 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
2.54.7.119 I srael 147.237.72.166 |aka. i df . i | m;(sﬂtgfd_ iﬂa#;hniréiﬁ‘;/ﬁtf‘;f?;ﬁg A Bl ock 2
176.13.18.5 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
120. 34. 98. 33 Chi na 147.237.77. 216 |dover . i df . i | PHP At t enpt Bl ock 2
64.74.215. 16 Wited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 64.74. 215. 16 B ock 2
77.126.100. 192 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
66. 249. 78. 95 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx Bl ock 1
107.178.194.79 |Uited Sates [147.237.77. 216 |dover.idf il |0 ST oed 1%‘;;2;&;;?;’}9%&??:&” B ock 1
84.94.126.154 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwy aka. i df .il/mai n/ sachar/ about . aspx B ock 1
66.249.78.228 |[Israel 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wwwidf.il/error. htm Bl ock 1
120. 34. 98. 33 Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/xnrpc. php Bl ock 1
109. 65. 178. 138 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
64.74.215. 16 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwu i df.i|/shared/ usercontrol s/ navnenu/ Bl ock 1
213.57.200.51 |Israel 147.237.77.243|nobi l e. i df . i | D stribut ed Suspicious Response CGode Bl ock 1
85. 64. 96. 55 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
31.154.19.210 [israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
176.13. 1. 85 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt%f_??/ g;‘eggrcyisemgtesll et | ddocunent s/ 1071 B ock 1
66.249.78.109 I srael 147.237.77. 216 |dover . i df . i | D e bl i i adover . aspx B ock 1
109. 253. 203. 25 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
107.178.194. 87 |uited Sates 147.237.77. 216 [dover.idf.il [0l ted lffgf:gzgfﬁeﬁvﬁf?ssp;” B ock 1
84.94. 184. 68 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Unknown Paraneter docld in
2.54.177. 207 I srael 147.237.72. 166 |aka. i df . i | wian aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i mages/ nast er/ f avi con. gi |None 1
f
195. 154. 146. 225|France 147.237.77.216|dover. i df .i | I11egal HITP \ersion HITR B ock 1
149.202. 98. 161 |Ger many 147.237. 7. 216 |dover . i df .i| [0 SI7] uted 1?;;};;&;;?&%&?21;” Bl ock 1
66. 249. 79. 108 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
109. 67.61. 118 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code Bl ock 1
66.249.64.50  Israel 147. 237.72. 166 |aka. i df . i | phaut horf zed LR Aocess 1o doc. mar/ general . aspx Bl ock 1
31.154. 94. 41 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
77.127.193.203 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
66.249.78.120 | srael 147.237.0.34 |tikshuv.idf.il mui IhE;'hf‘Sdl ;Jfl'i ffrcrgzil . e msen dressage. aspx Bl ock 1
109. 64.59. 168 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
84.110.7. 189 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . i/ mai n/ sachar/ undefi ned Bl ock 1
2.54.181.53 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
195. 154. 146. 225|France 147.237.77. 216 |dover . i df . i | Miltiple Illegal HITP Version from 195. 154. 146, 225 Bl ock 1
157. 55. 39. 92 Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter 4f9c0c80 in waw aka. i df.il/mai n/ hone/ defaul t.aspx |None 1
68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il Parareter Type M ol ation PageNumin www i df . il/1380-he/ dover . aspx B ock 1
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