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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 89
79.183. 151. 252 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets drop 6

168. 235. 207. 196 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp |drop 4

157. 55. 39. 114 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
142.54. 169. 163 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1

142. 54. 169. 166 Lhited Sates 147.237.0. 17 mny-kosher-kravi.idf.il |bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address

|Att acker Gountry

Target Address

|Site

|Sgna1 ure

Devi ce Action

‘Count

74.120. 209. 148 Lhited Sates 147.237.77. 216 dover.idf.il |Cl01: HITP Hacked in the LR B ock 4
151. 80. 31. 153 Italy 147. 237.76. 42 refuah.idf.il |28 HITP. AnrefBot craw er B ock 3
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C103: HTTP. User Agent Sogou+web+spi der Bl ock 1
151. 80. 31. 150 Italy 147.237.76. 42 refuah.idf.il |28 HITP. AhrefBot crawer B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
74.120.209. 148 |147.237.77.216|Wited Sates  |dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Veb Server) |4
172. 245. 128. 159|147. 237.76. 86 [lLhited Sates |navy.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 78.254 |147.237.72.166 |lhited Sates [aka idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 76. 199 |Chi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 237 |147.237.8.27 e madimatal .idf.il ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 117 147.237.76. 44 |China erefuah.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237. 76. 197 |Lhited Sates  |e. hinush.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72.14 |China dover.idf.il(old) ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147.237.0.19 [Lhited Sates |nadimatal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
115.231.9. 148  |147.237.77. 178 |Chi na e. mat pash. i df . i ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147.237.76. 42 |Netherl ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
87 68 158 140|147 237 76.30 |1 s ael Himsh i df | ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack
66.240.213.93  [147.237.77. 170 |Wited Sates  |[naarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 154. 60. 27  |147.237.77.216 |Uhited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 202 [Chi na e haag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 147 |Chi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 201 |Lhited Sates |e.atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
162.222. 185. 165|147. 237. 76.39 |lhited Sates |nobile neitav.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147.237.0.15 |lhited Sates  |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 113 [147.237.0.34 |lkraine tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 39. 222. 253 147.237.76. 31 |Netherl ands nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 64. 97 147.237.77.170|Wnited Sates  |naarachot.idf.il ET SCAN NVAP -sA (2) 1
59. 45. 79. 117 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry [Target Address |[Ste Signature
168. 235. 207. 196|lnited Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 153
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreaming Engine: TGP Invalid i i sSi
192. 116. 190. 190|1 srael 147. 237.76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g 27
Ret ransm ssi on Packet dropped.
Russi an R, Streaming Engine: TCP Invalid [invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 18
46. 19. 86. 89 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 18
79.177.232. 238 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor  [15
w ndow scal e
5.22.131.7 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber monitor |15
46. 19. 85. 155 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 13
Sreamng Engine: TCP Invalid i i ssi
5. 66. 139. 75 United Kingdom |147.237.77. 216 |dover.idf.il 9 =g Inval id segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19. 86. 61 I srael 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
. . SYNretransmt wth different .
109. 253. 200. 179|I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 7
46. 19. 86. 250 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
69.113.151. 67 |Lhited Sates 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid i i ssi
79.182.128. 238 I srael 147. 237.72. 166 |aka i f . 9 =g Inval id segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
109. 65. 116. 206 || srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 27. 105. 125 |Israel 147. 237.72. 166 |aka i f . 9 =g Inval id segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
188. 120. 148. 253|l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
149.88. 85.161 |l srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
reamn ine: TCP Invali i i ssi
80. 178. 190. 165 |Israel 147.237.72. 166 |aka i df . Streaming Engi ne: TCP Inval id - invalid segnent retransnissi on, drop 6
Ret r ansn ssi on Packet dropped.
94.159.211.11 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
94.159.211.11 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [noni tor 5
87.68.158.140 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
2.52.172. 129 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |nonitor |4
Sreaming Engine: TGP Invalid i i sSi
89.177.143.2  |Czech Republic  |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
37.26.146.217 |Israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TP Invalid invalid segnent retransmssion drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
87.68.75.176  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
77.125.9.210  |israel 147. 237.72. 166 |aka i df . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansn ssi on Packet dropped.
94.159.152.55 |lsrael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 3
5.102.254. 148 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
37.26.147.184 |israel 147. 237. 77. 243 |mobi l e, i f . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.183.59.71  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 158. 88 |l srael 147. 237. 72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.22.131.7 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber aert 3
84.108.27.254 |lIsrael 147.237.76.31 |nakchal.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |3
Sreamng Engine: TCP Invalid i i ssi
79.179.55.213  |israel 147. 237.72. 166 |aka i f . 9 =g Inval id segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
41.254.8. 139 |- bvan Aeb 147.237.77. 216 |dover.idf.il  |dro First packet isn't SIN dro 3
) s Janzhi riya ) o o P P& P
Sreamng Engine: TCP Invalid i i ssi
79.176.33.241 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
79.182.118.9  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransnmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.176. 146. 222 I srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Russi an o Streaning Engine: TCP Invalid |invalid segrent retransmission.
178.154.189.201(° 1~ " 147.237.72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 3
31.210.188. 106 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
46.19.86.208  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Russi an R Streaming Engine: TCP Invalid [invalid segnent retransnission.
130. 193. 50. 14 Federat i on 147.237.77. 243 |nobile.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i sSi
79.182.128.199 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 3

Ret r ansm ssi on

Packet dropped.
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Attacker Address |Attacker Gountry [Target Address |[Ste Signature

Streaming Engine: TCP Invalid [invalid segnent retransnission.
Ret r ansm ssi on Packet dr opped.

5.22.135.121 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 86. 240 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or

81. 218. 104. 85 | srael 147.237.72. 166 |aka. i df . il drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
37.26.146.181 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 5
172.245. 128, 159|Uhited Sates 147.237.76.86 |[navy.idf.il PHP At enpt B ock 4
149. 88.85. 161 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85. 65. 196. 63 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46. 19. 86. 61 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.47.79 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
172. 245. 128. 159|Uhited Sates 147.237.76.86 |navy.idf.il Mil ti pl e Uhaut hori zed URL Access from 172. 245. 128. 159 Bl ock 3
2.52. 144. 157 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
194. 105. 27. 162 |Rormani a 147.237.77. 216 |dover.idf .i | PHP Attenpt B ock 2
89.138.23.234 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
172. 245. 128. 159|lnited Sates 147.237.76.86 |navy.idf.il Mil tipl e signatures from 172. 245, 128. 159 B ock 2
185. 120. 126. 59 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.109.163.91 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
194, 105. 27. 162 |Ronani a 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/xmrpc. php B ock 2
93.173.14.253 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
149. 88.85. 161 |l srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut hori zed URL Access from 149. 88. 85. 161 Bl ock 2
. . . Unaut hori zed URL Access to
149. 88. 85. 161 |l srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 2
109. 253. 129. 24 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
188. 161. 44. 171 g‘ijcis;i':('ja” Territory, 1147, 237.77. 176 |mat pash. i df . i1 |Uhaut hori zed URL Access to www cogat . i df . i |/894-ar B ock 2
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited States 147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
176.13.12.124 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
. . D stributed Uhaut hori zed URL Access on
46.19.86.208 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ st yl e/ shar ed/ r eset . css Bl ock !
149. 78. 81. 27 | srael 147.237.72.166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
} . . D stributed Uhauthori zed URL Access on
107.178.194.79 |Uited Sates 147.237.77. 216 |dover . i df .i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Unaut hori zed URL Access on
2.54.129.237  [Israel 147.237.76.42 refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
217.132.67.164 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
176.13.13. 183 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
84.108.27.254 |lsrael 147.237.76.31 |nakchal .idf.il [Unauthorized HTTP Met hod B ock 1
: . . Unaut hori zed URL Access to
157.55.39. 163 |lhited Sates 147.237.77. 216 |dover . i df . i | W i df i 1/t enpl at es/ shar ed user cont ol s/ header Upper / B ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paranet er anp; doci d in ww aka. i df.il/giyus/general/ [None 1
37.77.54. 245 Iraq 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/arr/ Bl ock 1
. . D stributed Uhaut hori zed URL Access on
109. 253. 200. 179! sr ael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
79.177.170. 249 |l srael 147.237.72.166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
51. 254, 141. 254 |United Ki ngdom 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
: . . D stributed Uhaut hori zed LRL Access on
107.178.194.83 [Wnited Sates 147.237.77. 216 [dover. i df . i | v i df i | / 1133- 22461- hel dover . aspx. B ock 1
5.22.131.7 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx |B ock 1
: . . D stributed Uhaut hori zed URL Access on
158. 69. 208. 131 |Lhited Sates 147.237.77. 216 |dover . i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
68.180. 230. 244 |[Lnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. . . . Ml tiple Fullw dth/Hal fw dth Uhi code Encodi ng on
41. 254. 8. 139 Li byan Arab Janahiriya |147.237.77.216|dover.idf.il URL/ Par amet er (+) from 41. 254. 8. 139 B ock 1
112. 215. 124. 92 I ndonesi a 147.237.77. 176 |mat pash. i df .i| |Ostributed P Atenpt Bl ock 1
2.52.172. 129 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
. . Unaut hori zed URL Access to
79.177.232.238 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ sty ef shar ed/ r eset . css Bl ock 1
} . . . Uhaut hori zed URL Access to
65.208. 151. 114 |[Wnited Sates 147.237.76.30 |hinush.idf.il vuwy chi nush. at al i df i 1/ shar ed/ cl i ent scri pts/j queryl” + url +° B ock 1
109. 65. 36. 190 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
31.210.188. 106 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
188.138.1.218 |Germany 147.237.77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77.176/ Bl ock 1
84.110.32.4 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
172. 245. 128. 159 |Uhited Sates 147.237.76.86 [navy.idf.il Adnin Bl ocki ng Bl ock 1
69.113.151.67 |[Lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwwn i df.il/894-en/idf gdover.aspx |B ock 1
. . . . Paraneter Type Mol ati on ct| 00$Cont ent A acetbl der 1$t xt Enai | in
41.254. 8. 139 Li byan Arab Janahiriya |147.237.77.216|dover.idf.il v i df i 1/ 1038- en/ dover . aspx B ock 1
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