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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |[Count
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 102
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 4
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il ock Wp Al Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 2

82. 166. 184. 140 | srael 147.237.76. 31 nakchal . i df.il Bl ock_Udp All _Nets drop 1
74.91. 28. 59 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 drop 1
217.146.91. 36 Unit ed Ki ngdom 147.237.76. 86 navy.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




01-29-2016-21:04:09 to 01-29-2016-22:04:09

|Top Attackers In |D|

‘ Target Address

At acker
Country

Signature

192. 118. 11. 120 |147. 237. 72. 166 || srael aka.idf.il SER\/ER APAG_E_ Apache nod_ssl non-SS. connection to SS. port 10
deni al of service attenpt
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
174.37.194. 144 |147.237.8.14 |Wited States [e.orchot.idf.il  |ET SCAN NVAP -sA (2) 2
174.37.194. 144 [147.237.8.28 |Wited Sates [enobile-ks.idf.il [ET SCAN NVAP -sA (2) 2
174, 37. 194, 144 |147.237.8.46 |Wited Sates |e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
174.37.194. 144 |147.237.8.46 |lhited Sates |e.chinuch.idf.il [ET SCAN NVAP -f -sS 1
218.246.0.97 |147.237.77. 243|Chi na nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
218.246.0.97 |147.237.77.205|Chi na prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na aka. idf.il SER\/ER APAO_E_ Apache nod_ssl non-SS. connection to S8 port 1
deni al of service attenpt
208.67.1.33 147.237.0.15 |lhited Sates |kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
79.183. 185.55 [147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
193. 201. 227.7 |147.237.76. 198 |krai ne eyohaan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
191. 232. 34. 47 |147.237.77.216|Whited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
191.232. 34. 47 |147.237.0.19 |Uited Sates |nadimatal.idf.il |ET SCAN Potential SSH Scan 1
174.37.194. 144 [147.237.8.46 |lhited Sates |e.chinuch.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
174.37.194. 144 |147.237.8.46 |Whited Sates |e.chinuch.idf.il [ET SCAN NVAP -sS w ndow 2048 1
218.246.0.97 |147.237.77.234|thina hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
113 230. 1517|147 237 76.30 |ni na himsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
208.67.1.33 147.237.0.33 |Whited Sates [idf.il ET SCAN Potential SSH Scan 1
96. 35. 144. 107 |147.237.8.24 |whited Sates [e.lifestyle.idf.il [ET SCAN NMVAP -sS wi ndow 1024 1
46.151.53.217 |147.237.76.42 |Wkraine refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
191. 232.34. 47 |[147.237.0.200 |lhited Sates |[mdu.idf.il ET SCAN Potential SSH Scan 1
176.13.4.172  |147.237.76.30 |l srael hi nush. i df .i ;rt;ff Large amount of TCP ZeroWndow - Possible Nkiller2 Dbos 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
54.244.22.103 |Wnited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 74
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.120.91.146 |Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 24
reamn ine: TCP Invali i i ssi
87.69.224.39  [Israel 147.237.77. 243 |nobi l e.i df .| Stream g Engi ne @ Invalid invalid segnent retransnission drop 22
Ret r ansni ssi on Packet dr opped.
107.167.112. 183|Uhited Sates  |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
reaming BEngine: TCP Invali i i ssi
2.52.43.135 I'srael 147.237.77. 243 |robi L e. i o .| Streamng Engine: TP Invalid finvalid segnent retransmission drop 18
Ret ransm ssi on Packet dr opped.
185. 120. 126. 40 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
54.244.22.103 |wited Sates [147.237.77.233|atal .idf.il drop First packet isn't SWN drop 15
reamn ine: TCP Invali i i ssi
149. 78. 234. 128 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TGP alid invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dr opped.
Russi an L Sreaming Engine: TP Invalid |invaid segnent retransnissi on.
141.8.132.112 |2 o 147. 237. 72. 166 |aka.i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 9
Vb Server Enforcenent HTTP Deni
130.203.136.75 |Wited Sates |147.237.77.74 |lawidf.il . Véb Servers S ow Denial of oot 8
Mol ation Servi ce
37.46.39.31 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |8
46. 19. 86. 122 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |8
176.13. 4. 172 I sr ael 147.237.76.30 |nhinush.idf.il Bad TCP sequence Invalid ACK nunber nonitor |7
176.13.4.172 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
reaming BEngine: TCP Invali i i ssi
77.126. 165. 224 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 5
174.37.194. 144 |lhited Sates |147.237.8.27 |e.madimatal.idf.i|Geo-1 ocation enf or cerent Sﬁ?;ggi'ﬂf” | nbound drop 4
Sreaning Engine: TGP Invalid i i ssi
46.120.144.85 |israel 147. 237. 77. 176 |nat pash. i of . i 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
174.37.194. 144 |Wited Sates |147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocation enfor cenent Sﬁ?;ggi'ﬂf” I nbound drop 4
. . SWretransmit wth different .
80.246.133.42 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 4
195.34.150.18 |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data  [nonitor
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
157.55.12.83  |wited Sates  |147. 237. 76. 200 [ei tan. aka i df .i | 9 =g Invalid segnent retransmssion. |y, 4
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
79.182.62.34  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
46. 19. 86. 247 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
109. 67.137.29  |Israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
185.3.147.111 |israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
84.228.235. 135 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.183. 120. 200 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.162  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
82.80.138.21  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i issi
77.127.125. 124 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
185.3.147.161 |l srael 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i issi
79.177.132. 118 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109.66.13.61 | srael 147. 237.77. 243 |nobi l e. i df .i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i issi
66.249. 78.254 |lhited Sates  |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
94.230.86.176 |l srael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
. . SYNHAK retransmit with different .
37.46.44. 231 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence vi ndow scal & nonitor |2
52. 33. 66. 29 Lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop
188. 120. 148. 139]I srael 147.237.72. 167 |ishurimaka.i of.i| [Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
89. 139. 152. 216 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |y, 2
Ret r ansmi ssi on Packet dr opped.
213.57.159. 246 |lIsrael 147. 237. 77. 243 |nobi l e.i df .i | Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 86. 44 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
85.65.114. 232 |Israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
109. 67.96. 126 |Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence Invalid ACK nunber nonitor |2
91.200. 12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
174.37.194. 144 |Whited Sates 147.237.8.45 |e.eitan.idf.il drop First packet isn't SN drop 2
213.57.159. 246 |Israel 147. 237. 77. 243 |nobi l e.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |2
2.54.129. 216 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site dgnature Acti on ‘Count
46. 19. 86. 22 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unauthorized URL Access from46. 19. 86. 22 B ock 14
31.154. 94, 27 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 64. 41. 243 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.52.43.135 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 5
176.13. 4. 201 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
. . . Unhaut hori zed URL Access to
46.19.86.22 |Israel 147.237.77.243|mobi L €. i dlf . 11| 03 o i of i1/ cat egoryt enpl at es i st chi | ddocunent s/ 1540 Bock 3
109. 64. 14. 94 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.179.124.215 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
84.111.111. 209 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
213.57.233.55 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/sip storage/files B ock 2
95.222.31.248 |Ger many 147.237.77. 216 |dover.i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
79.177.103.46 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 2
46.19. 85. 46 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. . . {Uhaut hori zed URL Access to
149. 78. 51. 36 I srael 147.237.0.19 |nadimatal .idf.i naci matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx Bl ock 2
85. 65. 93. 206 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/atal 1/izkor/ nai n. asp Bl ock 2
66. 249. 64. 53 I srael 147.237.77. 170 |n@ar achot . i df . i | |Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 2/ 105632. pdf  |Bl ock 1
87.69. 224. 39 I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/sip_storage/files/ B ock 1
. . D stributed Uhauthorized URL Access on
84.109. 214. 228 |Israel 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
Russi an . . Paraneter Type Mol ation ctl00$Cnt ent A acetbl der 16t xt Gontent i n
188. 143. 232. 22 eration 147.237.76.42 |refuah.idf.il Wi r ef ua. at al i df i |/ 1454- he/ ref uah. aspx Bl ock 1
. . . Unknown HTTP Request Method A[[#0]][[#0]][[#0]]t 1EA?A?8X AccA
76.188.81.87  |lhited Sates 147.237.76.86 |[navy.idf.il AGN B CoKAE( AAZASA . in URL [ [ #29] ] hdA¥ B ock 1
149. 78. 120. 188 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
] . . D stributed Uhauthori zed URL Access on
107.178.194.83 |Wnited Sates  |147.237.77.216|dover. i df .| v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
76.188. 81. 87 Lhited Sates 147.237.76.86 |navy.idf.il Abnormal |y Long Header Line request header nane B ock 1
. . Unaut hori zed Met hod PCBT for
46.120.68.151 [Israel 147.237.72. 166 |aka. i df . il v aka, i df i |/ mai n/ sachar / nevisar chi ve. aspx B ock 1
; . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates  [147.237.77.216 (dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
Lhited Arab - . Mil tiple Lhtraceabl e SSL Sessi ons from86. 99. 183. 165 (Pr ot ocol
86.99.183.165 (-, o 147.237.77. 216 |dover . i df . i | viol ati on (SSL CONN APPLI CATI ON DATA EXCHANGE)) None 1
31.13.102.109 |ireland 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80.246.133.42 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
76.188.81.87  |lhited Sates 147.237.76.86 |[navy.idf.il I11egal HITP \ersion B ock 1
141.212.122. 209|tnited Sates 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77.234/ Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 55 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ consol e/ cor e/ doc. nur/ gener al . aspx Bl ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wa i df.il/newsitelenglish Bl ock 1
192.118.11. 120 |l srael 147.237.72. 166 [aka. i df . i | Lht raceabl e S3_ Sessi ons: Protocol violation (SSL_GONN QI ENT_ HALQ [None 1
149. 88. 87. 86 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
77.126.72.105 |lsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates  [147.237.77.216|dover.idf . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
76.188. 81. 87 Lhited Sates 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod B ock
65.208. 151. 113 |ULhited Sates 147.237.76.30 |hi nush.idf.il Ml tipl e Wnaut horized URL Access from 65. 208. 151. 113 B ock
Lhited Arab - . SS. Lhtraceabl e Gonnection - Protocol violation
86.99.183.165 [Z. o 147.237.77. 216 |dover . i df .i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
31.13. 110. 97 Irel and 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/ar/@8U B ock 1
176.13.19.2 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
82.229.144.165 |France 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
76.188. 81. 87 Lhited Sates 147.237.76.86 |navy.idf.il Mal formed URL [[#29]] hdA¥ B ock 1
147.83.130.22 |Sain 147.237.77. 170 |n@ar achot . i df . i | |naut hori zed URL Access to 147.237.77.170/ B ock 1
. . Unknown Par aret er ct | 00$ct | 00$cphMai n$cphSachar $cb14154959 i n
93.173.12.127 |Israel 147.237.72. 166 |aka. i df . i | vy aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 1
66. 249. 64. 58 | srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 1/ 107201. pdf  |B ock 1
84.111. 206. 130 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
46.19. 86. 27 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for waw aka. i df .il/mai n/ giyus/ Bl ock 1
198. 58. 103. 36 Lhited Sates 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw idf.il/1294-he/ wan idf.il Bl ock 1
157. 55. 39. 78 Lhited Sates 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
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