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01-29-2016-20:04:06 to 01-29-2016-21:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 104
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets dr op 3

158. 69. 123. 26 Lhited Sates 147.237.76. 176 test.ncore.idf.il Bl ock Udp All Nets drop 2

0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2

142.54. 169. 164 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
123. 126. 113. 165 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
197. 119. 57. 181 Ageria 147.237.77. 216 dover.idf.il [5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

SERVER APACHE Apache nod_ssl non-SSL connection to SSL port

192.118. 11. 120 |147. 237. 72. 166 || srael aka.idf.il ) . 20
deni al of service attenpt
192.118. 11. 118 |147. 237. 72. 166 |I srael aka i df.il SERVER APAQE Apache mod_ss| non- SSL connection to SSLport |,
deni al of service attenpt
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 78. 254 [147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
54.228.251. 101 [147.237.76.31 [Ireland nakchal .idf.il [Tehila - Perl LWP wth fake user agent 2
66.249.64.92  [147.237.77.170|lhited Sates naarachot.i df .i I[ET SCAN NVAP - sA (2) 2
218.246.0.97 |147.237.77.178|hi na e.mat pash.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
114.112. 90. 54 |147.237. 77. 227 |Chi na ehanaz.idf.il [ET SCAN NMVAP -sS wi ndow 1024 1
197.119. 57. 181 |147. 237. 77. 216 |A geria dover.idf.il QA Injection - Select From 1
185.19. 220. 84 |147.237.77.216 (F;ajcis;iig;an Territory, | over.idf.il |portscan: TCP Distributed Portscan 1
114.112.90. 54 |147.237.77.212|Chi na e.dover.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Ret r ansm ssi on

Packet dropped.

‘Attacker Qountry ‘Target Address |Ste Signature i\tnif;

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 19. 220. 84 g‘ijcisgi';'jm Territony. 147 237.77. 216 |dover. i . i1 SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 9
185. 10, 220. 84 |Faestinian Territory,f, )7 37 77 216|dover.icf.il  |Bad TOP sequence SINKACC retransmt with monitor |9

Qccupi ed different wndow scal e

Sreamng Engine: TCP Invalid i i ssi

176.13.21.17  |Israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.

reaming BEngine: TCP Invali i i ssi

141.8.132. 112 |Russian Federation  |147.237.72. 166 [aka.idf. il Streamng Engi ne: TCP Inval id Jinvalid segnent retransnission drop 9
Ret ransmi ssi on Packet dropped.

46.19.86.121 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
VWb Server Enf or cenent HTTP Deni

130. 203. 136. 75 |United Sates 147.237.77.74 |lawidf.il _ Ve Servers S ow Denial of o oot 8
Mol ation Servi ce

46.19.85.191 |[Israel 147.237.77. 243 |nobi l e.idf . il Bad TCP sequence Invali d ACK nunber noni t or

197.119.57.181 |A geria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor

109. 253. 212. 67 |I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wih different monitor (6

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

79.177. 184. 126 |I srael 147.237.72. 166 |aka i f .| 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

reaming BEngine: TCP Invali i i ssi

79. 180. 135. 219 |1 srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id Jinvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi

70.199.71.73 |wnited Sates 147. 237.77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

46.19. 86. 28 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi

2.54.188.202 |isradl 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

185. 19. 220. 84 g‘;’cisgi'gc']a“ Territory. 1147, 237.77. 176 |matpash.idf il [SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 6
Sreamng Engine: TCP Invalid i i ssi

89.139.2.171 |isradl 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

79. 180. 198. 112 |I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Pal estinian Territory, . . SYNtACXK retransmt wth :
185.19.220.84 | 0oy 147.237.77.176 [matpash.idf.il  |Bad TCP sequence S terent vindowscal e nonitor |6
2.54.23.24 I srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.19.86.121 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |5
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
31. 210. 186. 254 |l sr ael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
46.19.85.247 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |4
2.54. 26. 175 I srael 147. 237.72. 167 |i shuri maka.i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data [monitor (4
46. 19. 86. 28 I 'srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |4
5.22.131. 64 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber monitor |4
79.180. 4. 82 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
2.105. 40. 93 Denmar k 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |3
Sreaming Engine: TGP Invalid i i sSi

79.176.195.79 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.183.1.102 |israel 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

79.180. 124. 35 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

176.13.6.197 |isradl 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

46.19.86.237 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.58  |Israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

84. 110. 111. 250 |l sr ael 147. 237. 72. 156 |anen. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TQP Invalid i i ssi

109. 64. 222. 102 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.54.63. 50 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

176.13.10.33 |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

149. 78. 239. 147 |I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

46.19.85.191 |Israel 147. 237. 77. 243 |nobi le.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 3
Sreamng BEngine: TGP Invalid i i ssi

79.180.195. 23 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 65.59. 24  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, o, 3
Ret ransmi ssi on Packet dropped.

84.108. 27. 254 |l srael 147.237.76.31 |nakchal.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data [monitor 3
Sreaming Engine: TGP Invalid i i sSi

79.181.59. 173 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.179.182.9 |israel 147. 237.72. 166 |aka.i df .1 9 =g Invalid segment retransmssion. | 3




82.81.31.70

01-29-2016-20:04:06 to 01-29-2016-21:04:06

Attacker Qountry
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SYN At t ack

SYN -> SYN-ACK -> Ti neout
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.146.157 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 93
109. 253. 192. 233|l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 57
85. 250. 90. 71 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 32
37.26.146.157 |israel 147.237.0.19 |nadi matal . i df . 1|20 MY of the Same Response Cbde (403) in Session from Bl ock 27
37.26. 146. 157
37.26.146.133 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 23
37.26.146.229 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 19
37.26.146.229 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 15
37.26.146.157 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 13
’ . . . Unaut hori zed URL Access to
149.50.74. 44 United Sates 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 5
149. 50. 74. 44 Lhited Sates 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut hori zed URL Access from 149. 50. 74. 44 B ock 5
109. 253. 192. 233]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 4
46.116.108.32 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 65. 53. 106 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.121. 244. 140 |Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.146.205 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.148.255 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
. . . Unaut hori zed URL Access to
176. 13. 10. 33 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 3
84.108. 27. 254 |l srael 147.237.76.31 [nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
54.228.251.101 [Ireland 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 2
176.13.11.126 |lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.21.17 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
146. 185. 234. 48 RJSf;:I”i on 147.237.0.34 |tikshuv.idf.il |Mitiple Unauthorized URL Access from 146. 185. 234. 48 B ock 2
79.177.103.46 |lsrael 147.237.72.166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
54, 228.251.101 [Irel and 147.237.76.31 [nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/wp-adm n/ adm n-aj ax. php |B ock 2
149. 88. 213. 192 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 149.88.213.192 |B ock 2
197.119.57.181 |Ageria 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 197.119.57. 181 B ock 2
87.69.102.196 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 64. 58 | srael 147.237.77. 170 [maar achot . i df . i | |Waut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 2/ 110502. pdf |Bl ock 1
] . . D stributed Uhauthorized URL Access on
204.13.201.137 |thited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133 22461- hel dover . aspx. B ock 1
109. 67. 201. 198 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
188. 143. 232. 62 RJSIS:;ni on 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 1
89.139.2.171 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
. . DO stributed Lhaut hori zed URL Access on
149.202. 98. 160 |Ger many 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
; . . Unhaut hori zed URL Access to
68.180. 228. 112 |Lnited Sates 147.237.76.86 [navy.idf. il vwv navy. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
2. 54.188. 202 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
109. 253. 211. 47 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 65. 1. 125 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
] . . Unhaut hori zed URL Access to
198.55.112. 115 |Lnited Sates 147.237.77. 216 |dover. i df .il v i dff . i 1/ newsi t ef engl i sh/ docunent s. asp B ock 1
37.57.231.115 |lkraine 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df .il/1044-he/ i shuri maspx B ock 1
84.228.38. 70 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df i |/ mai n/ sachar/ B ock 1
79. 180. 4. 82 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 64.200 |lIsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in ww aka. idf.il/nain/rabanut/general . aspx [None 1
] . . D stributed Lhaut hori zed URL Access on
204.13.201.138 |lhited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
109. 92.2.53 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock
46.117.98. 67 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . SS. Lhtraceabl e Gonnection - Protocal violation
192.118.11.118 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN CLI ENT HELLO) None 1
. . . Uhaut hori zed URL Access to
91.200.12.138  [Lkraine 147.237.77. 216 [dover . i df . i | wa i df . i | /1283- 15974- en/ dover . aspx/ t r ackback/ Bl ock !
84.108.27.254 |[israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip storagel/files/2/ B ock 1
157.55.39.163 |lhited Sates  |147.237.77. 216 |dover. i df .i | Wnauthori zed UL Access to Bl ock 1
vy i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /
109. 253. 212. 67 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout.css  |B ock 1
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