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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 78
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 2
185. 56. 28. 67 Net her | ands 147.237.76. 197 e hinush.idf.il Bock Np All Net drop 1




01-29-2016-19:04:01 to 01-29-2016-20:04:01

|Top Attackers In IPS|

Attacker Address ‘Attacker Qunt ry Target Address ‘Site |Sgnat ure Devi ce Action |Oount

151. 80. 31. 113 Italy 147. 237.76. 30 hi nush. i df.il 228: HITP.  AhrefBot craw er B ock 1




01-29-2016-19:04:01 to 01-29-2016-20:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste

Signature

195.34.150. 18 |147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.26. 146. 229 147.237.0.19  |[lIsrael nadi matal.idf.il|ET SCAN Possible SS. Brute Force attack or Ste Qaw 1
220.231. 195. 122 |147.237.76.38 |China eeneitav.idf.il[ET SCAN NVAP -sS w ndow 4096 1
220.231.195. 122 [147.237.76.38 |China eemitav.id.il[ET SCAN NVAP -f -sS 1
113. 59. 33. 61 147.237.77.19 |China lawforumidf.il |[ET SCAN NVAP -sS w ndow 2048 1
113. 59. 33. 61 147.237.77.19 |China lawforumidf.il |ET SCAN NVAP -f -sS 1
41. 140. 253. 9 147. 237.76. 176 |Mbrocco test.ncore.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
37.26. 146. 157 147.237.0.19  |[lIsrael nadi matal.idf.il|ET SCAN Possible SS. Brute Force attack or Ste Qaw 1
220.231. 195. 122 |147.237.76.38 |China eeneitav.idf.il[ET SCAN NVAP -sS w ndow 2048 1
199. 191. 56. 187 |147.237.0.33 [Wnited Sates idf.il ET SCAN NMAP -sS w ndow 4096 1
175.6.228.149  [147.237.77.61 |China e.cogat.idf.il |ET SCAN Rapi d PCP3 Gonnections - Possible Brute Force Attack 1
113. 59. 33. 61 147.237.77.19 |[China lawforumidf.il [ET SCAN NMAP -sS w ndow 1024 1
41. 140. 253. 9 147. 237.76. 176 |Morocco test.ncore.idf.il|[ET SCAN NVAP -sS w ndow 4096 1




01-29-2016-19:04:01 to 01-29-2016-20:04:01

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
46. 19. 85. 66 I srael 147. 237. 72. 167 |i shuri maka. i df .i Bad TCP sequence I'nval i d ACK nunber noni tor |57
e SWNretransmit wth different .
89. 138. 50. 67 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence vi ndow scal e nonitor |52
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Russi an D Streaming Engine: TCP Inval i d |invalid segnent retransmission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 21
2.54.57. 194 I sr ael 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
reanmn ine: TCP Invali i i ssi
46.19. 86. 65 I srael 147, 237. 77. 243 |nobi | e. i of . i Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 18
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 150. 251 |i srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
79.181.96.105 |Israel 147. 237. 77. 243 |nobi | e. i of . i Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dropped.
R SN retransnmit wth different .
46.120.68.232 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ noni tor |11
Vb Server Enforcenent HTTP Deni
130.203.136.75 |Wited Sates |147.237.77.74 |lawidf.il . Véb Servers St ow Denial of | oot 8
Mol ation Servi ce
84.94.181. 12 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence noni t or
41.33.232. 66 Egypt 147.237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreaning Engine: TCP Invalid i i ssi
66.249.78.130 |Uited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
176.13. 0. 60 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SWretransmt wth different oo o
wi ndow scal e
Sreaning Engine: TCP Invalid i i ssi
2.54.187. 58 I'srael 147. 237.77. 243 |mobi l e i o . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 66. 202. 195 | srael 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 143. 2241 sr el 147. 237.77. 243 |mobi l e i o . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
2.54.188. 230 I sr ael 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
217.132.39. 160 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence SiNretransmt with different |00 |5
w ndow scal e
37.26.146.229 |israel 147.237.0.19 |[nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
149.78.173.214 |israel 147.237.77. 226 V‘l"‘l"“ chanatz. aka. 1df e\ At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26.147.213 |israel 147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
212.143.142.56 |Israel 147. 237.77. 216 |dover. i df .i | drop First packet isn't SN drop 4
80. 246. 136. 141 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192.115.83.5 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
84.94.181. 12 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TCP Invalid i i ssi
109. 253. 222. 92 |Israel 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
109.67.101. 49 [ srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183. 169. 182 I srael 147.237.77. 243 |mbi le.i o i1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
84.94.181. 12 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
77.127.92.65  |israel 147. 237. 72. 167 |i shuri maka.i of . i | 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.152. 84 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 57 I'srael 147. 237.77. 243 |mobi l e o i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
84.94.181. 12 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 3
Sreanming Engine: TCP Invalid i i SSi
79.176.198. 154 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 160. 146. 51 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
37.26.146.229 | srael 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.68.71.227  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
192.115.83.5 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert
84.94.181.12 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
2.52.160. 3 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
212.199. 16. 167 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.67.8.240  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
46.19.85.228  |israel 147.237.0.16 Iny'kOSher'kraV"'df" Bad TCP sequence Inval i d ACK number moni tor  [2
217.132.86.32 |lIsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
84.109. 69. 48 I srael 147. 237. 72. 166 [aka. i of .i | Bad TCP sequence noni t or
46.19.85.228  |Israel 147.237.0. 16 I”y'kOSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> RST rej ect 2




01-29-2016-19:04:01 to 01-29-2016-20:04:01

At t acker .
Attacker Address count ry Target Address |Ste Signature
46. 19. 85. 57 | srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TP Invalid i i ssi
66.249.78.137 |United Qates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dropped.




01-29-2016-19:04:01 to 01-29-2016-20:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.146.157 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 88
77.127.161.91  |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 65
37.26.146.229 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 62
37.26.146.229 | srael 147.237.0.19 |nadi matal .idf.il Too Muny of the Sane Response Cbde (404) in Session from Bl ock 59
37.26. 146. 229
46. 19. 85. 57 I srael 147.237.0.19 |madimatal .idf.il D stribut ed Suspi ci ous Response Code B ock 54
87.69. 1. 152 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 48
46.116. 12. 58 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 38
109. 253. 192. 233]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
46. 19. 86. 65 I srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspici ous Response Code B ock
37.26.146.157 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock
46.19. 85. 231 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
. . . Unaut hori zed URL Access to
84.228. 33. 85 I srael 147.237.0.19 |[madimatal .idf.il nadi matal .i df i1/ shar ed aj ax/ updat enakat qaunt i ty. aspx B ock 4
m ny- kosher - kr avi . i
46. 19. 85. 228 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 4
176. 13. 8. 243 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
. ] ] Paraneter Type M ol ati on Repeat Password in
46. 19. 85. 57 I srael 147.237.77.243|nobi l e. i df . i | mobi | e.i df . |/ sachar / changepassvor d Bl ock 3
46.121. 62. 30 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 66. 114. 123 |I srael 147.237.77. 216 |dover . i df . i | Wnauthori zed URL Access to B ock 3
vy i df . i1/ resource/ userfol | ow esour ce/ creat e/
149. 50. 74. 44 Uited Sates [147.237.0.19 |nadimatal.idf.il D stributed Suspicious Response Code B ock 2
85. 64. 115. 69 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 2
79.183.231.176 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.26.146.179 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 2
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 66. 249. 78. 159 Bl ock 2
80.246.136.33 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 2
213.57.173.12 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
109. 65. 58. 253 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
79.181.96. 105 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
87. 68. 85. 250 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
79.181.139. 201 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
78. 96. 164. 35 Ronani a 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wawidf.il/xnirpc. php B ock 1
. - Unaut hori zed URL Access to
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gi yus/ gener al . aspx B ock 1
109. 66. 202. 195 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
40.77.167.83  |Wited Sates |147.237.77.234|hal ag.idf.il Lhaut hori zed URL Access to wwn | ogi stics. atal.idf.il/894-7860-he [Bl ock 1
79.182.203. 131 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter x in ww aka.idf.il/nain/sachar/ payslips.aspx |None 1
2.54.33.232 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
’ . . Unaut hori zed URL Access to
68.180.228.175 [Wited Sates |147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994~ 8916- he/ r ef uah. aspx B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
176.13.16.210 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Unknown Par anet er
79.176.221. 244 |israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack i n None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. - Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
. . Unaut hori zed URL Access to
109. 67. 104. 244 |l srael 147.237.72. 166 |aka. i df . i | vawn aka. | df i 1/ i 1/ gi yus/ cont rol s/ at udal A B ock 1
. . Mil tiple Fullwdth/Hal fw dth Uhi code BEncodi ng on URY/ Par anet er (+)
89. 138. 50. 67 | srael 147.237.72. 166 |aka. i df . i | from 89 138.50 67 B ock 1
2.54.187.58 I srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Code B ock 1
. . D stributed Lhaut horized URL Access on
212.117.180.21 |Luxenbourg (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
149. 50. 76. 60 Lhited Sates [147.237.72.166|aka.idf.il SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None 1
68.180.229. 173 |Wited Sates [147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates |147.237.77.216|dover.idf .il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
85. 64. 115. 69 I srael 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to v idf.il/aman B ock 1
79.178.221.85 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
191.232.136.59 |[lhited Sates [147.237.77.176|nat pash. i df.il Unhaut hori zed URL Access to 147.237.77.176/ Bl ock 1
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