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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target .

Signature
Address Country Address
82.81.12.176 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 92
185. 56. 28. 67 Net her | ands 147.237.76. 31 nakchal .idf.il Block Np Al _Net drop 1
198. 56. 164. 154 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al _Net dr op 1
66. 249. 78. 234 I srael 147.237.72. 166 aka.idf.il S; handshake violation, first packet mot o 1
198. 56. 164. 154 Lhited Sates 147. 237.76. 34 yohal an. i df .| Block Np Al Net drop 1
198. 56. 164. 154 Lhited Sates 147.237.76. 198 e.yohal an.i df .il Block Np Al _Net drop 1
198. 56. 164. 154 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ock Np Al _Net dr op 1
198. 56. 164. 154 Lhited Sates 147.237. 76. 202 e halag.idf.il ock Np Al Net drop 1
115. 239. 228. 10 Chi na 147.237.0.17 Imny' kosher-kravi. Tdf.i | oole con Linit Htp drop 1
198. 56. 164. 154 Lhited Sates 147.237.76. 42 refuah.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
79.181. 9. 205 I srael 147.237.77. 216 dover.idf.il Q008: HTITP. Xenu User Agent B ock 2
188. 165. 15. 87 France 147.237.77. 74 lawidf.il 28: HITP.  AnhrefBot craw er B ock 1
66.176.172. 168 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent Bl ock 1
79.181. 9. 205 I srael 147. 237.72. 166 aka.idf.il Q008: HTITP. Xenu User Agent B ock 1
79.181. 9. 205 I srael 147.237.76. 86 navy.idf.il Q008: HTTP: Xenu User Agent Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 78.254 |147.237.72.166|Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
201. 164. 246. 190|147. 237. 76. 34 |Mexi co yohal an. i df . i | ET SOAN Behavi oral _Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45, 79. 117 147.237. 77. 212 |Chi na e dover.idf.il ET SCAN Potential SSH Scan 1
193.201.227.7 |147.237.0.19 |Wkraine madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
175.6.228.149 |147.237.0.35 |China akavs. i df .i | ET SCAN Repi d PCP3 Qonnecti ons - Possibl e Brute Force 1
Attack
59. 45. 79. 117 147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
125.89.70.205 |147.237.76.31 |China nakchal . i df i ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
89. 248. 168. 218 |[147.237. 77. 235 |Net her | ands svivaidf.il ET SCAN Potential SSH Scan 1
46.148.18.162 |147.237.77. 243 |Li thuani a nobi | e.idf il ET SCAN Potential SSH Scan 1
89. 248. 168. 218 [147. 237. 76. 202 [Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
41. 140. 253. 9 147.237.0.19 |Morocco nadi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
89. 248. 168. 218 |147.237.72.14 |Netherl ands dover.idf.il(old) ET SCAN Potential SSH Scan 1
89.248. 168. 218 [147.237.0.19 |[Netherlands nadi matal .idf.il ET SCAN Potential SSH Scan 1
912 199,57 193 |147. 237 77 2331 57 ael atal id il ET DO Large anount of TGP ZeroWndow - Possible Nkiller2 1
DDos attack
59. 45, 79. 117 147. 237. 77. 235 [Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
188.0.236.123 [147.237.8. 28 &:}3&‘;‘2 o e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 237 [147.237.0. 33 idf.il ET SCAN NMAP -sS wi ndow 4096 1
59. 45. 79. 117 147. 237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
116. 115. 56. 212 |147. 237.76. 44 |Chi na e.refuah.idf.il ET SCAN Behavi oral  Lhusual | y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 45. 79. 117 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
89. 248. 168. 218 |147.237. 77. 216 [Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
41.140. 253.9 147.237.0.19 |Mbrocco madi matal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
89. 248. 168. 218 |147. 237. 76. 198 [Net her | ands e. yohal an.idf.il ET SCAN Potential SSH Scan 1
41.140. 253. 9 147.237.0.19 [Morocco madi matal .idf.il ET SCAN NVAP -f -sS 1
89. 248. 168. 218 |147.237.0.35 |Netherl ands akavs. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 34
Sreaning Engine: TCP Invalid i i ssi

68.105. 166. 106 |Lhited Sates |147. 237.76. 200 [ei tan. aka i df . i1 9 =g Invalid segnent retransmssion. g 32
Ret r ansni ssi on Packet dropped.

reanming BEngine: TCP Invali i i ssi

217.132. 145. 131|i srael 147.237.77. 243 |robi L e. i of .1 Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 18
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

94.159. 145. 64 | srael 147. 237. 77. 243 |nobi l e.i df i | 9 =g Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dropped.

109. 67. 69. 245  |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TCP Invalid i i ssi

79.183. 127. 110 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.54.10. 160 I'sr ael 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

82.166.102.48 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.

Russi an e Sreaming Engine: TCP Invalid |invalid segnent retransnissi on.

141.8.132. 112 et ot i on 147. 237.72. 166 [aka. i of .i | Ret 1 ansn Ssi on Packet. dr opped. drop 9
Sreaning Engine: TCP Invalid i i ssi

82. 166. 244. 220 i srael 147. 237.77. 243 |mobi l e i o . i 9 =9 Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dropped.
VWb Server Enf or cenent HTTP Deni

130.203.136.75 |Wited Sates |147.237.77.74 |lawidf.il _ Ve Servers S ow Denial of | oot 8
Mol ation Servi ce

31.210.187. 172 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |8

213.57.182. 163 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber alert 7

213.57.182. 163 |l srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence I'nval i d AGK nunber nonitor |7
Sreaning Engine: TCP Invalid i i ssi

212. 150. 252. 165|i srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.176.166.71 |l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

66.249.78.12  |Uited Sates |147.237.0.19 |nadimatal.idf.il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6

91.200.12. 141 |Ukraine 147.237. 77. 216 |dover.i df .i | drop SAMrul e drop 6

54.244,22.103 |lhited Sates |147.237.77.176|natpash.idf.il drop First packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi

109.65.18.94  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

46.19. 86. 36 I srael 147. 237. 77. 243 |mobi l e. i of . | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 253. 144. 254|1 srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.

46. 19. 86. 250 I srael 147.237.72. 156 |anan.i of .i | Bad TCP sequence Inval i d AGK nunber nonitor |6

79.181. 234. 248 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

37.142.195. 167 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |5

37.46.39. 23 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |5

92. 40. 249. 59 z";;gom 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

91.200.12.106  [Uraine 147. 237.77. 226 ”iwlw‘:ha"atz'aka"df drop SAMrule drop 4

84.111. 0. 205 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d AGK nunber alert

94.159. 147.76 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

84.111.0. 205 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or

reanming BEngine: TCP Invali i i ssi

46.120. 249. 199 |l srael 147.237.77. 243 |robi L e. i df . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 4
Ret ransni ssi on Packet dropped.

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor

91. 200. 12. 106  |Wkrai ne 147.237.72. 166 |aka.idf. il dr op SAMrul e drop

31.210.188.47 |[Israel 147.237. 72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

84.228.45.206 I srael 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

37.26.148.193 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.183. 165. 227 |Israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

79.177.150. 44 |israel 147.237.77. 243 |robi L e. i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109.64.111.59  |Israel 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

176.13.2.0 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.52.139.253  |Israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

84.228.58.149 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

37.26.149.167 |Israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

87.68.62.169 | srael 147.237.77. 243 |robi l e i of .1 9 =g Invalid segnent retransmssion. |, 3

Ret ransm ssi on

Packet dropped.
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Atacker Address |Ftacker Target Address |Ste Signature
Count ry
i Sreanming Engine: TCP Invalid i i SSi
130.193.51, 01 |ssian 147.237.76. 200 |ei tan. aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Federati on Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82.166.74.170 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
176.13. 6. 32 I'srael 147.237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.179.17.178 [Israel 147.237.0.34 |tikshuv.idf.il |[DOstributed Too Many of the Sane Response Code (404) Bl ock 106
109. 64. 128. 101 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 33
2.54.50. 125 I srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut hori zed URL Access from 2.54.50. 125 Bl ock 23
37.142.64.57 I srael 147.237.0.34 |tikshuv.idf.il |Too Miny of the Same Response Code (404) in Session from37.142.64.57 |B ock 14
217.132. 145. 131l srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 5
2.54.50. 125 | srael 147.237.77. 243 |nobi | e. i df . i | #;;”It :?rélee? , g;‘eggf;sem s/ 1 st chi | ddocunent s/ 1557 Bock |4
46. 19. 86. 84 I srael 147.237.77.243|nobi l e.idf . i | Dstributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/i ndex B ock 4
185. 32. 179. 218 |l srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46.120. 241. 193 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
46.121.27.2 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response CQode Bl ock 3
2.54.50. 125 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
82.166. 244. 220 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode Bl ock 3
109. 65. 104. 193 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
79.177.150. 44 |[israel 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
213.57.182. 163 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
2.54.10. 160 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 2

| D stributed Uhaut hori zed URL Access on
waw i df . i |/ 1133- 22638- he/ dover . aspx.

O stributed Suspi ci ous Response Code B ock 2

107.178.194. 79 |uhited Sates|147.237.77.216|dover. i df . i B ock 2

46. 19. 86. 36 I srael 147.237.77.243|nobi l e. i df . i

204.13.201.137 |Uited Sates(147. 237.77. 216|dover . i df .1 |0 0TS 1?;;}2%;;?2;’26&??:‘)2” Bock |2
149. 88. 151. 202 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
79.182.0. 70 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 2
176.13. 6. 32 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
79.183.150.70 [Israel 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane Bl ock 1
31.154. 94. 10 I srael 147.237.76.86 |navy.idf.il PHP Attenpt B ock 1
109. 253. 144. 254]I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 1
66.249.78.104 I srael 147.237.72. 166 |aka. i df . i | 1D4§t ;g;”tgd 1&3”;;0;; ;ejugteﬁgfsza‘;gx Bl ock 1
5.29.128. 19 I srael 147.237.76.31 |nakchal .idf.il [Distributed PP Atenpt B ock 1
107.178.194.83 |Uited Sates [147. 237. 77. 216|dover. i df il [0 o7 Bted 1‘1“;?;%'3;83(3%\/??;‘);” Bock |1
84.94.45.169 | srael 147. 237. 72. 166 |aka. i df . i | LL'ri%aSJ/ i?;geescﬁdfng]zgzzt/;;;kﬁ f/ i/ kapat 2/ /v es Bl ock 1
46.19. 86. 144 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
79.183.150.70 |[lIsrael 147.237.72. 166 |aka. i df . i | Oistributed Mal forned LRL B ock 1
31.154.94. 10 I srael 147.237.77.216|dover . i df . il Distributed PHP Attenpt B ock 1
149. 78. 163. 225 |l srael 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
5.29.128.19 I srael 147.237.77.216|dover. i df.i Unaut hori zed URL Access to waw i df.il/xnrpc. php B ock 1
109. 66.172.96 |l srael 147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock 1
79.179.9. 113 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
66.102. 9. 101 Lhited Sates|147. 237. 77. 216 |dover. i df .i | Unhaut hori zed URL Access to wwwy i df.il/1294-en/ v idf.il/english B ock 1
208.184.112.74 |Uited Sates[147. 237.77. 216|dover . i df .1 |01 OHe 1?;;}2;;25:?2;’26&??:‘)2” Bock |1
89.138.72.182 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/undefi ned B ock

40.77.167.73 Lhited Sates|147.237.76.31 |nakchal .idf.il [Unhauthorized URL Access to 147.237.76.31/ B ock 1
157.55.39. 123 |lLited Sates|147. 237. 72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock

79.183.150.70 | srael 147.237. 72. 166 |aka. i df . i | %sﬁtcggfﬁb/lxgpﬁngﬁi S'L;DZ(T(,’&'E()’('C&?\EIE; on None 1
79.183.150.70 |Israel 147.237.72. 166 |aka. i df . i | D stributed Aonormal |y Long Request B ock 1
31.154. 94. 10 I srael 147.237.76.200|ei tan. aka. i df . i | |Dstributed PHP Attenpt Bl ock 1
116.75.156. 74 |india 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
66.249.78.199 |[Israel 147.237.72. 166 |[aka. i df . i | Lhknown Paranet er 5cf 35968 in aka.idf.il/news/ None 1
5.29.128. 19 I srael 147.237.76.31 |nakchal .idf.il [Miltiple Wauthorized UR. Access fromb5. 29. 128. 19 Bl ock 1
107.178. 194. 87 |United Sates |147. 237. 77. 216 |dover . i df .i | Distributed thauthori zed URL Access on Bl ock 1

waw i df . i | /1133-22461- he/ dover . aspx.
Unknown Par arret er
2.54.18. 169 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 38$ct | 01$ct | 03$chbl Questi on$l  [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
Unaut hori zed URL Access to

84.108.60.100 |[lIsrael 147.237.0.19 |madimatal .idf.i nadi matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 1
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