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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 107
188. 138. 17. 205 France 147.237.76. 176 test.ncore.idf.il B ock Np All _Net dr op 1

94. 76. 4. 69 Bahrai n 147.237.72. 14 dover.idf.il (ol d) Frk Under Attack Con Tcp drop 1
176.13.21. 73 | srael 147.237.0.19 nadi matal .idf.il DCBS- SSL- A ear Text drop 1
74.91. 28. 59 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1

185. 130. 5. 228 147.237. 76. 39 nobi | e.neitav.idf.il |Block Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

51. 255. 51. 26 Lnited Ki ngdom 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 1




01-29-2016-16:04:06 to 01-29-2016-17:04:06

|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
89. 248. 168. 218 [147. 237. 76. 196 [Net her | ands e.sviva.idf.il ET SCAN Potential SSH Scan 1
_ L ET DO5 Large amount of TCQP ZeroWndow - Possible Nkiller2 DDos
84.108. 215. 130 [147. 237. 76. 30 |l srael hi nush. i df i | 1
attack
72.252.201. 114 |147. 237. 76. 201 |Janai ca e.atal.idf.il ET SCAN NVAP -sS w ndow 2048 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
113.53.187. 14 [147.237.76.30 |Thailand hi nush. i df .i | . 1
Potential Scan or Brute Force
89. 248. 168. 218 |147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
89. 248. 168. 218 [147. 237. 77. 205 |[Net her | ands prisha idf.il ET SCAN Potential SSH Scan 1
89. 248. 168. 218 [147. 237. 76. 39 |Net her| ands nobi le. nei tav.idf.i [ET SCAN Potential SSH Scan 1
72.252.201. 114 |147. 237. 76. 201 |Janai ca eatal.idf.il ET SCAN NVAP -sS w ndow 4096 1
72.252. 201. 114 [147. 237. 76. 201 |Janai ca e.atal.idf.il ET SCAN NVAP -f -sS 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 198. 56. 127 |147.237.76. 34 |Mexi co yohal an.idf.il . 1
Potential Scan or Brute Force
94.76. 4. 69 147.237.72.14 |Bahrain dover.idf.il(od) |ET SCAN NVAP -sS w ndow 1024 1
89. 248. 168. 218 |147. 237. 77. 227 |Net her | ands e. hanaz. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address Atacker

‘Target Addr ess ‘S‘te

‘Signature

Devi ce

‘Count

Country Action
31.154.94.18 [l srael 147.237.76.42 |refuah.idf.il [Bad TOP sequence S retransmt with different monitor  [88
w ndow scal e
2.54.184. 216 I srael 147.237.72. 156 |aman.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
2.54.184. 216 I srael 147.237.72. 156 |aman.idf.il  |SYN Attack rej ect 22
2.54.184.216 I srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 17
2.54.184. 216 I srael 147.237.72. 156 [anan. i df . il Bad TCP sequence Inval i d sequence nuniber noni t or 17
2.54.184. 216 I srael 147.237.72. 156 [amn.idf.il  [Bad TCP sequence Inval i d ACK nunber aert 16
109. 253. 212. 116|l srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 14
109. 253. 212. 116l srael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 13
Sreaning Engine: TCP Invalid i i ssi
46.19.86. 3 I srael 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 64.37. 214 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segment retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 139. 41 |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
77.126.16.155 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 9
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.21.73  |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Russi an o Sreamng Engine: TGP Invalid Invalid segnent retransnssion.
141. 8. 132. 112 er ot on 147.237. 72. 166 |aka. i df i Ret r ansmi ssi on Packet dr opped. drop 9
Veb Server Enforcenent HITP Deni
130. 203. 136.75 |Wnited Sates  |147.237.77.74 |lawidf.il . Véb Servers S ow HITP Denial of | o 8
M ol ation Service
46. 19. 86. 250 I srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
46.19.86.73 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =g Inval i d segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
r ing BEngine: TCP Invali i i ssi
79.179.96.172  |israel 147.237.77. 243 ot e i o1 [ SAMNG Engine: TP Invalid  finvalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreanming Engine: TGP Invalid i i ssi
2.54.46.59 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.11.220 |Israel 147. 237.77. 243 |mbi l e, i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.176. 150. 147 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 64.102. 94 |Israel 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.176. 168. 197 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segment retransmssion. drop 6
Ret ransn ssi on Packet dropped.
5.22.135. 107 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni t or 6
84.110. 108. 102 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence moni t or 6
46.120. 106. 141 |Israel 147.237.72.166 |aka.i of .i | Bad TCP sequence noni t or 5
2.54.184. 216 I srael 147.237.72. 156 |aman.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54. 14. 240 I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
46.120.167.40 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence noni t or 4
. o SN retransmit wth different .
111.140.57.23 |china 147.237.77. 216 |dover.idf.il |Bad TCP sequence vi ndow scal noni t or 4
94.230. 86. 245 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
o SN retransnmit wth different
31.154.94. 18 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence i ndow scal alert 4
5.102.254. 146 |l srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
84.111.232.64 |Israel 147.237.77.233|atal .idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
46.19.85.110  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
109. 160. 148. 61 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TCP Invalid i i ssi
2.52.173.160  |Israel 147.237.72. 166 |aka i f . i 9 =g Inval i d segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
87.69.191. 98 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
109. 253. 212. 1161 sr ael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
5.22.129. 226 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
46.120.106. 141 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
79.183. 241. 158 |Israel 147.237.72. 166 |aka i f . i 9 =g Inval i d segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 67. 107. 139 I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransnssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.177.187. 235 | srael 147.237.72. 166 |aka i f . i 9 =g Inval i d segnent retransnission. drop 3
Ret ransm ssi on Packet dropped.
5.102.254. 146 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
109. 160. 165. 117|I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
77.127.249.23  |lsrael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 69
84.108. 0. 166 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 66
109. 253. 142. 48 |l srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 52
46.19. 86. 78 | srael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 5
178.32.149. 131 |France 147.237.77. 216 |dover . i df . il D stributed PHP Attenpt B ock 4
79.177.34. 97 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 4
109. 253. 201. 172|I srael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 4
84.228.185.9 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
217.132.156. 77 |[Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
176.13.21. 73 | srael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 3
79.179.96.172  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 139. 41 |I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
2.54.158. 139 | srael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 2
46.117.181.74 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
5.29.5.117 I srael 147.237.77. 216 |dover.idf .l Ostributed Unauthorized LRL Access on v i df . il/navy/ B ock 2
66.249.78.159 |[lIsrael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/1133-19149 Bl ock 1
149. 78. 34. 34 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 64. 174. 173 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
5.153.238.103 |Sweden 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wa i df.il/wp-1ogin. php Bl ock 1
169. 229. 3. 91 ;“;tteeg 147.237.77. 176 |nat pash. i df . i | NULL Character in Header Nane at Bl ock 1
84.111.52.158 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to vww aka. i df . il/gen204 B ock 1
169. 229. 3. 91 g“;:s 147.237.72.167|i shuri maka. i df . i|llllegal Byte (de Character in Header Nane B ock 1
79.176.168. 197 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1

Lhi ted . . Unaut hori zed URL Access to
199.16.156. 125 Sates 147.237.77. 216 dover . i df . i1 wwy i df . il /sip storage/fil es/6/si ze220x0/ 17506. j pg B ock !
176.13.11. 220 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
85. 65. 168. 92 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
79.181.30.165 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None
169. 229. 3. 91 ;h;:ee: 147.237.77. 176 |mat pash. i df . i | Abnormal |y Long Request net hod B ock 1
149.78.84.162 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for www aka. i df . i |/ mai n/ sachar/ B ock 1
66.249.78.242 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
109. 65. 144. 7 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
31.13.97.102 Irel and 147.237.77. 216 |dover.i df . il D stributed Unhaut hori zed URL Access on waw i df . i/ navy/ Bl ock 1
178.32.149. 131 |France 147.237.77.216|dover.i df . il Mil ti pl e Unhauthori zed URL Access from 178. 32. 149. 131 B ock 1

- R P WY W T Y Y

169. 229. 3. 91 g"alt:g 147.237.77. 176 |mat pash. i of .1 |OTknown HTTP Request Method A(]=ARAMAA AZATA A—ASA Tn LRL g o g
84.228.132.94 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None 1

Wi ted Illegal Byte Code Character in Method ?A-A Kf: AtLA?APn' AE
169.229. 3. 91 Sates 147.237.72.167|i shuri maka. i df . i|[ [ #19] ] HA AvA" AMAZOLA-. M\ A*AYf [ #11] ] A3 [ #30] ] AceA0A— B ock 1

~NAY[ [ #3]] [ [ #7]] ; A%eAcA- C<bAEASA?6AL

Lhi ted . . D stributed Unaut hori zed URL Access on
204.13.201.137 oo 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
87. 68. 85. 250 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs DoS Atack None 1
2.54.190. 183 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
176.13.16.210 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
84.94.209.123 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
169. 229. 3. 91 ;h;:ee: 147.237.77. 176 |mat pash. i df . i | Il1legal Byte Qode Character in Header Nane B ock 1
149. 78. 120. 188 |l srael 147.237.72. 166 |aka. i df . i | SS. Untraceabl e Qnnection - sigal gs DoS Attack None 1
77.125.157.9 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
109. 67.171. 78 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
31.154. 94.18 | srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
185.32.113.61 |[lIsrael 147.237.77. 176 |mat pash. i df . i | Paraneter Type Mol ation SearchText in wwwe cogat.idf.il/938-en/cogat.aspx |B ock 1
2. 54. 40. 109 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
169. 229. 3. 91 g;g: 147.237.77. 216 |dover.idf .l Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
169. 229. 3. 91 ;h;:ee: 147.237.72. 167 |i shuri maka. i df . i|Mal for med URL Bl ock 1
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