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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 232
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 107
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
142.54. 169. 164 Lhited Sates 147.237.77. 19 lawforumidf.il |bl ock-sp-trafl drop 1

74.91. 28. 60 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il|B ock Wdp All _Nets drop 1

142. 54. 169. 163 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

‘ Target Address

|Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
66. 249. 78. 254 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
218.246.0. 97 147.237.76. 42 Chi na refuah.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
188. 0. 236. 123 147. 237. 76. 201 Ml dova, Republic of eatal.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |Target Address |Ste Signature Action ‘Count
54.244.22.103 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 103
sl SWNretransnmit wth different .
80. 246. 130. 236 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |43
109. 160. 146. 203l srael 147. 237. 72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 38
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 34
R SYN+tACXK retransmt wth .
109. 160. 146. 203|l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence different vi ndow scal e nonitor |33
reamn ine: TCP Invali i i ssi
84.228.22.33  |israel 147.237.77. 243\t e i1 |27 €M NG Engine: TCP Invalid invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
s SWNretransnmit wth different .
80. 246. 130. 236 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal @ monitor |12
192.0.81.17 Lhited Sates 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |11
192. 0. 80. 167 Lhited Sates 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpli ant Failed to hand e connection data [monitor |11
192. 0. 80. 167 Lhited Sates 147.237.77. 170 |n@arachot .idf.i1 |Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |10
reamn ine: TCP Invali i i ssi
141.8.132.112  |Russian Federation |147. 237. 72. 166 |aka.i df . i Streamng Engi ne: TCP alid Jinvlid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 9
reaming BEngine: TCP Invali i i ssi
176.13.13.40  [Israel 147.237.77. 203 |moi e i1 |2 €M NG Engine: TCP Invalid |invalid segnent retransmission. | 9
Ret r ansm ssi on Packet dropped.
Vb Server Enforcenent HTTP Deni
130.203.136. 75 |United Sates 147.237.77.74 |lawidf. il _ Véb Servers Sow HITP Denial of | o g
Mol ation Service
192.0.81. 17 Lhited Sates 147.237.77. 170 [mearachot .idf .il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[nonitor
2.54.148.54 I srael 147.237.0.19 |nedimatal.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect
192. 0. 81. 57 Lhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
reaming BEngine: TCP Invali i i ssi
37.26.148.159 | srael 147.237.77. 203\ e i1 |2 €M NG Engine: TCP Invalid |invalid segnent retransmission. | 6
Ret r ansm ssi on Packet dropped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
79.182. 165. 149 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
reamn ine: TCP Invali i i ssi
31.168.203.84 |israel 147.237.77. 203\ e i1 |2 €M NG Engine: TP Invalid invalid segnent retransmission. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.176. 151. 181 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
77.125.86.53 |l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid |invlid segnent retransission drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 67. 38. 3 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
37.46.39. 23 I srael 147. 237. 72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi
109. 66. 11. 197 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
79.182. 165. 149 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber alert 6
192. 0. 80. 128 Lhited Sates 147.237.77. 170 |n@arachot.idf .il [Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 5
188. 120. 148. 46 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |5
46.19. 85. 217 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
37.26.149.193 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpli ant Failed to handl e connection data [monitor |4
91. 200. 12.7 Lkrai ne 147.237.77. 170 |maarachot . i df .il |dr op SAMrul e drop 4
192. 0. 82. 117 Lhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
192.0.80.128  |tnited Sates 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpli ant Failed to handl e connection data |monitor |4
37.247.36.83  |Netherlands 147.237.8.28 |e.mobile-ks.idf.il|Geo-1 ocation enf or cenent Geo-I ocati on i nbound drop 4
enf or cenent
46. 19. 85. 199 I srael 147.237.76.31 |nakchal.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i SSi
46.117.196.73 | srael 147.237.77. 243 |nobi l e.i df . | 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
192. 0. 80. 47 Lhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
217.132.58.170 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
192.0.100.152 |[Lhited Sates 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |[monitor |4
46.210.228.64 |lsrael 147.237.77. 212 |e. dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TQP Invalid i i Ssi
84.108. 168. 122 |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
5.22.131.110 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
80.178.206.17 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi
109. 66. 55. 232 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.179.20.161 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
87.68.157.115 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Iran, Islamc . s . )
79.127. 43. 235 Republ i ¢ of 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence I'nval i d AGK nunber nonitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |[Site Sgnature Action ‘Count
109. 253. 137. 28 |l srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 204
79.177.122. 186 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 184
2.52.139.194 |Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 127
79.177.122. 186 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 107
2.54.185. 81 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 102
109. 253. 137. 28 [ srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 96
2.52.139.194 |[lIsrael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 91
79.177.122. 186 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 88
84.108.99.41 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 82
2.54.148. 54 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 46
2.54.185. 81 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 34
109. 253. 137. 28 [l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 34
213.57.225. 108 [l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 30
2.54.148.54 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 29
84.108.99.41 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 20
176.13.3.63 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 9
109. 253. 135. 46 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 7
84.228.22.33 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
77.125. 155. 144 |l srael 147.237.77.74 [lawidf.il Dstributed PHP Attenpt Bl ock 4
77.125. 155. 144 |l srael 147.237.77.74 |lawidf.il Distributed Unauthori zed URL Access on waw nag.idf.il/xmrpc. php |8 ock 4
46.19.86. 78 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
84.111.244.41 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
31.168. 203. 84 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 143. 8 [l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.7.96 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
5. 29. 107. 20 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.143.38. 222 (I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
204.13. 201. 137 |Wi ted Qates |147. 237. 7. 216 |dover . i df . i | b stri bt oc gggfggggfgeﬁvi‘fzs:p;” Bock |2
176.13.3.64 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
77.125.15.212 |Israel 147.237.72. 166 |aka. i df . i | \I/JW\;\lt;lI(;Jult gfd. itf"/ar‘r‘;hr?/r; ;fﬁarﬁ‘n (fecfciisez on B ock 2
46.19.85.222 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84.108.13. 174 |Israel 147. 237.72. 166 |aka. i df . i | shauthor ;?‘?Iﬁmﬁfgf;js;é’omrol o at Ul A Bock |2
107.178.194. 79 |Wi ted Sates [147. 237. 7. 216 |dover . i df . i | D stri outec 1?;;}2;’;;??}9%&?22;” Bock |2
213.57.136.9 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
46.120. 104. 95 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
169. 229. 3. 91 Lhited Sates |147.237.0. 17 g; .niyl- kosher -kravi . | Illegal Byte Gode Character in Header Nane B ock 1
80. 246. 130. 236 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ | ayout 2. css |Bl ock 1
43.248.35. 210 |Japan 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
107.178.194. 79 |Wited Sates |147. 237. 77. 216 |dover. i df .i | D stri buted lT;‘;f;gégg?ﬂe%vﬁ‘ffsp;” Bock |1
Unknown Par arret er
77.127.14. 203 |lsrael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acekHol der $bt nAt udaBack i n None 1
wan aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
66. 249. 78. 160 |Israel 147.237.72. 166 |aka. i df . i | mnskv: il;&flr. ?Tftcﬁlr m‘j‘cﬁ;mq?(‘t:'zgai/ Sef et asp None 1
84.228.202.6 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19.86.219 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
169.229.3.91 |hited Sates|147.237.77.74 |lawidf.il Mil tipl e Abnormal Iy Long Request from 169.229. 3.91 B ock
79.179.6.219 |[Israel 147.237.72. 166 |aka. i df . i | m“;kf_"i Idfe,d | /ﬁwzaﬁ ;jac;/rsl i ps. aspx Bl ock 1
14. 29. 80. 4 Chi na 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to ww i df.il/dg/ cl ass/ del pat h. php B ock 1
89.133.241.51 |Hungary 147.237.77.216|dover.idf.il Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
68.180.228. 112 |Lhited Sates |147.237.77. 216 |dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1393-en/ dover. aspx |B ock 1
65.55.210. 150 |[Lhited Sates |147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
43.248.35.210 |Japan 147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on vww i df . i|/xmrpc. php B ock 1
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