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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Wp Al _Nets drop 105
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3

115. 239. 228. 10 Chi na 147.237.76. 34 yohal an.idf.il JLM Under Attack Con Htp dr op 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

95. 100. 174. 66 Eur ope 147.237.76. 201 eata.idf.il B ock_Udp Al Nets drop 1

74.91. 28. 62 Lhited Sates 147.237.77. 176 nat pash. i df . i | bl ock-sp-traf1 drop 1

142. 54. 160. 213 Lhited Sates 147.237.72. 167 ishurimaka idf.il |bl ock-sp-trafl drop 1

95. 100. 174. 66 Eur ope 147.237.76. 44 e.refuah.idf.il B ock_Udp Al _Nets drop 1

193. 108. 91. 154 Eur ope 147.237.76. 176 test.ncore.idf.il B ock Udp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

109. 90. 211. 122 Ger many 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 1




01-29-2016-14:04:07 to 01-29-2016-15:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Ste Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
176. 13. 6. 232 147.237.0. 19 I srael madimatal .idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 3
66. 249. 78. 166 147.237.77.216 [Lhited Sates dover . idf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 254 147.237.72.166 [Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
64.233.172.155 |147.237.77.216 |Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
58. 253. 96. 122 147. 237.8. 28 Chi na e.nobile-ks.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
113.160. 150. 62  |147.237.77.212 |V etnam e.dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
113.160. 150. 62 |147.237.77.212 |M etnam e.dover.idf.il ET SCAN NVAP -f -sS 1
58. 253. 96. 122 147. 237.8. 28 Chi na e.nobile-ks.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
113.160. 150. 62  |147.237.77.212 |V etnam e.dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
106. 79. 182. 76 147.237.76.176 |India test.ncore.idf.il |GPL SCAN nmap TCP 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i sSi

109. 66. 125. 15 |I srael 147, 237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 138
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 145. 145|i srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. | 93
Ret r ansni ssi on Packet dropped.

reanmn ine: TCP Invali i i ssi

213.57.178.72 |Israel 147, 237. 77. 243 |nobi | e. i of . i Streamng Engi ne: TCP Invalid invalid segnent retransmissi on drop 56
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 65.34. 7 I srael 147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. | 51
Ret r ansni ssi on Packet dropped.

41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 34
Sreaning Engine: TCP Invalid i i ssi

109. 65. 191. 253 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.

41.33.232. 66 Egypt 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 23

85.130. 225. 65 |Israel 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Inval id ACK nunber noni t or 12

85.130. 225. 65 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i I|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 12

46. 19. 86. 102 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11

85.130. 225. 65 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i I{dr op Frst packet isn't SN drop 11

e SN retransmit wth different .
85. 250. 115. 57 |l srael 147.237. 72. 166 |aka.i of .i | Bad TCP sequence i ndow scal @ noni t or 10
2.52.42.101 I srael 147.237.76.31 |nakchal.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Russi an D Streaming Engine: TCP Invalid |invalid segnent retransnission.
141. 8.132. 112 ration 147.237.72. 166 |aka. i df .i | Ret 1 ansni ssi on Packet dr opped. drop 9
Sreanming Engine: TCP Invalid i i ssi

5.22.135. 4 I'sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

93.173.20.210 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.

93.172.144. 196 |lsrael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 8
Sreaning Engine: TGP Invalid i i ssi

5.102.229.130 | srael 147. 237.77. 243 |mobi l e i i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.182.34.161 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

37.26.147.211 | srael 147. 237.76. 200 |ei tan. aka. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

31.154. 145. 144 |l srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreanming Engine: TCP Invalid i i sSi

185. 120. 126. 47 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

37.26.148.228 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

31.154.145. 144 |israel 147.237.72. 166 |aka i df . i Bad TCP sequence SINAK retransmt with different | oo |6

w ndow scal e

Sreaning Engine: TCP Invalid i i ssi

84.228.253. 112 | srael 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

5.22.135.138 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Invalid ACK nunber noni t or 6

93.172.144. 196 |l srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 5

185. 27. 105. 148 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber noni t or 5

37.142.207.28 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor 4

37.26.146.157 |lIsrael 147.237. 72. 156 |anan.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 4

121.54.58. 245  |Philippines 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 4

37.142.160. 71 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4

94.230. 86.189 |[lIsrael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

195.34.150.18 |Austria 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  [monitor |4

31.210.186.46 |lIsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi

79.183. 136. 236 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.54.132.171  |israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

222.241.96.123 [China 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi

77.127.179.61 |israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.179. 142.66 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

5.22.135. 243 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

109. 64. 219. 197 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi

79.182.112. 219 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

185.3.147.181 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber noni t or 3

5.22.131.112 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi

81.218.188.76 | srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.179. 183. 197 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

185. 120. 125. 32 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.




01-29-2016-14:04:07 to 01-29-2016-15:04:07

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176. 13. 6. 232 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 335
46.120. 124. 223 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 189
46.120. 124. 223 [l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 177
2.54.1.48 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 169
176.13. 6. 232 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 115
2.54.1.48 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 113
176. 13. 6. 232 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 33
46.120. 124. 223 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 33
109. 253. 137. 28 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 13
80. 246. 139. 124 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 6
80. 246. 139. 124 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 5
2.54.55. 168 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
37.26.149.162 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
80. 246. 139. 124 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 3
79.177.122.186 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.139.90 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 64. 219. 197 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwy aka. i df . il/hinuch B ock 2
2.54.129. 172 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.177.104.70  |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46.121.18.85 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
37.60. 47. 46 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 37.60. 47. 46 B ock 2
2.54.160. 19 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 2
185.32.179. 188 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
213.57.178.72 |[israel 147.237.77.243|nobi l e.i df . i | Ml tiple Unaut hori zed URL Access from 213.57.178. 72 B ock 2
176.13.11.5 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
213.57.225.108 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
176.13.16.240 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.117.131. 181 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
204.13.201.138 |Uited Sates  [147.237.77.216|dover . idf il [P 0TI OHed 1?;;}2;;5?&%&?2222” Bock |1
84.109. 73. 15 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
79.176.160.50 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.121.17. 36 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
109. 253. 209. 124]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
93. 86. 37. 40 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwy nag.idf.il/xmrpc. php B ock 1
37.147. 33. 61 gs:;;”i o 147.237.77.74 |lawidf.il \;\Pﬁrwax;e: dfT_yipf/ t\Aerc'::nlat oy ;2{ ﬁ(‘lbgltge; ftieI”;_' :pr B ock 1
5.29.22.24 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
176. 228. 179. 213|l srael 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il/international _training B ock 1
154. 68. 5. 20 te DIvoire [147.237.72.166|aka. i df .il Unhknown Paraneter anp; catld in v aka.idf.il/rights/asp/info.asp None 1
66. 249. 93. 32 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co Bl ock 1
109. 65.198. 76 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 1
46.120.27.99  |[israel 147.237.77.233|atal . i df .i| O 2 e 0 o csour el or et el Bock |1
37.60.47. 46 I srael 147.237.72. 166 |aka. i df . i | Adm n Bl ocki ng Bl ock 1
208.184.112.74 |Uited Sates  [147.237.77. 216 |dover. i df il [0 ot7 Lo 1T§§f£'§gi3§f’ﬂ;’}ov’;ﬁ°_fp§” Bock |1
84.111.52.158 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
2.54.133. 146 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
109. 253. 213. 58 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwwu aka. i df.i|/main/gi yus/wan navy.idf.il  [B ock

Unknown Par anet er
93.172.55. 48 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP acekbl der $bt nAt udaPrint in None 1

wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.19. 86. 14 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
185. 27. 105. 148 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
5.29.88. 18 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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