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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock Wp Al _Nets drop 102
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 3
142. 54. 169. 165 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
155. 94. 64. 106 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock_Udp Al Nets drop 1
74.91. 28. 59 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

141. 237. 21. 156 G eece 147. 237.77. 216 dover.idf.il |1633: HTTP: WbDAV Protocol PRCOPFIND Met hod Bl ock 24
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
80. 246. 139. 124 |147.237.0.19 |[Israel medi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
218.24.171.223 |147.237.0.19 |China nedi matal .idf.il GPL SCAN nmap TCP 2
59.46.193.114 |147.237.0.19 |China nadi matal .idf.il GPL SCAN nmap TCP 2
79.181. 175. 169 |[147.237.76.30 |l srael hi nush. i df .i | ET SCAN NVAP -sA (2) 2
201 173, 190. 1951147 237 72. 14 e co dover i df i1 (ol d) ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
36.72.228.72 147. 237.76. 42 |l ndonesi a refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
36.72.228.72 147.237.76. 42 |l ndonesi a refuah.idf.il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
125.89.70.205 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80.82.78.6 147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.181.175. 169 |147.237.76.30 |[lIsrael hi nush. i df . i | ET DB Large anount of TGP ZeroWndow - Possible Niller2 1
DDos attack
208. 69. 31. 98 147.237.0.200 [lhited Sates |mdu.idf.il ET SCAN Potential SSH Scan 1
208. 69. 31. 98 147.237.0.19 |Wnited Sates |nadi matal.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 162 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
201.173. 153. 220|147.237.0. 16  |Mexi co ny- kosher-kravi .idf.il ET SW\I Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
36.72.228.72 147. 237.76. 42 |l ndonesi a refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5. 39. 222. 253 147. 237.76. 38 |Nether| ands eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.76.11. 255 147.237.72. 14 |Bahrain dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
80.82.78.6 147.237.0.33 [Netherl ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 246. 0. 97 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
208. 69. 31. 98 147.237.77. 216 |Lhited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
66.240.213.93  [147.237.76. 176 |Wited Sates [test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 69. 31. 98 147.237.0.34 |wnited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
58.177. 133, 167 |147.237.8.28 |Hong Kong o robi | e ke, i df | ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

S ream ng Engi ne: TCP

Inval i d segnent retransnission.

109. 65. 206. 213 |l srael 147.237. 76. 200 |ei tan. aka. i df .i | . o dro 210
Inval i d Retransnission Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
reamng Engi ne: T i i ssi
141.8.132. 112  |Russian Federation |147. 237. 72. 166 |aka. i df .i Streamng Engi ne: TCP Invalid segnent retransmssion. |y o 27
Inval i d Retransmission Packet dropped.
54.244.22.103 |lhited Sates 147.237.77. 233 |ata .idf.il drop Frst packet isn't SYN drop 24
Pal esti ni an
46.18.23.230  |Territory, 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop 14
Qccupi ed
reamng Engi ne: T i i ssi
37.26.147.229 |israel 147.237.76. 200 |ei tan. aka. i of . Streamng Engi ne: TCP Invalid segnent retransmssion. |y o 12
Inval i d Retransmission Packet dropped.
79.178.141.9 | srael 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 11
109. 186. 189. 186 srael 147.237.72. 166 |aka. i df . Bad TCP sequence SINHAK retransmt wth different | onor |
w ndow scal e
141.237.21.156 |G eece 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant |Failed to handl e connection data |nonitor |8
S reaning Engi ne: TCP i i ssi
94.230.86.184 |Israel 147. 237. 72. 166 |aka i of . i | mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Ret ransmissi on Packet dr opped.
ream n ine: T i i Ssi
2.54.167. 38 I'srael 147. 237. 77. 243 |robi 1 e i df . i | Streaning Engine: TCP Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
66.249.78.252 |United Sates 147.237.0.19  |nadimatal .idf.il mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmissi on Packet dr opped.
79.178.141.9 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaning Engi ne: TCP i i ssi
77.127.225.177 |israel 147.237.72. 166 |aka. i df .i mng Engine. Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
reamng Engi ne: T i i ssi
46.121.123.18 |Israel 147.237. 77. 243 |robi 1 e i df . i | Streanng Engi ne: TCP Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.178. 202. 240 I srael 147.237.72. 166 |aka. i df .i mng Engine. Invalid segnent retransmssion. |, 6
Inval i d Retransmissi on Packet dropped.
reamng Engi ne: T i i ssi
2.54.141. 99 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. g, 6
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
109.67.101. 49 |Israel 147.237.72. 166 |aka. i df .i mng Engine. Invalid segnent retransmssion. |, 6
Inval i d Retransmissi on Packet dropped.
reamng Engi ne: T i i ssi
79.178.119. 251 |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. |y o 6
Inval i d Retransmission Packet dropped.
109. 64.217.60 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.19. 86. 112 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
31.154.167.26 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
86.22.198.223 |United Kingdom |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant |Failed to handle connection data |nonitor |4
37.247.36.115  |Nether| ands 147. 237. 76. 199 |e. nakchal . i df . i1 Geo- | ocati on enf or cement g‘;? OLSZﬁL'nf n i nbound drop 4
86.22.198.223 |United Kingdom |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4
84.108.29. 31 I srael 147. 237. 72. 167 |i shuri maka. i of . i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect
S reaning Engi ne: TCP i i ssi
79.178.235.56 |l srael 147. 237. 72. 166 |aka i of . i | mng ngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Ret ransmissi on Packet dr opped.
ream n ine: T i i Ssi
176.13.5.213  [Israel 147.237.77. 243 |nobi l e, i df . i1 Streamng Engi ne: TCP Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
_ . o S reani ng Engi ne: TCP TCP segnent out of naxi mum
208. 52. 154. 243 |Whited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | . al | oned sequence. Packet drop 3
Segnent Limt Enforcenent
dr opped.
79.176.102.77 |lsrael 147.237. 77. 243 |nobi | e.i df . i | dr op Frst packet isn't SYN drop
37. 46. 39. 145 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
84.109. 49. 59 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
S reaning Engi ne: TCP i i ssi
109. 67.224.22 I srael 147. 237.72. 166 |aka i of . i | mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
82.102. 169. 113 | srael 147. 237. 72. 166 |aka. i f . i mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmnission Packet dropped.
46.19. 86. 91 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engi ne: TCP i i ssi
77.127.207. 248 |Israel 147.237.72. 166 |aka i df . mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
79.179.109. 65 |l srael 147. 237. 72. 166 |aka i of . i | mng ngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Ret ransmissi on Packet dr opped.
Sreaning Engi ne: TCP i i ssi
176.13.12. 225  |Israel 147.237.77. 243 |nobi l e, i df . mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
46.19.85.205  |israel 147. 237.77. 243 |nobi l e, i df . mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Ret ransmissi on Packet dr opped.
Sreaning Engi ne: TCP i i ssi
79.178.34.48  |israel 147.237.72. 166 |aka. i df . i mng gl he. Invalid segnent retransmssion. | o 3
Inval i d Retransnission Packet dropped.
: ) . 4|t reaning Engi ne: TCP TCP segnent out of naxi mum
208.52. 154. 243 |United Sates 147.237.0.17 |M-kosher-kravi.id 9 =g al | oved sequence. Packet drop 3
f.il Segnent Lint Enforcenent
dr opped.
2.52.134.56 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |3
31.154.167.26 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence SINACK retransmt with different | oniior |3
w ndow scal e
46. 120. 70. 96 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
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Attacker Address |Attacker Gountry |[Target Address ([Ste Signature
S reani ng Engi ne: TCP TCP segnent out of naxi num

208.52.154. 243 |lhited Sates 147.237.77. 176 |nat pash. i df .i | . ) al | ovned sequence. Packet drop 3
Segnent Limt Enforcenent | ,oneq.
S reani ng Engi ne: TCP TCP segnent out of nmaxi mum

208. 52. 154. 243 |Whited Sates 147.237. 72. 156 |anan.i df .i | Lo ) al | oned sequence. Packet drop 3
Segnent Limt Enforcenent

dr opped.

Sreaning Engi ne: TCP i i ssi

109. 253. 208. 2181 sr ael 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. |, 3
Invalid Retransn ssi on Packet dr opped.

37.46. 38. 121 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
109. 253. 130. 242|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 414
109. 253. 130. 242|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 199
109. 253. 130. 242|I srael 147.237.0.19 |nadi matal .idf.il 18‘;_'\;5"?{ fgot_ gizsa”e Response (ode (403) in Session from Bl ock 121
80. 246. 139. 124 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 101
109. 253. 129. 106|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 96
80. 246. 139. 124 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 93
109. 66. 6. 15 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 89
109. 66. 6. 15 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 85
2.54.174. 248 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 64
109. 253. 129. 106l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 33
46.120. 124. 223 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
185. 32.179. 105 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 7
185. 32.179. 105 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 7
5.22.131. 86 I srael 147.237.77.243|nobi [ e.i df . i | Paranet er Type M ol ati on Password i n nobil e.idf.il/sachar/login B ock 6
79.180. 11. 56 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/mai n/ sachar/ nas. aspx B ock 5
185. 32.179. 137 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.54.12.83 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
176. 13. 8. 243 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
217.132.136.71 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.40.91 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.148.132 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
5.29.34.179 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
79. 180. 50. 16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 2
176.13.13.167 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from176. 13.13. 167 B ock 2
2.54.167. 38 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
109. 253.131. 30 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249.78.111 | srael 147.237.72. 166 |aka. i df . i | ﬂ?“tzg(;r ;f‘jesg}naﬁfgfiut;gi yus/ general . aspx Bl ock 1
217. 194. 206. 108|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
208.52. 154,243 |Wited Sates |147.237.72.156|anan.idf.il Uhaut hori zed URL Access to /nysgl/scripts/ setup. php Bl ock 1
107.178.194.83 |Uited Sates |147.237.77.216 |dover. i df.il Dstri utec 1?;;}2%;;?&%\2‘??:{);” B ock 1
2.54.174. 30 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
68.198. 14. 34 Lhited Sates |147.237.77.170|maarachot.idf.i| |Unhauthorized UR. Access to maarachot.idf.il/p B ock

109. 253. 221. 2191 sr ael 147.237.72.166 |aka. i df . i | m”:k‘f:i Effiﬁfgglgxmlimi;& None 1
109. 65. 136. 170 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
213.151.50.176 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter ved in ww aka.idf.il/main/snalinismali maspx None 1
85. 65. 70. 124 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1
192. 0. 113. 50 Lhited Sates [147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
2.54.26.13 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
40.77.167.8 Lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
208.52.154. 243 |lhited Sates |[147.237.76. 147 [chi nuch. aka. i df . i|Waut hori zed URL Access to /nysql/scripts/setup. php Bl ock 1
107.178.194. 87 [Uited Sates [147.237.77.216|dover. i df il Dstri utec 1?;;}2;;5?&%\/’2??:{);” Bl ock 1
185. 32. 179. 105 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (403) B ock 1
74.91.28.59 Lhited Sates [147.237.0.19 |nadi matal.idf.il|Unauthorized URL Access to ww. 915ny. cond B ock 1
149. 78. 120. 188 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
46.121. 243. 245 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
204.13.201.138 |United Sates [147.237.77. 216 |dover . i df . i | D stri utec 1?;;};;;5?&%\/’??;}2” B ock 1
87.69. 32. 107 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None

31.168. 114. 111 |[lIsrael 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
2.54.35.19 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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