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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 105
79.178. 200. 233 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 4
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 2
91.219. 236. 174 Hungary 147.237.76. 148 gogcenter.aka.idf.il |JLM Under Attack Con Tcp drop 2

81. 218. 56. 125 | srael 147.237.77. 216 dover.idf.il Bl ock Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
109. 253, 144. 135|147, 237, 77. 233 |1 57 e atal il ET DO5 Large anount of TCP ZeroVindow - Possible Nkiller2 5
DDos attack
168. 62. 238. 153 [147.237.76. 198 |Lhited Sates [e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
113. 207. 36. 253 |147. 237. 77. 226 |Chi na waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
113. 207. 36. 253 |147.237. 77. 178 |Chi na e. nat pash. i df . il ET SCAN Potential SSH Scan 1
60.52. 64. 14 147. 237.76.20 |Milaysia himsh i df | ET SCAN Behavi oral ULhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
196.47.173.21 |147.237.76.176 |te Dlvoire |test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
183.3.202. 115 |147.237.76.31 [China nakchal . i df il ET SCAN Potential SSH Scan 1
113. 207. 36. 253 [147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
113. 207. 36. 253 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
113. 207. 36. 253 |147.237. 77. 170 |Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
91.201.236.113 [147.237.0.15 |lkraine kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
196.47.173.21 |147.237.76.176 |te Dlvoire |test.ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
183.3.202. 115 |147.237. 76. 196 [Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Devi ce

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

Ret r ansm ssi on

Packet dropped.

109. 67. 148. 151 |l srael 147.237.77. 243 |nobi l e.i of .i | S dro 21
Ret r ansni ssi on Packet dropped. P
62. 90. 181. 60 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
41.33.231. 90 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |10
Sreanming Engine: TCP Invalid ' i ssi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka.idf. il 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
46.19.86.129  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | 9 =9 Invalid segnent retransmssion. . 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
207. 232. 46. 209 i srael 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
8.37.227.81 Anonyrmous Proxy  |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 8
212.199. 156. 81 |Israel 147.237.76.42 |refuahicf.il  [Bad TOP sequence SN retransmt wth different oo g
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
157.55.39.197 |Wited Sates 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
8.37.227.68 Anonyrmous Proxy  |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 6
109. 253. 144. 135l srael 147.237.77. 233 |atal .i df il Bad TCP sequence Inval i d AGK nunber aert 6
84.108.237.57 |lsrael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 157 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid ACK nunber alert 6
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
87.69. 28. 15 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |6
82.166. 77. 241 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
109. 253. 144. 135l srael 147.237.77. 233 |atal .i df il Bad TCP sequence Inval i d AGK nunber monitor |6
46. 19. 85. 157 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |6
62. 0. 197. 205 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 5
31.210. 186. 155 |Israel 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d AGK nunber monitor |5
46. 19. 86. 86 I 'srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.166. 159 | srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 5
37.26.148.253 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.128.22 | srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |4
5.102. 254. 20 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber moni tor |4
82.166. 77.241 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 4
2.54.128.22 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 4
83. 244. 84. 106 (F;ajcis;i';'ja” Territory.l 47 237.77. 176 |natpash.icf.il ~ |Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |nonitor |4
2.54.128.22 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 4
2.54.138.17 I srael 147.237.72. 166 [aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.54.128.22 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
46.121. 150. 150 |l srael 147. 237. 72. 156 |aman. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
87.69. 28. 15 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
2.54.5.73 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.128.22 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 4
5. 102. 254. 20 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
31.154. 94. 68 I srael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
41.33. 232. 66 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |3
Sreanming Engine: TCP Invalid i i ssi
2.54.49. 197 I srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
37.46.38. 197 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi
84.228.34.251 |l srael 147.237.77. 243 |mbile.i o i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
62. 0. 200. 120 | srael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 3
Sreanming Engine: TCP Invalid ' i ssi
213.57.39.74  |israel 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.52. 45, 43 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
46.19.86.103  |israel 147. 237.77. 243 |mobi l e. i . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 139. 168|I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
46.19.86.150 | srael 147. 237. 77. 243 |nobil e.i df .i | g =g Invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185. 120. 126. 50 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46. 19. 86. 86 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 93
109. 253. 200. 200|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 60
37.26.146.139 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 48
46. 19. 86. 21 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 42
109. 253. 200. 200|1 sr ael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 41
5. 29. 96. 158 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 29
46. 19. 86. 86 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 18
176.13. 6. 232 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
79. 180. 54. 88 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 7
109. 253. 128. 96 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 7
109. 253. 142. 104/l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
46.19. 85. 32 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
109. 253. 144. 135|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 4
95. 32.193. 197 gz:;;r: on 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/configuration. php_ B ock 4
106. 51. 185. 146 |India 147.237.77. 216 |dover . i df . i | mﬂté‘:riilz/i?pgofggjﬁ AN, ong Bock |3
46. 19. 86. 197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
185.27.106.81 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock

188. 143. 232. 19 :Zg::t”i on 147.237.0.15 |kosher-kravi.idf.il Mil ti pl e Unhaut horized LRL Access from 188.143. 232. 19 Bl ock 3
176.13.17.1 I srael 147.237.0.19 [nmadimatal .idf.il D stributed Suspici ous Response Code B ock

46. 19. 85. 217 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
176.13.0.21 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
185.32.179.23 [l srael 147.237.77. 243 |nobi | e. i df . i | E;)Eitlréﬁuéf?Iﬂiﬁhgg{}fﬁgexm‘ Access on Bl ock 3
79.183.119. 164 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
149.88.141.59 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.176.115. 135 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
185.32.179. 4 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
37.26.147.199 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
93.173.59. 225 |Israel 147.237.72.166 |aka. i df . i | Paraneter Fead Only Molation in None 2

v aka. i df . i | / nai n/ sachar/regi strati onw zard/ regi st er. aspx
Unaut hori zed URL Access to

46.19.86. 103 | srael 147.237.77. 243|mobi | €. i df . i ] nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1432 Bl ock 2
46.19.86.41  [Israel 147.237.76.42 |refuah. i df il Pevaneter Type M olat on o Lgf?g’ﬂ;ﬁ”;;fcem' deriftxt@ontent infg o |2
79.177.120. 251 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.52.56.75 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 138. 255| sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
37.26.149.178 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
176.13.15. 246 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.178.67.31 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . il Mil tipl e Lhaut hori zed UR. Access from 66.249. 78. 159 B ock 1
2.54.138. 221 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
213.57.252.48 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 1
85.64. 1. 150 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
46.19. 85. 145 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
157.55.39.138 |Uhited Sates  [|147.237.0.16 Iny kosher-kravi.idf. i m“;;‘_ogjhﬁ_ﬁﬁfjﬁ ' cete. tat Bl ock 1
2.54.5.73 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
61.135.190.71 |China 147.237.0. 17 g; niyl- kosher -kravi .| Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
93.172.244.73 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from93.172.244.73  [B ock 1
37.142.223.93 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.78.160 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/kanar/ml ui nday. asp |B ock 1
2.54.174.30 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
132. 66. 222. 158 |l srael 147.237.72. 156 |anan. i df . i | gsﬁggﬁﬁfbclﬁ S@i&i&gg&' violation None 1
109. 67. 142. 53 |l srael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df . il/1133-23122- he/ B ock 1
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