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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 101

204. 42. 253. 2 Lhited Sates 147.237. 76. 148 gacenter.aka. idf.il [B ock Np Al _Net dr op 2

70. 39. 185. 217 Satellite Provi der 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 2

217. 146. 91. 36 Uni ted Ki ngdom 147. 237. 76. 196 e.svivaidf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure

Devi ce Action |Count
86. 62. 73. 199 Russi an Federat i on 147.237.77. 216 dover.idf.il Q008: HTITP. Xenu User Agent B ock 1
71.170.23. 126 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
86. 62. 73. 199 Russi an Federation 147.237.77. 176 nat pash.idf.il Q008: HTTP. Xenu User Agent Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DO5 Large anount of TCP Zer oWndow - Possible Niller2

130. 180. 12. 50  |147. 237. 77. 233 |Ger many atal .idf.il Doos at t ack 4
182.18.160. 216 |147.237.0.17 |india mny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 3
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66.249.78.254 |147.237.72.166|Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
182.18.160. 216 |147.237.0.35 |india akavs. i df . il ET SCAN Potential SSH Scan 2
94. 76. 11. 255 147.237.72.14 |Bahrain dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 2
193. 105. 134. 220|147. 237. 76. 177 |Sweden ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
183.60. 109. 43 |147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 109. 43  |147. 237. 76. 147 [Chi na chi nuch. aka. i df . i1 ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 109. 43  |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
223.4.174. 30 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
177 206. 68. 6 147 237 76.30 |mrazil hiash i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
223.4.174.30 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
199. 191. 56. 188 |147.237.0.15 [lhited Sates [kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 4096 1
91.201.236. 114 |147.237.77. 216 |krai ne dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 112. 102. 144|147. 237. 0. 200 . i df il ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.0.19 |Netherl ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
183. 60. 109. 43  [147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183.60. 109. 43  |147.237.76.86 |Chi na navy.idf.il ET SCAN Potential WWNC Scan 5900- 5920 1
182. 18. 160. 216 [147.237.0.15 |India kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
223.4.174. 30 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
168. 62. 238. 153 |147.237.8.14 |lhited Sates [e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
223.4.174.30 147.237.76.86 |China navy. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
198. 20. 69. 74 147.237.76.39 |lhited Sates [nwbile. neitav.idf.il ET OROP Dshiel d B ock Listed Source 1
91.201.236. 114 |147.237.77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
70.39.185.217 |Satellite Provid{147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 70
70.39.185.217 |Satellite Provid{147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 67
176.31.117.76 |Fance 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 55
37.26.148. 192 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 43
130.180.12.50  |Ger many 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
2.54.7.105 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 31
91.121.255.66 |France 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 25
Sreaming Engine: TGP Invalid i i ssi
109. 253.199.6 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. 24
Ret ransni ssi on Packet dropped.
91.121.255.66 |France 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 21
2.54.7.105 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |13
2.54.7.105 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 13
2.54.7.105 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber alert 13
2.54.7.105 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
reanming BEngine: TCP Invali i i ssi
84.94.22.166  |Israel 147.237.77. 243 |robi L e. i of .1 Streamng Engi ne: TCP Inval id fimvalid segnent retransmssion. |, op 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 145, 2121 srael 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
46.19. 86. 82 I'sr ael 147.237.76. 147 |chinuch. aka i 11 | €aMNg Enginer TCP Inval id fimvalid segnent retransmssion. |, op 9
Ret ransni ssi on Packet dropped.
213.57.63.143 |lsrael 147.237.77. 243 |nobi le.idf .il drop First packet isn't SN drop
62.219. 146. 214 |l srael 147.237. 77. 176 |nat pash. i of . | SYN At t ack SYN -> SYN-ACK -> RST rej ect
91.121.255.66 |France 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack rej ect
Sreaning Engine: TCP Invalid i i ssi
46.19.86.145  |israel 147. 237. 77. 243 |nobi l e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 150 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
37.26.148.247 |Israel 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
141. 8.183. 16 RJSf::I”ion 147. 237.77. 176 |nat pash. i df . i | drop First packet isn't SIN drop 6
reanmn ine: TCP Invali i i ssi
5.28.158.181  |Israel 147, 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
80. 246.130.56 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SNretramsmt wih different — Jooyiior o
w ndow scal e
46.19. 85. 151 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber aert
46. 19. 85. 151 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi
79.182.48.54  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228.79.91  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
37.26.146.210 | srael 147.237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 245 I srael 147.237.72. 156 |anan.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
Sreaning Engine: TCP Invalid i i Ssi
2.52.168. 83 I'sr ael 147.237.77. 243 |robi L e. i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.126.30.193 | srael 147.237.77. 243 |mbi le.i o i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 150 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber alert 6
5.102. 254. 148 |l srael 147.237.72. 156 |anan.i df .i Bad TCP sequence I'nval i d AGK nunber nonitor |5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
79.177.183.156 |l srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence I'nval i d AGK nunber nonitor |5
81.218. 156. 204 |Israel 147. 237.77. 226 “:"I"“ha”mz'aka"df drop First packet ism't SWN drop 4
46.120.92.244 |israel 147.237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.210. 186. 135 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
212.199.57.200 |[lsrael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
Sreanming Engine: TCP Invalid i i SSi
2.54.24. 217 I'srael 147.237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.126.100. 125 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
94.230. 86. 153 |l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
176.13.13.216  |Israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.178.113.53 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
91.121. 255.66 |France 147.237.72. 156 |anan. i df .i| SYN Attack rej ect 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.170.31 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 147
2.54.170. 31 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 107
176. 13. 8. 243 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 67
80.246. 136. 93  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 33
85. 65. 71. 95 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 21
2.54.159. 27 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 19
80. 246. 137. 252 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
164. 138. 113. 229|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 14
80. 246.136.93 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 13
149. 88. 197. 175 |l srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 7
79.181.221.2 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
176.13. 3. 144 I srael 147.237.77.243|nobi [ e.i df . i | Mil tipl e Unaut horized URL Access from 176.13. 3. 144 Bl ock 5
109. 253.199.6  |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 5
84.108. 66.146 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
109. 253. 138. 255]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
5.29. 159. 185 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.94.22. 166 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code Bl ock 3
109. 67. 51. 58 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
176.13.9. 116 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 175 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
5.29. 46. 63 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
80. 246. 137. 229 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
77.126.30.193 |[Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code Bl ock 2
84.108.235.32 [Israel 147.237.77.243|nobi [ e.i df . i | Mil tipl e Unaut hori zed URL Access from 84. 108. 235. 32 Bl ock 2
176.13.3.144  [Israel 147.237.77. 243 |nobi | e. i df . i | m;ﬂt:?r(;fz‘f? , tg‘egpgrcytesem e/ stchi | ddocunent s/ 1465 Bock |2
46.19. 86. 45 I srael 147.237.77. 243 |nobi l e. i df . i | gaztsr\i:r“;e‘j Paraneter Type Mol ation on mobile.idf.il/sachar/login praneter o 2
213. 151. 44. 152 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut hori zed URL Access from 213. 151. 44. 152 B ock 2
79.179.32. 4 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code Bl ock 1
2.54.130.9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
109. 253. 137. 106|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
66. 249.78. 82 | srael 147.237.77.74 [lawidf. il mﬂt:virildzf??l ﬁmpf;ejss} sth21r ed/ user cont rol s/ | obbyi nf ocent eri t ent Bl ock !
Unaut hori zed URL Access to
213.151. 44.152 |[Israel 147.237.76.42 |refuah.idf.il www ref ua. at al . i df . i |/ &a=u&ved=0ahukewj y1l bhws7kahwhnhokht _| cbagf ggi |Bl ock 1
maa&usg=af gj cnhsj gzgxohl - 8galaenj bwBwkvaxw
176.13.18.174 |Israel 147.237.77.243|nobi l e.i df . i | Distributed Whauthori zed URL Access on nobil e.idf.il/nekudot/i ndex Bl ock 1
46.117.243.209 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
107.178.194. 79 [31 1 147.237. 7. 216 |dover . i df il [0 SI7 uted 1?:;};%;;?&%&?212” Bock |1
84.108. 66. 146 |l srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
31.154. 94. 81 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for ww aka. i df.il/nai n/sachar/fag. aspx Bl ock
204.13.201.138 [J11€ 147.237.77. 216 |dover . i df il | SO 1?;;};%;;?&%&?22;” Bock |1
66.249.78.159 |Israel 147.237.77. 216 |dover.i df . il Ml tiple Uhauthorized URL Access from 66. 249. 78. 159 Bl ock 1
46. 19. 86. 44 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
85. 65. 168. 92 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5.29.101. 135 I srael 147.237.72. 156 |anman. i df . i | Lhaut hori zed URL Access to waw anan. idf.il/https:/ww anan.idf.il/ Bl ock 1
193.90.12.80  [Norway  [147.237.77.216dover.idf il [DSI"Auted 1?:;};%;;?&%&?212” Bock |1
79.176.10.225 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
155. 254. 203. 127|Tajikistan  [147.237.77.216|dover.i df .| Uhaut hori zed URL Access to wwu i df . i/ newsite/ hebrew nain. asp Bl ock 1
107. 178. 194. 87 |11 147.237.77. 216 |dover . i df il | SO 1?;;};;;5?&%&?22;” Bock |1
66. 249. 64. 48 I srael 147.237.77. 170 |n@ar achot . i df . i | [Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 48 Bl ock 1
37.142.163.210 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
208. 184. 112,74 [J11€C 147. 237.77. 216 |dover . i df . i | D stri bt oc 1?;;}:222;?&%@?212;” Hock |1
79.182.235.19 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
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