01-29-2016-05:04:08 to 01-29-2016-06:04:08

@
1"PT SwNn [ )

GOV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
160+
1204
80+"
Nunber
a 404"
Attacks
0..
o
$

M dover.idf.il

M aka.idf.il

M nat pash. i df i |
Wiawidf.il

M refuah.idf.il

M e dover.idf.il
I maarachot . idf.il
M . yohal an.idf.il

. & N\ & N . . .
$§~ Op & &@ RS J& IM?PﬁiJ?J
: ’ ' nobi | e. i df . i
R S COR
N & S Q& N
< ) 6\
& o &
Top Tar get

Nunber
(6]
At acks

M 66. 249. 78. 204

82.81.12. 176
I 87.177.128. 128
122.0.3.125

Il 41.33.231.90
M 107. 167. 104. 40
I 176.13.22. 18
Il 195. 34. 150. 18
91. 200. 12. 143
MW 173.12. 115. 229

Top Attackers



01-29-2016-05:04:08 to 01-29-2016-06:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site
66. 249. 78. 146

|Signature |Device Action |Count |
| srael 147.237.72. 166 aka.idf .il|TGP handshake viol ation, first packet not syn drop 1278
82.81.12.176 | srael 147.237.72. 166 aka.idf.il|B ock Wp Al Nets dr op 106
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

66.249. 78.204 |147.237.77.176|Wited Sates nat pash. i df .i ET SCAN NVAP -sA (2) 106
195. 34.150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
94.76.11.255 |147.237.72.14 |Bahrain dover.idf.il(od) |[ET SCAN NVAP -sS wi ndow 1024 2
94.76.11.255  |147.237.72. 156 |Bahrain anan. i df.il ET SCAN NVAP -sS w ndow 1024 2
218.246.0.97 |147.237.77.233|Chi na atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
210.93.50. 130 [147.237.76. 198 |Korea, Republic of |e.yohal an.idf.il ET SCAN NVAP -f -sS 1
188.0.236. 123 |147. 237. 76. 42 O'“:" dova, Republic | ¢ an i, il ET SCAN NVAP -sS wi ndow 1024 1
, , L SERVER- APACHE Apache Tontat Wb Applicati on Manager
173.12. 115. 229 |147.237.0.34 |Lnited Sates tikshuv.idf.il 1
access
SERVER- APACHE Apache Tontat Wb | i cati on Manager
173.12. 115. 229 [147.237.0.15 |Uiited Sates kosher -kravi .idf.il Ap App 9 1
access
94.76.11.255  |147.237.72. 167 |Bahrain ishurimaka.idf.il |ET SCAN NVAP -sS w ndow 1024 1
210. 93.50. 130 |[147.237.76.198 |Korea, Republic of |e.yohal an.idf.il ET SCAN NVAP -sS w ndow 2048 1
173.55.32. 113 |[147.237.76.39 |Uited Sates nobi | e.nei tav.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
, _ ... |SERVER- APACHE Apache Tontat Wb Application Manager
173.12.115. 229 |147.237.0.19 |Lnited Sates nadi matal .idf.il 1
access
168. 62. 238. 153 |147. 237. 76. 198 |Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
87.177.128. 128 |Ger many 147.237. 77. 176 [nat pash.i df .i1 |dr op First packet isn't SWN drop 40
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
122.0. 3. 125 Thai | and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
107.167. 104. 40 |Whited Sates |[147.237.77.216|dover.idf.il  [SYN At tack SYN -> SYN-ACK -> RST rej ect 32
176.13.22.18  |Israel 147.237.72. 166 |aka i f .| Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on drop 9
Ret r ansn ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data moni t or 4
91.200. 12. 143  |lkrai ne 147.237.77.74 |lawidf.il dr op SAMrul e drop 4
91.200. 12. 143  |kraine 147.237.77. 216 [dover.idf.il  |drop SAMrule drop 4
37.247.36.72 Netherlands  |147.237.77.212(e.dover.idf.il |Geo-1 ocati on enf or cenent Geo- | ocati on inbound enf orcenent |[dr op 4
109. 65. 6. 2 I srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
79.176.117.59 | srael 147.237.72. 166 |aka i f .| Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on drop 3
Ret r ansnm ssi on Packet dropped.
207.46.13.49  |lWited Sates |147.237.72.166 |aka.idf.il Streaning Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
176.12. 155. 133 |l srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 3
157.565.39.214 |[Wiited Sates |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid  invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
31.210.188.32 |israel 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvali d ACK nunber noni t or 3
109. 64. 180. 244 | srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
91.200.12.136 |[Wraine 147. 237. 77. 170 |nar achot . i df . i I|dr op SAMrule drop 2
176.12. 155. 133 |l srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d ACK nunber alert 2
87.177.128. 128 |Ger many 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
54.152. 28. 97 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 2
91.200.12.7 kr ai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 2
5.22.130. 88 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 2
91.200. 12. 7 Wkr ai ne 147. 237. 77. 170 |n@ar achot . i df . i I|dr op SAMrule drop 2
46.120.29.189 | srael 147, 237.77. 243 |rbi e i1 | S NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 2
Ret r ansnm ssi on Packet dropped.
66.249.64.190 |lnited Sates |147.237.72. 166 |aka idf.il Streamng Engi ne: TCP | nvalid nvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
123.181.96.99 [China 147.237.77. 216 |dover.idf.il  [Bad TOP sequence mdr;tvrsaé:"lt wth different moni tor  [2
91.200.12.7 Lkr ai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
46.19.85.195  [Israel 147.237.72. 166 |aka. i of . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
123.181.96.99 |Chi na 147.237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow noni t or 1
74.82.47.38 Whited Sates [147.237.8.45 |eeitanidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.121.61.195 [Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nvali d ACK nunber noni t or 1
216.218. 206. 120|lhited Sates |[147.237.76.201|e.atal.idf.il |[Geo-| ocati on enfor cenent Geo- | ocati on i nbound enf orcenent |[dr op 1
74.82.47. 16 Whited Sates [147.237.0.33 [idf.il drop drop 1
184.105.139. 78 [lhited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 253 I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 1
132. 68. 10. 118 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
2.36.176.147  |italy 147.237.77. 216 |dover.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 122|Wited Sates |147.237.77.233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 16 Whited Sates [147.237.77.235[svivaidf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 115|Uhited Sates |147.237.77.227|e.hamaz.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
46.19.85.253  [Israel 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
83.250.199.52 [Sweden 147.237.77.176 [matpash.idf .i1 |Bad TCP sequence I'nvali d ACK nunber alert 1
60.225.115.91 |Australia 147.237.77. 216 |dover.idf.il  |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
46.19. 85. 116 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
122.0.3.125 Thai | and 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
217.132. 111. 248|I srael 147.237.72. 166 |aka.i df i Bad TCP sequence mdﬁrsac';rit Wth different moni tor  [1
74.82.47.19 Whited Sates [147.237.77.176 |metpash.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
184.105. 247. 247|Wnited Sates [147.237.0.35 |akavs.icf.il  [drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
65. 132. 59. 34 g;g: 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
79.181.30.165 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
173.12. 115. 229 g‘;tt:: 147.237.0.19 |nadimatal .idf.il |Unauthorized URL Access to 147.237.0. 19/ manager/ ht m B ock 1
123.249.57.72 |China 147.237.77. 216 |dover.i df .i | Unaut hori zed HTTP Met hod B ock 1
Lhi ted . . D stributed Unaut hori zed URL Access on
107.178.194.87 g o 147.237.77. 216 (dover. i df . i | v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
46.116. 18. 90 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
157. 55. 39. 10 ;zhlaxt:: 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
Lhknown HTTP Request Method A-[[#0]]1[[#0]]1[[#0]]p; [[#23]] AceA
. . OW [ [ #31] ] DAt A° Ae A2 nCvA° AZFASA, AAUAYA; A2 Az A...| AaAg
115.79.215.100 [Vietnam  |147.237.76.42 |refuah.idf.il r i A [[ #2]] bRET ARV [ #30] | AKvA_AYAT [ #6]] Ao A } [ [#11]] Ao A—A,  |B O%K 1
A?A+
84.94.63.157  |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EWETATEENCRYPTED i n None 1
waw aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
173.12. 115. 229 ;“;tteeg 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ manager / ht m B ock 1
149.88.171.78 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/undefi ned B ock 1
115.79. 215. 100 [\ et nam 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
46.116.21.207 |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
160. 7. 251. 247 g‘;tt:: 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx Bl ock 1
) . . Il'legal Paraneter Encoding ctl00$ct | 00$cphMai n32 in
117.241.138.78 |india 147.237.72. 166 |aka. i df . i | W akaL i o i1/ i sachar/ None 1
84.111.37.189 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EVETATEENCRYPTED i n None 1
wawn aka. i df . i |/ mai n/ sachar/ nai | box. aspx
Lhi ted . . D stributed Uhaut hori zed URL Access on
208.184.112.74 o o 147.237.77.216|dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
149. 88. 241. 142 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
Illegal Byte Qode Character in Method A4 [#0]1[[#0]]1[[#0]]p; [[#23]] Acek
. . OW [ [ #31] ] DAt A° Ae A2 mCv A° AZFASA, AAUAYA A2 A2 A...| Ao A
115.79.215.100 [Vietnam  |147.237.76.42 |refuah.idf.il r i A [ [#2]] bR AR [ #30] ] AKhvA_AYAT [ #6]] AcAeA 1 [[#11]] Ae AR,  |BO°K 1
A?A+
Lhi ted . . S Unhtraceabl e Gonnection - Protocol violation
172.245.69.86  |g 4 o 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 1
117.241.138.78 |India 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
96. 233. 64. 246 g‘;tt:: 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wwy idf.il/anman B ock 1
Lhi ted . . D stributed Uhaut hori zed URL Access on
208.184.112.74 o o 147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
156. 201. 97. 11 147.237.77. 216 |dover . i df . i | O stributed PHP A tenpt Bl ock
115. 79. 215. 100 |V et nam 147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in LR B ock
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
173.12. 115. 229 g‘;tt:: 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed URL Access to 147.237.0. 15/ manager/ ht m B ock 1
117.241.138.78 [India 147.237.72. 166 |aka. i df . i | Uhknown Paranet er ctl 00$ct | 00$cphMai n32 in waw aka. i df . i |/ mai n/ sachar/ [None 1
Lhi ted . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Mil tiple Fullwdth/Hal fw dth Lhi code Encoding on UR/ Paraneter(+) from
217.132. 111. 248|l srael 147.237.72. 166 [aka. i df . i | 217 132, 111. 248 B ock 1
156. 201. 97. 11 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.i|/xmrpc. php B ock 1
NULL Character in Method A [#0]]1[[#0]]1[[#0]]p; [[#23]] AceAk
. . OW [ [ #31] ] DAt A° Ae A2 nCvA° AZFASA, AAUAYA; A2 Az A...| AaAg
115.79.215.100 [Vietnam  |147.237.76.42 |refuah.idf.il r i A [[ #2]] bRET ARV [ #30] | AKvA_AYAT [ #6] ] Aok A } [ [#11]] Ao Ak, |B O%K 1
A?A+
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