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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 108
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
52.53.222.9 Lhited Sates 147. 237.76. 39 nobi le.neitav.idf.il [Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

188. 165. 15. 205 France 147. 237.72. 166 aka.idf.il 228: HITP. AwrefBot craw er Bl ock 1




01-29-2016-04:04:04 to 01-29-2016-05:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

‘Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LW wth fake user agent 4
66.249.78.9 147.237.72.166 |Lhited Sates [akaidf.il |ET SCAN NVAP -sA (2) 2
118 173. 138. 55 |147. 237, 76. 30 |Thei | and i rush i il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnections, Potential 1
Scan or Brute Force
109. 235. 254. 181|147. 237. 77. 179 | Tur key e.mazi.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
94.76. 11. 255 147.237.72. 217 |Bahrain eidf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 45. 137. 67 147. 237. 77. 234 [Tur key halag.idf.il |ET SCAN NVAP -sS w ndow 1024 1
46. 45. 137. 67 147.237.77. 74 [Turkey lawidf.il |ET SCAN NVAP -sS w ndow 1024 1
109. 235. 254. 181|147. 237. 77. 179 [Tur key enazi.idf.il|ET SCAN NVAP -sS w ndow 2048 1
109. 235. 254. 181(147. 237. 77. 179 | Tur key enazi.idf.il|[ET SCAN NVAP -f -sS 1
46. 45. 137. 67 147. 237. 77. 212 [Tur key e.dover.idf.i|ET SCAN NVAP -sS wi ndow 1024 1




01-29-2016-04:04:04 to 01-29-2016-05:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
107.167. 104. 40 |wnited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
66. 102. 6. 187 Lhited Sates [147.237.77.233|atal .idf.il drop First packet isn't SN drop 10
173.201. 196. 208|Uhited Sates  [147.237.77.74 |[lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |8
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
190. 113. 147. 22 |Argentina 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop 4
195.34.150.18 |Austria 147.237. 77. 216 [dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |4
Sreaning Engine: TCP Invalid i i SSi
5.102.216.11  |israel 147.237.77. 243 |nobi l e. i df . 9 =g Inval id segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
87.68.62.247  |Israel 147.237.72. 166 |aka i df . g =g Inval id segnent retransmssion. . 3
Ret r ansmi ssi on Packet dr opped.
54.244.22.103 |Whited Sates 147.237.77.233|atal .idf.il dr op Frst packet isn't SWN drop 3
Sreamng Engine: TP Invalid i i ssi
46.121.123.18  |israel 147. 237. 77. 243 |nubi l e.i df .i g =g Inval id segnent retransmssion. 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
157.565.39.214 |[Wiited Sates |147.237.72. 166 |aka. idf. il g =g Invalid segnent retransmssion. g 2
Ret ransmi ssi on Packet dr opped.
91.200.12.7 Wkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop
52. 33. 66. 29 Lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop
91.200.12.7 Lkr ai ne 147.237.77. 216 |dover.idf .il dr op SAMrul e drop
Sreamng Engine: TP Invalid i i ssi
207.46.13.49  |Uited Sates  |147. 237. 72. 166 |aka i of il g =g Inval id segnent retransmssion. 2
Ret r ansmi ssi on Packet dropped.
66. 157.233. 136 |Lhited Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence monitor |2
66. 157. 233. 136 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
37.142.138.16 |Israel 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 219|Wnited Sates  |147.237.77. 234 |hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
108. 61. 166. 139 |Lhited States  [147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
66. 157.233. 136 |Lhited States  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
198. 20. 69. 74 Lhited Sates |147.237.76.39 [nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
60.225.115.91 |Australia 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218.206.80 |Whited Sates  |147.237.77. 227 |e. hanaz.idf. i Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 247. 236|Uhited Sates  [147.237.77.205|prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164 |Chi na 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66. 157.233. 136 |Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
207. 46. 13. 24 Lhited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218. 206. 106|Wni ted Sates  |147.237.77.178|enatpash.icf.il  |Geo-1 ocati on enf or cerent ﬁ?olr SZi'mon I nbound drop 1
185. 100. 85. 191 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
130. 193. 50. 33 R‘Sf:;”ion 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
66.157.233.136 |Lhited Sates  |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
54.193.212.129 |lhited Sates  |147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
184. 105. 139. 104|Wnited Sates  [147.237.0.200 |[rdu.idf. il Geo- 1 ocati on enf or cenent Geo- ocati on i nbound drop 1
enf or cenent
104.130.78.65 |United Sates  |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |noni tor
46.19. 85. 116 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid AGK nunber noni t or
141. 8.183. 20 RJSf::I”ion 147.237.77.170 |naarachot . idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47.52 Lhited Sates [147.237.76.34 [yohalan.idf.il drop drop 1
207. 46. 13. 49 Lhited Sates [147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
31.210.188.10 [Israel 147.237.77. 243 |nobi | e.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 247. 216|Wnited Sates  [147.237.8.14 [e.orchot.idf.il  |Geo-1ocation enfor cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 86. 188 I srael 147.237.77. 170 |naarachot.idf.il  |Bad TCP sequence I'nval i d ACK nunber monitor |1
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |[Site Sgnature Action ‘Count
115. 60. 13. 183 |China 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unauthorized URL Access from 115. 60. 13. 183 Bl ock 25
115. 60. 13. 183 [China 147.237.77. 216 |dover.i df . i | Ml tiple Unhauthorized URL Access from 115. 60. 13. 183 B ock 24
115. 60. 13. 183 |Chi na 147.237.77. 216 |dover.i df .i | PHP At tenpt B ock
115. 60. 13. 183 |Chi na 147.237.77. 176 |nat pash. i df . i | PHP At enpt Bl ock
77.125.123.77 |Israel 147.237.0.19 |madimatal .idf.il |Suspicious Response Code B ock
83.250. 199. 52 [Sweden 147.237.77. 176 |nat pash. i df . i | thaut hori zed URL Access to Bl ock 1

W cogat . i df . i | /engl i sh/ pages/ def aul t. aspx
! ] ] Unaut hori zed URL Access to

207.46.13. 10 Wited Sates 147.237.77. 216 dover . i df . i1 viwv i df . il /international _traini ng/ course_phot os. asp B ock !
URL is Above Root Directory

ww i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nin.js
Unaut hori zed URL Access to

115. 60. 13. 183 |Chi na 147.237.77. 216 |dover. i df . il Jidf i 1/1283- 19117~ en/ cont act . php Bl ock 1

108. 61. 166. 139 |Lhited Sates 147.237.77. 216 |dover.i df . i | B ock 1

Mil tiple Untraceabl e SSL Sessions from94. 159. 209. 178 (si gal gs DoS

94. 159. 209. 178 |l srael 147.237.72. 166 |aka. i df . i | Atack) None 1
] . ; Unhaut hori zed URL Access to

207.46.13. 68 United Sates 147.237.77. 216 [dover . i df . i | ww i df . i |/ 1283- 17607- en/ dover . aspx-ti t| e=over B ock !

66.249.69.92 |[Israel 147.237.77.74 [lawidf.il Dstributed Il1egal Paraneter Encodi ng None 1

Russi an . . Paraneter Type Mol ati on SearchText in

141.8.132.78 |- o otion 147.237.77. 216 |dover . i df . il v i cf i 1/ 1065- he/ dover . aspx Bl ock 1

94. 159. 209. 178 [I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Atack None 1
] . . DO stributed Uhauthorized URL Access on

208.184.112.74 |Lhited Sates  [147.237.77.216 |dover. i df .| v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1

66.249.78.96 [Israel 147.237.77.74 |lawidf.il Miltiple Il1egal Paraneter Encodi ng from 66.249. 78. 96 None 1
_ mobi le.neitav.idf.i _

198. 20. 69. 74 Lhited Sates 147.237.76. 39 Unaut hori zed URL Access to 147.237.76. 39/ Bl ock 1

I
' : : Uhaut hori zed LRL Access to
107.178.194. 83 |Lhited States  |147.237.77. 216 |dover. i df il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 1

’ . . D stributed Lhauthori zed URL Access on
204.13.201. 138 |Lhited Sates  [147.237.77.216 |dover. i df .| v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1

Unaut hori zed URL Access to

107.178.194. 87 |Lhited States  |147.237.77. 216 |dover. i df .il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
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