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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_ Wp Al _Nets drop 108
204. 42. 253. 2 Lhited Sates 147.237. 76. 38 e.eneitav.idf.il B ock Np All _Net dr op 2

204. 42. 253. 2 Lhited Sates 147.237. 76. 39 nobi | e.nei tav.idf.il Bock Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal . i df .i | Block Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 2

185. 130. 5. 224 147.237.76. 199 e.nakchal .idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
172. 98. 200. 238 147.237.77. 233 atal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
172. 98. 200. 238 147.237.77. 233 atal.idf.il ET SCAN NVAP -f -sS 1
115. 236. 75. 201 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
115. 236. 75. 201 147.237.0. 35 Chi na akaws. i df . i | ET SCAN Potential SSH Scan 1
96. 90. 151. 137 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.76. 11. 255 147. 237. 72. 156 Bahrai n anan. i df .l ET SCAN NMAP -sS wi ndow 1024 1
188. 164. 192. 19 147.237.0. 34 Sai n tikshuv.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 238 147.237.77. 233 atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
139. 162. 155. 71 147. 237.72. 167 Net her | ands i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 236. 75. 201 147. 237.76. 197 Chi na e himsh.idf.il ET SCAN Potential SSH Scan 1
107. 150. 36. 242 147. 237. 8. 45 Lhited Sates eeitanidf.il ET SCAN Potential SSH Scan 1
96. 35. 144. 107 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 45. 137. 67 147.237.77. 205 Tur key prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147. 237.8. 28 Chi na e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
188. 164. 192. 19 147. 237. 0. 200 Sai n ndu. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature

41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .il drop SAM rul e drop 30
195. 60. 232.57 |l srael 147. 237.77. 176 |nat pash. i of . i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 7
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
37.46.39. 192 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data nonitor |4
46.19. 86. 70 I sr ael 147.237.77. 243 |robi L e. i of .1 Streaming Engi ne: TCP Invalid invalid segnent retransnission drop 3

Ret r ansm ssi on Packet dr opped.
106. 39. 60. 186  |Chi na 147.237.8.14 |e.orchot.idf.il Geo-1 ocati on enf or cement Geo-l ocat i on inbound enf or cenent |drop 2
66.249.78.160 |Wnited Sates |147.237.72.166|aka idf.il Streaming Engine: TCP Invalid invalid segnent retransmssion drop 2
Ret r ansni ssi on Packet dr opped.

139. 162. 155. 71 [Netherlands  [147.237.72. 167 |i shurimaka.idf.il [dr op SAMrul e drop 2
106. 39. 60. 186  |Chi na 147.237.8.24 |e.lifestyle.idf.il [Geo-1 ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent |drop 2
106. 39. 60. 186  |Chi na 147.237.8.27 |e.nadimatal .idf.i|Geo-| ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 2
46. 19. 85. 167 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 1
195. 60. 232. 57 I srael 147.237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.15 Chi na 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 1
72.167.131. 38 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 247. 220|lLhited Sates [147.237.76. 177 |ncore.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
104. 209. 188. 207 |Wnited Sates |147.237. 7. 216 |dover. i df il Instant Messengers ;;;tfg; i";ésggze pattern found, —foonitor |1
216. 218. 206. 88 |LWhited Sates [147.237.0.19 madimatal .idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195. 60. 232. 57 I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.15 Chi na 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 1
73.216.53.132 |Lhited States [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
37.203. 182. 240 z‘i;;gom 147. 237. 77. 216 |dover . i df . i | SYN At tack SYN - > SYN-ACK -> RST rej ect 1
195. 60. 232. 57 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
221.199.217. 173|Australia 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
195. 60. 232.57  |Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
74.82.47. 36 Lhited Sates |147.237.8.24 e lifestyle.idf.il |Geo-| ocati on enf or cenent Geo-l ocati on inbound enf orcenent |drop 1
195. 60. 232. 57 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195. 60. 232. 57 | srael 147.237.0. 15 kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
68. 40. 145. 47 Lhited Sates |147.237.77.176 |matpash.idf.il Bad TCP sequence Invalid ACK nunber alert 1
195. 60. 232. 57 I srael 147.237.76. 200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
149. 88. 118. 156 |l srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
84.111.37.189 |[lIsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 1
198. 20. 69. 74 Lhited Sates |147.237.72. 156 |anan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195. 60. 232. 57 |l srael 147.237.0.34  |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
68. 40. 145. 47 Lhited Sates |147.237.77.176 |matpash.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
195. 60. 232. 57 I srael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 203|lhited Sates |147.237.76.31 |nakchal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
94.76. 11. 255 Bahrain 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 118. 155. 216 |kr ai ne 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 46. 118. 155. 216 Bl ock 3
; - . DO stributed Whaut hori zed URL Access on
107.178.194. 79 |lhited Sates  [147.237.77.216|dover.idf . il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 2
68.180.228. 112 |Lhited Sates  [147.237.77.216|dover.idf .il Paranet er Type Mol ati on PageNumin waw i df . il/1380- he/ dover.aspx  |B ock
125. 46. 26. 253 |Chi na 147.237.77.233|atal .idf.il PHP At t enpt B ock
’ . . DO stributed Whaut horized URL Access on
204.13.201.138 |Lhited Sates  [147.237.77. 216 |dover. i df .i | v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 2
125. 46. 26. 253 |Chi na 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to atal.idf.il/wp-adm n/adnin-aj ax. php Bl ock
84.109. 178. 114 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None
Unhaut hori zed URL Access to
207.46.13.64 |lhited Sates |147.237.77.216|dover.idf.il v, i df i 1/1133-17899- he/ dover . aspxx3 Al x3 xYA; Ayx3 xYA; Ayad xY B ock 1
A¢ A3 A2:
5.20.50.214  [Israel 147. 237.72. 166 |aka. i df . i | thknown Par amet er VI ERSTATEENCRYPTED i n None 1
wan aka. i df . i | / mai n/ sachar/ nai | box. aspx
Russi an - . Unhaut hori zed URL Access to
141.8.182.78 | o 147.237.77. 216 |dover. i df .i | ww i df i 1/ consol ef cor ef doc_ nr/ mazi i df i B ock 1
66.249.75.75 |Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v nag. i df . i |/ 993/ pat zar . aspx B ock 1
198. 20. 69. 74 Lhited Sates 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ nodi i n/ def aul t . aspx Bl ock 1
125. 46. 26. 253 |Chi na 147.237.77.233|atal .idf.il Admin Bl ocki ng B ock 1
68.142.232.26 [lnited Sates [147.237.76.42 [refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/test/wp-adnin/ B ock 1
37.122.210.83 |United Kingdom|147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal.idf.il/bl og/ wp-admn/ B ock 1
207.46.13.76 |Wited Sates  [147.237.72.166|aka. i df .il D stributed Unaut horized URL Access on 147.237. 72. 166/ B ock 1
185. 49. 14. 190 [Pol and 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed URL Access to testp3. pospr.waw pl/t est proxy. php B ock 1
) . . O stributed Lhaut horized URL Access on
107.178.194. 83 |Lhited Sates  |147.237.77.216|dover.idf . il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Il11egal Paraneter Encodi ng searchText in
66.249.78.96  |Israel 147.237.77.74 (lawidf.il vow | aw i df i |/ 275- he/ pat zar . aspx None 1
198.71.225. 140 |Lhited Sates  [147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to refua. atal.idf.il/wp/ wp-adnin/ B ock 1
125. 46. 26. 253 |Chi na 147.237.77.233|atal .idf.il Ml tipl e Admin Bl ocking from 125. 46. 26. 253 B ock 1
46. 118. 155. 216 |krai ne 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
) . . O stributed Whaut horized URL Access on
208.184.112. 74 |Lhited States  [147.237.77. 216 |dover . i df . i | v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
185. 49. 14. 190 [Pol and 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to testp5. miel no. | ubin. pl /t est proxy. php B ock 1
] . . D stributed Uhauthorized URL Access on
107.178. 194. 87 |Lnited Sates  |147.237.77.216|dover.idf .il v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
66.249. 78. 102 |Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
) . . D stributed Uhauthorized URL Access on
204.13.201. 137 [lhited Sates  [147.237.77.216|dover.idf.i | v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
68.180. 229. 173 [Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
216.218. 206. 68 [Lhited Sates  [147.237.0.19 [nadi matal .idf.il |Wauthorized URL Access to 147.237.0. 19/ B ock 1
188. 116. 33. 163 |Pol and 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua.atal .idf.il/wp-admn/ Bl ock 1
107.182.230. 53 [Lhited Sates  [147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
66. 249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46. 118. 155. 216 |kr ai ne 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php Bl ock 1
192.99. 47. 126 |Canada 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/ol d/wo-adnin/ B ock 1
107.182.230. 53 [Lhited Sates  [147.237.77. 176 |nat pash. i df . i | Distributed Wnaut horized URL Access on www cogat . i df.il/xmrpc. php |B ock 1
66.249.78. 254 |l srael 147.237.72. 166 |aka. i df . i | Lnkniown Faraneter hc_| ocation in None 1
v aka. i df . i | / mai n/ gi yus/ gener al . aspx
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