01-29-2016-02:04:07 to 01-29-2016-03:04:07

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

2004"

M aka. idf.il

M dover.idf.il

M nobi le.idf.il

M i shuri maka.idf.i

M anan.idf.il

Wilawid.il

I navy.idf.il

M nadi matal .idf.il
e.tikshuv.idf.il

Meeneitav.idf.il

Nunber
(6]
At acks

Top Tar get

W 382.81.12. 176

94. 76. 0. 164
I 41.33.231.90
5. 28.189. 216
N”Z,ber Il 109.65.21.6
At t acks B 77.125.91. 121

I 46. 19. 85. 234
Il 195. 34. 150. 18

46. 120. 241. 193
M 46. 19. 85. 13

Top Attackers



01-29-2016-02:04:07 to 01-29-2016-03:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count

82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 107
52.53.222.9 Lhited Sates 147.237.76. 34 yohal an.idf .il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

108. 59. 8. 70 Lhited Sates 147.237.76. 86 navy.idf.il ClO6: HITP: naj estic bot ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 2 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
210.117.121. 60 147. 237. 8. 50 Korea, Republic of e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
175. 100. 120. 83 147. 237.76. 38 Canbodi a eeneitav.idf.il ET SCAN Potential SSH Scan 1
175. 100. 120. 83 147.237.0.35 Canbodi a akave. i df . il ET SCAN Potential SSH Scan 1
107. 150. 36. 242 147.237.77. 61 Lhited Sates e.cogat.idf.il ET SCAN Potential SSH Scan 1
107. 150. 36. 242 147.237.0. 16 Lhited Sates ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
210.117.121. 60 147.237.8.50 Korea, Republic of e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
210. 93. 50. 130 147. 237.77. 179 Korea, Republic of e.nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
175. 100. 120. 83 147. 237. 76. 198 Canbodi a e.yohal an.idf.il ET SCAN Potential SSH Scan 1
175. 100. 120. 83 147.237.76.31 Canbodi a nakchal .idf.il ET SCAN Potential SSH Scan 1
142. 54. 180. 154 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN Potential SSH Scan 1
107. 150. 36. 242 147. 237.76. 38 Lhited Sates eeneitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
94.76.0. 164 Bahrai n 147.237.72. 166 |aka. i df .i drop SAMrule drop 70
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TGP Invalid i i ssi
5.28.189.216  |Israel 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segnent retransmssion. |, 24
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 21. 6 I srael 147. 237. 77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |, 18
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
77.125.91.121 |israel 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
46.19. 85. 234 I srael 147.237.72. 167 |i shuri maka.i of .i | Bad TCP sequence Invalid ACK nunber nonitor |10
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 70 I srael 147.237. 77. 243 |robi | e i df . | 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansm ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor |6
Sreamng Engine: TP Invalid i i ssi
66.249.78.223 |lnited Sates |147. 237.77. 243 |mobi le. i df . i1 9 =g Invalid segnent retransmssion. |y, 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176. 150. 147 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. —fq ., 6
Ret ransnm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreanming Engine: TGP Invalid i i ssi
46.120. 241. 193 |Israel 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
172.56. 22. 25 Lhited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 237 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 85. 13 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
91. 200. 12.7 Lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
78.92. 96. 251 Hungary 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 13 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 4
Sreaning Engine: TCP Invalid i i ssi
77.127.24.65  |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
94.230.84.81  |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |y ., 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.7.81 I'sr ael 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. ., 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
207.46.13.50  |Uited Sates |147. 237. 72. 166 |aka i of il 9 =g Invalid segnent retransmssion. |y ., 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.180.65.175 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
46.121.123.18 |israel 147. 237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |y, 2
Ret ransm ssi on Packet dropped.
78.92. 96. 251 Hungary 147.237.72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout aert
46.19. 86. 37 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
31.210. 188. 122 |Israel 147.237. 77. 243 |robi | e i of . | 9 =g Invalid segnent retransmssion. |, ., 2
Ret r ansm ssi on Packet dr opped.
89.138.65.190 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence I'nval i d ACK nunber noni t or 1
192. 114.91. 214 |Israel 147. 237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
: . s instant nessenger pattern found, .
40.78.146.128 [Lhited Sates [147.237.0.34 |tikshuv.idf.il I nstant Messengers appl i cati on: Skype noni t or 1
79.180.151. 13  |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 85. 53 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |1
174. 44.240.82 |Uited Sates |[147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19.86.130  |Israel 147.237.77. 226 | "}|" chanatz.aka.1df 1pad TGP sequence Inval i d ACK number moni tor |1
: . s instant nessenger pattern found, .
104.45.18.178 |Uhited Sates |147.237.0.34 |[tikshuv.idf.il I nstant Messengers appl i cati on: Skype noni t or 1
79.182.55.253 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
54.176.128. 153 |lLhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
5.102. 254. 7 I srael 147.237.77. 243 |mobil e.i df i Bad TCP sequence Invalid ACK nunber moni tor |1
81.7.17.171 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
46. 19. 85. 254 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |1
178. 62. 162. 228 zlnt:gom 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |1
31.210.188. 122 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 246 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber noni tor |1
146. 185. 239, 102|SS an 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
Federation enf or cenent
89.138.65.190 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
190. 80.70.122 |GQuyana 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
) s ] Geo- | ocati on i nbound
94. 76. 0. 164 Bahrain 147.237.72. 217 |e.idf .il Ceo- | ocat i on enf or cenent enf or coment drop 1
221.199.217. 173|Australia 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
5.28.189.216 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
109. 65. 21. 6 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 5
46.19.85.185 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
79.176.160.50 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 3
185. 32. 179. 249 (I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
. - . Unaut hori zed URL Access to
72.9.148.10  |Wited Sates |147.237.76.86 [navy.idf.il v navy. | df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
46.120. 241. 193 [l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
41.35.47.149  |Egypt 147.237.77.216|dover.i df .i | Uhaut hori zed LRL Access to wawidf.il/ar/admn Bl ock
. . . D stributed Unaut hori zed URL Access on
107.178.194. 83 |Lhited Sates  [147.237.77.216 |dover. i df .| v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
66.249.78.173 |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwn idf.il/1283-1 Bl ock 1
. . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wnited Sates  |147.237.77.216 |dover. i df .| v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
124.105. 53. 221 |Phili ppi nes 147.237.77.216|dover.i df . il Distributed Unauthorized LRL Access on wa i df .il/xmrpc. php B ock 1
91.196.50.33 |Pol and 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to test p4. pospr. waw pl / t est pr oxy. php Bl ock 1
41.45.167.40  |Egypt 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/ar/' Bl ock 1
188.2.232. 113 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 1
66.249.78.223 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
31.154.165.26 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
) . . D stributed Lhaut horized URL Access on
208.184.112.74 [lhited Sates  [147.237.77. 216 |dover. i df .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
. . D stributed Lhaut hori zed URL Access on
150. 70. 173. 42 |Japan 147.237.77. 216 [dover. i df . il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
93.157.100. 37 |Pol and 147.237.72. 156 |anan. i df . i | PHP At enpt B ock 1
188. 2. 232. 113 147.237.77. 176 |mat pash. i df . i|  [Unaut hori zed URL Access to wan cogat.idf.il/xnirpc. php Bl ock 1
110.23.31.26 |Australia 147.237.77.216|dover . i df . i | Ostributed PHP A tenpt Bl ock 1
40.77.167.24 |Whited Sates |147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/ Bl ock 1
. . D stributed Lhaut hori zed URL Access on
150. 70. 173. 42 [Japan 147.237.77.216|dover.idf .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
93. 157.100. 37 |Pol and 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to v anan. i df.il/xmrpc. php Bl ock 1
- . D stributed Lhaut hori zed URL Access on
194. 150. 168. 95 [Ger many 147.237.77. 216 |dover . i df . il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
110.23.31.26 |Australia 147.237.77.216|dover.i df .i | Distributed Waut hori zed URL Access on v i df .i|/xmrpc. php Bl ock 1
77.125.91.121 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
41.35.47.149  |Egypt 147.237.77.216|dover.idf .i | Admin Bl ocki ng Bl ock 1
176.13.7.81 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode Bl ock 1
) . . D stributed Lhaut horized URL Access on
107.178.194.79 [Wited States  |147.237.77.216|dover.idf .il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
66.249.78.159 |Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw i df.il/error. htm Bl ock 1
. . D stributed Unauthori zed URL Access on
194. 150. 168. 95 |Ger many 147.237.77. 216 |dover.i df . il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
124. 105. 53. 221 |Phil i ppi nes 147.237.77.216|dover.idf .i | Ostributed PHP At tenpt Bl ock 1
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