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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82.81.12.176 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 108
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets dr op 2

14.210. 176. 69 Chi na 147.237.76. 148 gocenter. aka.idf.il B ock Wp Al Nets drop 1

80. 82. 78. 39 Net her | ands 147.237.76.39 nobi | e.neitav.idf.il |Block Np Al Net drop 1

115. 239. 228. 10 Chi na 147.237. 76. 199 e.nakchal .idf.il JLM Under _Attack _Con Htp drop 1

80. 82. 78. 39 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1

80. 82. 78. 39 Net her | ands 147. 237. 76. 202 e halag.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

At t acker

’Attacker Qount ry ’Target Address |Site

Sgnature

203.98.92.57 |Australia 147.237.77. 170 [maar achot . i df . i [|22280: HITP. Joonha Qbj ect Injection Vil nerability B ock

74.115. 6. 140 g”&gym)“s 147. 237.77. 170 |m@ar achot . i df . i 1|22280: HITP. Joomha Qbj ect Inj ection VUl nerabil ity B ock

192. 166. 96. 87 |Nether! ands 147.237.77.74 |lawidf.il 13248: HITP. Jooma JCE File Lpload Remote Code Bxecution Bl ock
WUl nerability

192.166. 96.87 |Net herl ands 147.237.77. 176 |mat pash. i df .| 23248 HTTP Jooma JGE File Upload Renote (de Bxecution Bl ock
Wil nerability

188. 165. 15. 223 |France 147.237.76.200|ei tan. aka. i df . i ||@28: HITP. AnrefBot craw er B ock

38.87.46.138 [lhited Sates 147.237.77. 176 [mat pash. i df . i| |C008: HITP: Xenu User Agent Bl ock
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
192. 166. 96. 87 147.237.77. 176 Net her | ands nat pash. i df i Tehila - Perl LWP with fake user agent 2
66. 249. 78. 159 147.237.77. 216 Lhited Sates dover.idf il ET SCAN NVAP -sSA (2) 2
192. 166. 96. 87 147.237.77. 74 Net her | ands lawidf.il Tehila - Perl LW with fake user agent 2
66.249. 81. 196 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 2
50. 204. 188. 142 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 2048 1
94. 76. 0. 46 147. 237.72. 167 Bahrain i shurimaka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.76. 0. 46 147. 237.72. 156 Bahrai n aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 212 Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.19 Chi na lawforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 148 Chi na gocenter. aka. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 8. 50 Chi na e tikshuv.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 3072 1
50. 204. 188. 142 147.237.76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -f -sS 1
94. 76. 0. 46 147. 237.72. 167 Bahrain i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.77. 205 Chi na prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 0. 200 Chi na . i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

ount ry ‘Target Address |Ste Signature
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrule drop 30
84.228. 138. 218 |I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence ssz;';e”ansn“ wth different wndowl o ivor 23
Sreaming Engine: TGP Invalid i i ssi
85.64.184. 116 |Israel 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 22
Ret ransmi ssi on Packet dropped.
207.241.226. 61 |Wited Sates |147.237.72. 166 |aka.idf.il Véb Server Enforcement M ol ation Vszfvisfévers Sow Denial of rej ect 20
Sreaming Engine: TGP Invalid i i ssi
31.154.94.25 |israel 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 16
Ret ransmi ssi on Packet dropped.
Sreamng BEngine: TGP Invalid i i ssi
109.64.63.9  |israel 147.237.77. 243 |nubi le.i o . i1 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dropped.
54.244.22.103 |[lhited Sates [147.237.77.233|atal.idf.il drop First packet isn't SN drop 13
Sreamng Engine: TCP Invalid i i ssi
46.19.86.42 [ srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
105. 155. 17. 150 |Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
reamn ine: TCP Invali i i ssi
2.52. 39, 34 I srael 147237, 77, 243 |mobi e ior. 11| SAM NG Engi ne: TGP Inval i d nvalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
213. 151. 32. 163 |I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 nvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
217.132. 36. 114 [I srael 147. 237,77, 243 |t 1 e o 11 || €M NG Engi ne: TP alid nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.54.146.37  |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19.86.78  |Israel 147237, 77, 243 |mobi e ior. 11 | SAM NG Engi ne: TGP Inval i d nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19.85.252 |israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
105. 155. 17. 150 |Mor occo 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng BEngine: TCP Invalid i i ssi
46.19.86.16  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.68.144. 164 |Israel 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
66.249.85.164 |[lLhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 5
Sreaming Engine: TGP Invalid i i ssi
109. 67. 54. 202 |Israel 147. 237. 72. 156 |anan. i df . | 9 =g Invalid segnent retransmssion. drop 5
Ret r ansni ssi on Packet dropped.
41.33.232.66  |Egypt 147.237.77. 216 [dover.i df i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 4
Sreaming Engine: TGP Invalid i i ssi
157.55.39. 214 |Wited Sates |147.237.76. 200 [eitan. aka i df.il 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
94.230.84.81 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
81. 169. 237. 146 |Ger many 147.237.77. 179 |e.mazi .idf.il  |dr op SAMrul e drop
105. 155. 17. 150 |Mor occo 147.237.77. 216 |dover.idf.il  |SYN Attack rej ect 3
Sreaming Engine: TGP Invalid i i sSi
176.13.6.127 |israel 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
46.19.86.105 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
176.13.8.204 |israel 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
79.177.233.59 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.52.168.45  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
66.249.78. 146 |Lnited Sates |147.237.72. 166 |aka. idf.il 9 =g nval i d segnent retransmssi on. drop 2
Ret r ansmi ssi on Packet dropped.
157.55.39. 131 |lhited Sates |[147.237.77.74 [lawidf.il drop First packet isn't SYN drop 2
Sreaming Engine: TGP Invalid i i ssi
66.249.78.160 |United Sates |147.237.72. 166 |aka. idf.il 9 =g nvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
149.78.171.41 |lIsrael 147.237.77. 216 |dover.idf.il  [Bad TCP sequence Inval i d AGK nunber aert
149.78.171.41 |l srael 147.237.77.216|dover.idf.il  |Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TP Invalid i i ssi
46.121.123.18 | srael 147.237.77. 243 |nobi L e. i o . | 9 =g Invalid segnent retransmssion. drop 2
Ret r ansmi ssi on Packet dropped.
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19.86.181  [Israel 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
157.55.39.77 |wited Qates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssi on. drop 2
Ret r ansm ssi on Packet dropped.
105. 155. 17. 150 |Mor occo 147.237.77. 216 |dover.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 2
185. 3. 147. 222 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 1
149.78.171. 41 |l srael 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
81. 169. 237. 146 |Ger nany 147.237.76.38 |e.e.meitav.idf.i|dr op SAMrul e drop 1
46.19.86.243  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 1
46.19.85.156 |l srael 147.237.76.30 |himsh.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 1
37.142.68.89  |[lIsrael 147.237. 72. 156 |anan.i df . | Bad TCP sequence I'nval i d AGK nunber noni t or 1
94. 230. 86. 185 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
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At acker .

ountry ‘Target Address |Ste Signature
46.117.254.59 |Israel 147.237.77. 216 |dover.idf.il  [drop First packet isn't SN drop 1
5.22.135.140 |Israel 147.237.77.216|dover.idf.il  [Bad TCP sequence Inval i d AGK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
2.52.39.34 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 895
2.52.39. 34 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 406
2.52.39.34 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 115
149.78.192.70 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) Bl ock 16
85.64.184.116 |[Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 6
31.154. 94. 25 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 4
79.176.160.50 |lsrael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) Bl ock 4
46. 19. 86. 42 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 4
109. 186. 172. 168]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 3
213.151. 32. 163 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 3
77.126.94. 70 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 16 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 64.63.9 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 3
46. 19. 85. 219 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.146. 37 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
196. 205. 202. 196 |Egypt 147.237.77.216|dover. i df . i | PHP Attenpt Bl ock 1
84.228.138.218 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
46.116. 211. 227 |Israel 147.237.77. 216 |dover.i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
207.46.13.108 |Uhited Sates [147.237.77.176 |mat pash. i df.il [Uauthorized UR. Access to v cogat.idf.il/901- B ock 1
157.55.39. 141 [thited Sates |147.237.77.176[nat pash.idf.i|l |Unauthorized UR. Access to 147.237.77.176/ B ock 1
17.138.56. 11 Lhited Sates [147.237.72.166|aka.idf.il I11egal HITP \ersion B ock 1
104.192.0.18  |Uited Sates [147.237.77. 216 |dover . i df . i | D stri butec ltfgg_tggggé?ﬂeﬁviﬁfzssspﬁn B ock 1
68.180.228.175 [lLnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8941- he/ r ef uah. aspx |B ock 1
196. 205. 202. 196 |Egypt 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
46. 19. 85. 252 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
110. 23. 31. 26 Australia 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 1
46.116.211. 227 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/894-he B ock 1
162. 230. 204. 112|United Sates |147.237.77.216|dover.idf.il Dstributed PHP At tenpt Bl ock 1
17.138.56. 11 Lhited Sates [147.237.72.166|aka. i df .il Mal f ormed HITP Header Line 1 B ock 1
107.178.104.83 [Uited Sates  147.237. 77. 206 |dover i i1 | ot MG TEIISSEE R oS on B ock 1
204.13.201.137 |Uited Sates |147.237.77. 216 |dover.idf. il [0 o7 Buted llf;;_tggigfﬁeﬁvﬁffp;” B ock 1
110. 23. 31. 26 Australia 147.237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on v i df .i|/xmrpc. php Bl ock 1
85. 65. 168. 92 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
217.132.36. 114 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
162. 230. 204. 112|Uhited Sates |147.237.77.216|dover.idf.il D stributed Waut hori zed URL Access on www i df.il/xmrpc. php Bl ock 1
107.178.194.83 |Wited Sates [147.237.77.216 |dover . i df . i | D stri uted lLfg‘;fggégg?ﬂeﬁvﬁc_ispﬁn Bl ock 1
204.13.201.138 [United Sates  [147.237.77. 216 |dover. i df .i | D stri butec 1?;;};;&;;?&%&??5&” Bl ock 1
5.135.158.101  [France 147. 237.77. 216 |dover . i df . i | D stri uted ff;“;‘f;;’;éfﬂeﬁv’:ﬁ?ifpf” Bl ock 1
85. 250. 215. 200 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/gyius B ock 1
176.13.14.234  |Israel 147.237.77. 243 |nobi | e. i df . i | ;’;;“It :?rc'ﬁzf? /tz‘egpgf;tzmgtesmst ehi | ddocunent </ 1152 Bl ock 1
40.77.167.11  |Wited Sates |[147.237.77.233|atal .idf.il ﬂ?“tzg;’r'?;eggﬁ :fscte:rsagte‘;ﬂ | es/ 6/ 2516, pg Bl ock 1
79.182.122.98 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wwu aka. i df . i |/ mai n/ gi yus/ ki osk/ ki osk. asp |B ock 1
46.19. 86. 78 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
207. 46. 13. 50 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/klali.aspx B ock 1
17.138.56. 11 Lhited Sates [147.237.72.166|aka.idf.il Illegal Byte Code Character in Header Nane A HITP/ 1.1 B ock 1
149.88.67.126 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
87.68.144.164 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . i|/1395-en/ dover . aspx B ock 1
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