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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site

|Signature |Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 102
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
77.251.117.227 Net her | ands 147.237.0. 34 tikshuv.idf.il |Frk Under Attack Con Tcp drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

23.239. 85. 119 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry Signature
66.249.78.120 |147.237.0.34 |[lnited States tikshuv.idf.il ET SCAN NVAP -sA (2) 329
77.251.117. 227 [147.237.0.15 [Netherl ands kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 5
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
77.251.117.227 |147.237.0.15 |Netherl ands kosher-kravi .idf.il ET SCAN Potential VWNC Scan 5800- 5820 2
176.13.10. 178|147 237 76.30 |1 s ael Hvshi df i ET DOS Large anount of TCP Zer oWndow - Possible Niller2 5
DDos attack
60.231.56.199 |[147.237.76.198|Australia e.yohal an.idf.il ET SCAN Potential SSH Scan 2
77.251.117. 227 |147.237.0.34  [Netherl ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 2
77.251.117. 227 |147.237.0.34  [Nether| ands tikshuv. i df.il ET SCAN Potential VWNC Scan 5800- 5820 1
77.251.117.227 |147.237.0.19 |Netherl ands nadi matal .idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
60.231.56.199 |147.237.77. 121 |Australia e navy.idf.il ET SCAN Potential SSH Scan 1
121.201.27.61 |(147.237.76. 196 [Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
121.201.27.61 [147.237.76.30 |China hi nush. i df . i | ET SCAN Potential SSH Scan 1
60.231.56.199 |[147.237.0.17 |Austraia mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
94. 76. 8. 63 147. 237. 72. 156 |Bahrai n aman.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
46.148.22.26  |147.237.72. 156 |Li thuani a aman.idf.il ET SCAN Potential SSH Scan 1
20, 180. 163. 212 |147 237 76.30 |1srael hrshidf i ET DC5 Large anount of TCP ZeroWndow - Possible Nciller2 1
DDos attack
77.251.117. 227 |147.237.0.19  [Netherl ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.20.69. 74  |147.237.77.121|Whited Sates e navy.idf.il ET DRCP Dshield B ock Listed Source 1
188.0.236. 123 |147.237.77. 178 ?' dova, Republic | ot cash.idf il ET SCAN NVAP -sS wi ndow 1024 1
60.231.56.199 |[147.237.77.170|Australia naar achot . i df . i ET SCAN Potential SSH Scan 1
165. 215. 209. 15 |147. 237.77. 216 |Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 1
60.231.56.199 |147.237.77.74 |Australia lawidf.il ET SCAN Potential SSH Scan 1
121.201.27.61 |(147.237.76.177|Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
60.231.56.199 [147.237.0.200 |Australia . i df il ET SCAN Potential SSH Scan 1
94. 76. 8. 63 147.237.72. 167 |Bahrain i shuri maka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
54.176.4.242  |147.237.77. 216 |nited Sates dover.idf.il ET VBB SERVER PyQurl Suspi ci ous User Agent | nbound 1
88.249.106. 23 |147. 237. 76. 176 |Tur key test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrule drop 32
Sreamng Engine: TCP Invalid i i ssi
62.128.41.103 | srael 147. 237.76. 200 |6 tan. aka.i of . i 9 =g Invalid segnent retransmssion. |, 10
Ret r ansmi ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
149.78.22.165 | srael 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64.232.83  |Israel 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.
176.13.10.178 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
176.13.10.178 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid AGK nunber aert
77.251.117. 227 |Net herl ands 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
149.78.75.29 [ srael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence S retransmt wth different | onitor |7
w ndow scal e
. . SYNWAXK retransmt with .
80. 246. 136. 74 |l srael 147.237.72. 166 |aka. i dof .i | Bad TCP sequence different v ndow scal e nonitor |7
54.244.22.103 |Wited Sates [147.237.77.176 |nat pash.idf.il drop First packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
79.176.148.68 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
reamn ine: TCP Invali i i ssi
109. 253. 156. 178|l srael 147. 237. 72. 166 |aka i df . i | Streamng Engi ne: TCP alid|imvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
80. 246. 136. 74 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop
37.142.191.15 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert
37.142.191.15 |[Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nvalid AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
2.54.170. 6 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
77.251.117. 227 |Netherl ands 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
77.251.117. 227 |Net herl ands 147.237.0.19 |madi matal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
85. 250. 248. 192 I srael 147.237.76.42 |refuah.idt.il Bad TCP sequence SWretransmt wth different o, o0 g
wi ndow scal e
212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
Sreaning Engine: TCP Invalid i i ssi
213.57.201. 161 |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 4
Ret ransmi ssi on Packet dropped.
46.117.121. 165 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
109.30.24.44  |Wited Sates  |147. 237.76. 200 [ei tan aka i of .i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
Russi an D Streaming Engi ne: TCP Inval i d|invalid segnent retransnission.
141.8.142.1 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
37.46.39. 193 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |3
reamn ine: TCP Invali i i ssi
109. 65. 200. 174 |Israel 147. 237. 72. 166 |aka i df . i | Streamng Engi ne: TCP alid|imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.103  |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Russi an o Sreaning Engine: TCP Invalid|invalid segrent retransmission.
141.8.183. 14 erat i on 147.237.72. 166 |aka. i df i Ret r ansm ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
79.180.99.139 |[Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i SSi
66.249.78.230 |[Uited Sates |147.237.77. 243 [nobile.idf il 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an Lo Sreamng Engine: TCP Invalid|invalid segnent retransnissi on.
141.8.132. 112 e ot on 147.237.72. 166 |aka.idf .i | Ret r ansm ssi on Packet dr opped. drop 3
2.52.9. 167 I srael 147.237.72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
80.246.136.74 |lsrael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 3
212.76.127.219 |lsrael 147.237.77.233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreaning BEngine: TCP Invalid i i SSi
109. 65.62. 46 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.13.209 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
46. 19. 86. 187 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 2
40. 77. 167. 61 Lhited Sates [147.237.77.74 |[lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
77.251.117.227 |Netherlands 147.237.0.33 |idf.il dr op Frst packet isn't SN drop 2
77.251.117.227 |Netherlands 147.237.0.16  |ny-kosher-kravi.idf.il [drop First packet isn't SN drop 2
46.117.207.53 |Israel 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
213.57.216.132 |lIsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2
77.251.117.227 |Netherlands  |147.237.0.17 ;”i"Iy'kOSher'kra""'d drop First packet ismt SWN drop 2
5.22.135. 206 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or
54.241.198.78 |Uhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
74.6.254. 127 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
Sreaning Engine: TCP Invalid i i Ssi
46.121.123.18 |Israel 147.237.77. 243 |nobi l . i df . i | g =g Invalid segnent retransmssion. |y o 2
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 86. 103 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 156
46.19.86.103  |israel 147.237.0.19 |nadimatal .idf. i Igf’l'\:%yﬁ‘){o;he Sane Response (bde (404) in Session from Bl ock 98
2.54.13.83 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 39
46.19. 86. 103 | srael 147.237.0.19 |madimatal .idf . i Zgélh:réy&oioéhe Sane Response (ode (403) in Session from B ock 39
217.132.101. 48 |israel 147.237.0.34 |tikshuv.idf.il ;‘i‘;'\gnzy fél_tzg Sane Response Qode (404) in Session from Bl ock 34
213.151.41.65 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 4
2.52.39.34 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
46. 19. 86. 109 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
185. 32.179. 169 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
89.138.49.234 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
37.26.148.193 |[Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 2
85. 65. 168. 92 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df .i | Dstributed Unaut hori zed URL Access on wawidf.il/error.htm B ock 1
41.72.196. 72 Kenya 147.237.77. 176 |mat pash. i df .i| |eMi| Hparding B ock 1
2.54.186.213 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
107.178.194.87 |Wited Sates |147.237.77. 216 |dover. i df . i | Dstri uted 1?3?;};325;-6%%\/2??35&” Bl ock 1
79.177.41.28 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
41.72.196.72 Kenya 147.237.72. 156 |anman. i df . i | eMii | Hoar di ng B ock 1
149. 78. 34. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
85. 250. 248. 192 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
2.54.4.15 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249.78.159 |[lIsrael 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
199. 30. 24. 17 Lhited Sates |147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.19. 85. 81 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
31.13.102.109 |[ireland 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
109. 67. 193. 210 |Israel 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v idf.il/https:/wawidf.il/ B ock 1
79.177.96.168  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.10.86.103  |israel 147.237.0.19 |nadimatal .idf .| nﬁ”&g; ngf _ﬁnfbicfzfté;’plates/catajoglcaialog_in_ o Bl ock 1
217.132.101. 48 |[lIsrael 147.237.0.34 |tikshuv.idf.il |Too Many 404: Response Code per Session B ock 1
149.78.75.29  [Israel 147.237.72. 166 |aka. i df . i | er"otn']pl' fg_F?g ‘;“Sf’tzfgm fw dth Lhi code Encoding on LR Paranet er (+) Bl ock 1
41.72.196. 72 Kenya 147.237.77.74 [lawidf.il Enail collector robots 14 B ock 1
66.249.78.223 | srael 147. 237.77. 243 |nobi | e. i df . i | nﬁ;ﬂt:?réfsz , t’;eggfﬁm;esu <t ohi | ddocunent s/ 1751 Bl ock 1
204.13.201.137 [Uited Sates  |147.237.77. 206 |dover i i1 [[ o MG EITEE - Teeess on B ock 1
109. 253. 203. 205|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
2.52.9.167 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None
85.10.210.199  [Ger many 147. 237.77. 216 |dover . i df . i | D stri bt ec 1T§g;§;gfﬁe'f':;ﬁ°f5p£” Bl ock 1
157.55.39.77  |Uited Sates |[147.237.72.166|aka. i df . il m“;f:riidif’?l/kf‘mfr‘jenfjwtlamisrael bar. org. i | Bl ock 1
41.72.196. 72 Kenya 147.237.77.74 |lawidf.il eMii | Hoardi ng Bl ock 1
91.109. 247. 173 zi;;gom 147.237.77. 216 dover i df .i| [ S!T1DUeC lfsgggégg?ﬁe%ﬁ??:pﬁn B ock 1
2.54. 46. 160 I srael 147.237.77. 216 |dover.idf .il Mil tipl e Untraceabl e SSL Sessions from 2. 54. 46. 160 (Qpen Mde) None 1
73.182.247.27 |lWited Sates |147.237.77.216|dover.idf.il NULL Character in Method B ock
204.13.201.138 United Sates 147, 237.77. 216 |dover. i df . i | Dstri uted 1?3?;2323;.6%%\,2???35&” Bl ock 1
46. 19. 86. 103 | srael 147.237.0.19 |madimatal .idf.i|Too Many 403: Response Code per Session Bl ock 1
37.142.191.15 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
120. 26.56. 139  |Chi na 147.237.72. 156 [anan. i df . i | Ostributed PHP At tenpt B ock 1
85. 65. 19. 101 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
2.52.9. 167 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.116.239.39 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
173.252.89.56 |Uhited Sates |147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
41.72.196.72  |Kenya 147.237.77. 176 [mat pash. i df .il |Email collector robots 14 B ock 1
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