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01-28-2016-23:04:01 to 01-29-2016-00:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 98
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack dr op 2
183. 60. 48. 25 Chi na 147.237. 0. 200 du. i df.il Frk _Under Attack Con Tcp drop 2




01-28-2016-23:04:01 to 01-29-2016-00:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
199. 255. 210. 41 Anonynous Proxy 147.237.77. 74 lawidf.il 22280: HITP. Jooma hj ect |njection Wi nerability B ock 2
202. 69. 240. 192 Hong Kong 147.237.77.74 lawidf.il 22280: HITP. Joonha (hj ect |njection Vil nerability Bl ock 2
71.13.87.122 Lhited Sates 147.237.77. 216 dover.idf.il |Cl06: HITP. najestic bot B ock 1
217. 80. 196. 237 Ger many 147.237.77.216  |dover.idf.il| |Cl06: HITP. najestic bot B ock 1




01-28-2016-23:04:01 to 01-29-2016-00:04:01

|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry |Ste

Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.78.96 [147.237.77.74 |Uited Sates lawidf.il ET SCAN NVAP -sA (2) 2
185.29.9.164 |147.237.0.19 |Sweden madi matal .idf.il ET SCAN Potential SSH Scan 1
94.76.19.109 [147.237.72.14 |Bahrain dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
46.148.22.26 |147.237.76.30 |Lithuania hi nush. i df . i ET SCAN Potential SSH Scan 1
46.148.22.26 |147.237.0.16 |Lithuania ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
218.246.0.97 |147.237.77.74 |China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
191. 232. 34. 47 |147.237.76.86 |Lhited Sates navy. i df.il ET SCAN Potential SSH Scan 1
188.0.236. 123 [147.237.77. 61 &"}:&‘ﬁm e.cogat . idf.il ET SCAN NVAP -sS wi ndow 1024 1
183 o1 15. 227 |147 237 76.30 M et nam hivsh i df i | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.148.22.26 |147.237.72. 167 |Li thuani a i shuri maka.idf.il ET SCAN Potential SSH Scan 1
46.45.137.67 |147.237.72.14 |Turkey dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
218.246.0.97 |147.237.72. 156 |Chi na aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193.201. 224. 8 [147.237.72. 166 |kr ai ne aka.idf.il SERVER- WEBAPP admi n. php access 1
188. 0. 236. 123 |147.237.77. 176 xxg‘ﬁ' o nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1




01-28-2016-23:04:01 to 01-29-2016-00:04:01

|Top Attackers In FW |

A tacker

ount ry ‘Target Address |Ste Signature

41.33.231.90 |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMirul e drop 34

195. 239. 16. 53 gj:;;”ion 147.237.77.74 |lawidt.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor |26

195. 239. 16. 40 gj;;”ion 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor |26

s SWNretransnmit wth different .
85. 250. 248. 192 |I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 20
reanming BEngine: TCP Invali i i ssi

176.13.8.127 |israel 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnissi on drop 15
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi

2.54.58.205 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.

46.19. 85. 15 I srael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
Sreaning Engine: TCP Invalid ' i ssi

46.121.123.18 |Israel 147. 237.77. 243 |mbi l e. i f . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.117.36.128 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmission. drop 10
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

109. 64. 232. 83 |Israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.

91. 200. 12. 7 Lkr ai ne 147.237.76.86 |navy.idf.il dr op SAMrul e drop

91.200.12.7 Lkr ai ne 147.237.77. 216 |dover.idf .il dr op SAMrul e drop

31. 154. 144. 192 |l srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

31.154. 144. 192 |I srael 147. 237.72. 166 |aka. i f . i Bad TCP sequence SINAK retransmt with different |00 g

w ndow scal e

85. 130. 232. 224 |I srael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvali d ACK nunber noni t or 7

94. 159. 169. 161 |I srael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7

31. 154. 150. 204 |l srael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6

46.19.85.101 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

85. 130, 232. 224 |I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.

46.19.85.101  |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6

109. 67. 117. 251 | srael 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN - > SYN-ACK -> RST alert 6

85. 130. 232. 224 |I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 6

109. 67. 117. 251 | srael 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 6

46.19.85.101  |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5

85. 130. 232. 224 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 5

46.19.85.223 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvali d ACK nunber noni t or 5

41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5

94. 230. 86. 237 |l srael 147.237. 72. 166 |aka.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 5

46.19.85.101 |Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nvali d ACK nunber alert 5

2.54,33.102 I srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4

46.19.86.181  [Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4

79.181.7.140 |israel 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

94. 159. 147.76 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf. | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
Sreanming Engine: TCP Invalid i i sSi

84. 109, 138. 224 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.

46. 19. 86. 96 | srael 147.237.72. 167 |i shurimaka. i of . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi

31.168. 164. 230 |l srael 147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. drop 4
Ret ransmi ssi on Packet dropped.

94.230. 86. 219 |lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi

65.55.210.57 |Wnited Sates  |147.237.76.200 |eitan. aka.idf. il 9 =g Invalid segnent retransmission. drop 4
Ret ransni ssi on Packet dropped.

2.54.31.190 I srael 147.237.0.19 |nadimatal .idf.il[SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi

46.19.86.85  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

185.3.144. 74  |israel 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence I'nvali d ACK nunber noni t or 3
Sreaning Engine: TP Invalid i i ssi

79.176.37. 147 |Israel 147. 237.72. 166 |aka i f . i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

82.81.21.195 |[Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.

31. 154. 150. 204 |l srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
Sreaming Engine: TGP Invalid i i ssi

176.13.6.161 |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.

. . SYNretransmt wth different .

85. 250. 248. 192 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i ssi

109. 66. 105. 32 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

46.19.86.85  |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

185.3.146. 192 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.




01-28-2016-23:04:01 to 01-29-2016-00:04:01

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
2.54.31.190 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 55
46.19. 86. 241 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 23
176.13. 8. 112 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
46. 19. 86. 172 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock
37.142.198.152 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for v aka. i df.il/ B ock
. - Unaut hori zed URL Access to
37.142.198. 152 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i of i 1/si p, st or agel 11 es/ 9/ B ock 3
2.54.58. 205 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 58 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.142.198.152 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 37.142. 198. 152 B ock 3
149. 88.141.59  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
73.22.155. 10 Lhited Sates 147.237.77. 216 |dover.idf . il Lhaut hori zed LRL Access to waw i df.il/newsitel english/ B ock 2
185.32.179.47 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
193.201.224.8 |lkraine 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 193.201.224. 8 B ock 2
185. 3. 144. 48 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
109. 253. 197. 96 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
80. 246. 139. 124 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176. 13. 8. 229 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.189. 246 I srael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wwu i df . il/894-he B ock 2
193.201.224.8 |lkraine 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 2
46.120.98.181 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 219 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
5.29.96. 158 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
193.201.224.8 |kraine 147.237.72. 166 [aka. i df . i | Ml tiple Admin B ocking from 193.201. 224. 8 B ock 1
. . O stributed Unhaut hori zed URL Access on
185.3.135.18  |Sweden 147.237.77. 216 (dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
109. 253. 139. 159|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. - Mil tiple Ful lw dth/Hal fwi dth Lhi code Encodi ng on
79.179.96. 177 |l srael 147.237.72. 166 |aka. i df . i | URL/ Par amet er (+) from 79. 179, 96. 177 B ock 1
; . . Distributed Lhaut hori zed URL Access on
204.13.201. 138 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
66.249.78.170 |Israel 147.237.76.200|ei tan. aka. i df . i | |Lnauthori zed URL Access to wuw eitan. aka.idf.il/894-en  |B ock 1
41.36.222.196  |Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 1
2.54.143. 151 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessions: sigal gs S Attack None 1
93.184. 11. 12 ga:lcisgi':éa” Territory, 147.237.77. 176 |nat pash. i df . i|  |Wauthori zed LRL Access to w cogat . i df . i|/894-ar B ock 1
Macedoni a, the For ner . . )
79.125.179.165 |\ q) 2y Fepublic of 147.237.77. 176 |mat pash. i df . i|  |Dstributed P Attenpt B ock 1
] . . Unaut hori zed URL Access to
207. 46.13. 10 Lhited Sates 147.237.77. 216 |dover. i df . il vow i df i |/ shar ed/ user cont rol s/ header upper / B ock 1
. . . Unaut hori zed URL Access to
185. 49. 14.190  [Pol and 147.237.77.235|sviva.i df . i test p5. ni el no. | ubi n. pl /£ est proxy. php Bl ock 1
. . . Unaut hori zed URL Access to
66.249.78.216 I srael 147.237.77. 243|mobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1752 Bl ock !
] ] Distributed Lhaut hori zed URL Access on
41.36.222.196 |Egypt 147.237.77. 176 |mat pash. i df . i | vaw cogat . i df . i 1/ xmr pe. php Bl ock 1
. - Unaut hori zed URL Access to
94.185.83.100 |Sweden 147.237.72.166 |aka. i df . i | test pd. pospr . vew pl /1 est proxy. php B ock 1
Macedoni a, the For ner ] ] . . .
79.125.179. 165 Yugos! av Republ i ¢ of 147.237.77. 176 |nat pash. i df . i|  |Unauthorized URL Access to wan cogat.idf.il/xmrpc. php  |Bl ock 1
- . Unaut hori zed URL Access to
185. 25. 151. 159 [Pol and 147.237.77.176 |nat pash. i df . 11 " & b4, pospr . vew pl /1 est pr oxy. php Bl ock 1
. . . . Paraneter Type Mol ation fronate in
146. 185. 234. 48 |Russi an Federation 147.237.77. 176 |mat pash. i df . i | vaw cogat . i df . 1/ 901- en/ cogat . aspx B ock 1
40.77.167. 11 Lhited Sates 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
2.54.58. 205 | srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
Unaut hori zed URL Access to
207. 46. 13. 18 Lhited Sates 147.237.76.86 |navy.idf.il wn navy. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ na |B ock 1
zi.idf.il
. . Distributed Uhaut hori zed URL Access on
83.169.10. 185 |Ger many 147.237.77.216|dover. i df . il vow i i 1/ shar edl user cont r ol s/ header upper/ Bl ock 1
. . Unaut hori zed URL Access to
192. 116. 142. 154l srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl e shar ed/ r eset . css Bl ock 1
72.167.190. 168 [lLnited Sates 147.237.72. 156 [aman. i df . i | PHP At t enpt B ock 1
. . O stributed Unhaut hori zed URL Access on
178.20.55.16  |France 147.237.77. 216 (dover. i df . il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . - Distributed Uhaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77.216|dover . i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
79.125.179. 165 |Mcedonia, the Forner 147.237.77. 216 |dover . i df . i | O stributed PHP At tenpt B ock 1
Yugosl av Republ i ¢ of
193.201.224.8 |lkrai ne 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/wp-1ogin. php B ock 1
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