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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
82.81.12.176 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 100
109. 66. 55. 173 | srael 147.237.77. 216 dover.idf.il |Bock Wp Al Nets dr op 6

109. 66. 55. 173 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 6

185. 130. 5. 201 147.237.76. 177 ncore.idf.il |Block Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
199. 255. 210. 41 Anonynous Pr oxy 147.237.77. 74 lawidf.il |22280: HITP. Joonha Qject Injection Mul nerability B ock 1
202. 69. 240. 192 Hong Kong 147.237.77.74 law idf.il [22280: HITP. Joonha @bject Injection Vulnerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
218. 246. 0. 97 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 77. 235 [Sweden svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 244  |147.237.8.50 e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180.97.106. 37 |147.237.0.16 |China ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
93.174.93.142 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
14.199.178.62 [147.237.0.33 |Hong Kong idf.il . 1
Potential Scan or Brute Force
, L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
187.160. 19. 3 147.237.8. 14 Mexi co e.orchot.idf.il . 1
Potential Scan or Brute Force
185.130. 5. 244  |147.237.8.28 e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.76.9.90 147.237.72. 217 |Bahrai n eidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 114 [147.237.76. 198 |krai ne e.yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 66
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaming Engine: TGP Invalid i i ssi
185. 120. 125. 55 147.237.77. 243 |nobil e. i df i 9 =g Invalid segnent retransmssion. | 30
Ret r ansni ssi on Packet dropped.
46.19. 86. 211 I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Inval i d ACK nunber nonitor |29
206.253.226.7 |lLhited Sates |147.237.77. 170 |maarachot.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 21
82.145.210.68 |Europe 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 19
Sreanming Engine: TCP Invalid i i ssi
77.127.152.98  |israel 147. 237.76. 200 |ei tan. aka. i f . 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 202. 185/l srael 147.237.77. 243 |nobil e. i df i 9 =g Invalid segnent retransmssion. . 15
Ret r ansni ssi on Packet dropped.
31.154.175.22 |lIsrael 147.237.72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> Timeout |reject 12
o SYN+tACXK retransmt wth .
31.154.175.22 |Israel 147. 237. 72. 166 |aka.i of .i Bad TCP sequence different vi ndow scal e monitor |12
reamn ine: TCP Invali i i ssi
2.54.166.100  |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.121.123.18 |Israel 147. 237, 77. 243 |robi 1 e. i of . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
5.22.131. 9 I srael 147.237.77. 243 |nobil e. i of . Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
212.76.127. 111 |lsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 11
54.244.22.103 |Whited Sates |147.237.77.233|atal.idf.il drop First packet ismt SN drop 11
Sreanming Engine: TCP Invalid i i ssi
176.13.14.147 |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
188. 120. 148. 197|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanmng Engine: TGP Invalid i i ssi
79.183.63. 147 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
31.168.26.58  |Israel 147.237.77. 233 |atal i o i1 Bad TCP sequence SINWACK retransmt W th monitor |6
di fferent w ndow scal e
212.76.127.10 [Israel 147.237.77. 226 V\:A;W chanat z. aka. i df Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 6
reaming BEngine: TCP Invali i i ssi
95.35.129.233 | srael 147.237.77. 243 |robi L e. i of . i1 Streamng Engine: TCP I nval i d invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
31. 168. 26. 58 I srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 31 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 5
37.46.42.169 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 5
85.64.4.12 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |5
5.102.254.120 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |4
2.54.50. 90 | srael 147.237.72. 167 |i shurimaka. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 4
reaming BEngine: TCP Invali i i ssi
31.168. 164. 230 |israel 147.237.76.200 |ei tan. aka. i of .| Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 4
Ret r ansmi ssi on Packet dropped.
185. 3.147. 160 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreaming Engine: TGP Invalid i i ssi
87.69.178.126 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
37.46.42. 169 I srael 147.237.72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> Timeout |reject 4
o SWNretransnmit wth different
84.108. 224. 206 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e aert 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
o SWNretransnmit wth different .
84.108. 224. 206 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |4
2.54. 48. 206 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Russi an ) S Streamng Engine: TCP Invalid [invalid segnent retransmission.
93. 158. 152. 49 Federat i on 147. 237. 76. 147 |chi nuch. aka.i df .i | Ret 1 ansni ssi on Packet dr opped. drop 3
188. 120. 148. 253|l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber noni t or
5.22.131.125 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
109. 64.57.194 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
37.26.148.242 |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.110. 108. 157 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
109. 67. 17. 141 | srael 147.237.77. 243 |nobil e.idf .il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
79.183.71.174 |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 64. 228. 138 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
5.22.131.125  |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.102.254.120 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
46.19.86.128  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
109. 160. 181. 207l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.181.184.46 |lsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 300
2.52.3.52 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 117
79.181.184.46 | srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Qode (403) in Session from g oo 113
79.181.184. 46
2.52.3.52 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 106
79.181.184.46 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 104
87.68.81.73 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 77
252 352 | srael 147.237.0.19 |madimatal .idf.il ;—ngwgnézm the Sane Response Code (404) in Session from B ock 36
149.78.21. 168 |Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 24
110. 83.80.161 |China 147.237.77.74 |lawidf.il Mil tipl e Uhaut horized URL Access from 110. 83. 80. 161 B ock 7
87.68.81.73 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Miny of the Same Response Code (404) B ock 6
110. 83.80. 161  [Chi na 147.237.77.234|hal ag. i df . il Mil tipl e Unaut hori zed UR. Access from 110. 83. 80. 161 Bl ock 5
79.182.64. 11 | srael 147.237.72. 166 |aka. i df . i | D stributed Aonornal Iy Long Request B ock 5
79.182.64. 11 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in Mthod B ock 5
185. 120. 125. 55 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 5
110. 83.80.161 |China 147.237.77.233|atal .idf.il Mil tipl e Uhaut horized URL Access from 110. 83. 80. 161 B ock 5
79.182.64.11  |Israel 147.237.72. 166 |aka. i df . i | Mitiple I11egal Byte Qde Character in Feader Name from Bl ock 4
79.182.64. 11
79.182. 64. 11 I srael 147.237.72. 166 [aka. i df . i | Mil tiple NLLL Character in Header Nane from 79.182.64. 11 B ock 4
79.182.64.11  |israel 147.237.72. 166 |aka. i df . i | Mitiple I1Tegal Byte Code Character in Header Vel ue from B ock 4
79.182.64. 11
217. 164. 28. 237 g:;desNab 147.237.77. 216 |dover . i df .i | Distributed PHP At enpt B ock 4
79.182. 64. 11 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unknown HTTP Request Method from 79.182. 64. 11 B ock 4
217. 164. 28. 237 LQ:;L”” 147.237.77. 216 |dover . i df . i | Oistributed Unauthorized URL Access on wawxidf.il/xmrpc. php |8 ock 4
5.22.131.9 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
79.182.64. 11 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Ml formed HITP Header Line from 79.182. 64. 11 B ock 4
79.182. 64. 11 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Abnornal Iy Long Header Line from79.182. 64.11 B ock 4
79.182.64. 11 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from79.182.64. 11 B ock 4
109. 253. 202. 185|1 sr ael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 3
85.250.73.104 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
109. 253. 204. 48 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.14. 147 |lIsrael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 2
109. 253. 203. 100]I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
. . Unhaut hori zed URL Access to
109. 66. 103. 29 |l srael 147.237.72. 166 |aka. i df . i | v aka, i of i 1/i p st oragel i es/ &/ 59608. pf B ock 2
79.182. 64. 11 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
95. 86. 89. 30 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
. waw. chanat z. aka. i d _ .
110.83.80.161 |China 147.237.77. 226 £l Mil tipl e Whaut horized URL Access from 110. 83. 80. 161 B ock 2
79.182.239.9 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock
176.13.13.198 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gde Character in URL B ock
. . i Nane P 0RAS
79.182.64.11  |israel 147.237.72.166 |aka. i df . i | 'A'..'ftga] Byte (de Character in Header ([FI] NORBAS g ooy 1
2.52.3.52 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
. . Unaut hori zed URL Access to
89.138. 253. 129 I srael 147.237.76.86 [navy.idf. il waw navy. i df . il /consol e/ core/ doc_ngr/doc_ngr. asp Bl ock !
79.178.143.215 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
110.83.80.161 |China 147.237.77.74 |lawidf.il Wnaut hori zed URL Access 10 B ock 1
vww nag. i df . il /ftb/fth. i nagegal | ery. aspx
84.192.55.212 |Bel gi um 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.i|/xmrpc. php B ock 1
. . S Untraceabl e Gonnection - Protocol violation
79.182.64. 11 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
A . . URL is Above Root Drectory
197. 231. 221. 211|Li beria 147.237.77. 216 |dover. i df . i | Wi of i1/ ./ shared/ cl i entscri pts/j query/j query-1.4.2.nin. | s B ock 1
. . Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on
46.120. 160. 7 I srael 147.237.77. 216 |dover. i df . il URL/ Par amet er (4) from 46. 120. 160. 7 B ock 1
31.154.94.56 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
] . - Distributed Lhaut hori zed URL Access on
107.178.194.83 |Wnited Sates  [147.237.77.216 |dover. i df .| v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 1
151. 236. 51. 108 |United Ki ngdom [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-admin/ B ock 1
www. chamat z. aka. i d i
110.83.80.161 |China 147.237.77. 226, . Wnaut hori zed URL Access to . B ock 1
foil ww chanat z. aka. i df . i | / nanage/ ftb. i magegal | ery. aspx
66.249.78.166 |lsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew ing. asp |B ock 1
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