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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 73
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 2
104. 233. 77. 182 147.237.76. 198 e.yohalan.idf.il |Bock Np Al Net drop 1
104. 233. 77. 182 147.237. 76. 86 navy.idf.il B ock Np Al Net drop 1
104. 233. 77. 182 147.237.76. 196 e.sviva.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
5.9.73.227 Ger many 147.237.77. 216 dover.idf.il Cl06: HTTP. majestic bot B ock 1
151. 80. 31. 142 Italy 147.237.72. 166 aka.idf.il 28: HITP.  AnhrefBot craw er B ock 1
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|Top Attackers In |D|

Signature

Target Address ‘Attacker Qountry |Ste

37.26.148.224 [147.237.0.19 |[lIsrael madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 6
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 92  |147.237.77.170|Wited Sates n@ar achot . i df .i1 ET SCAN NVAP -sA (2) 2
94.76.9.90 147.237.72. 14 |Bahrain dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
77.127.183.57 |[147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
196. 47.173.21 |147.237.77.226|Qte Divoire www chanat z. aka. i df . i | |ET SCAN NVAP -sS wi ndow 4096 1
196. 47.173.21 |147.237.77.226|Gte Dlvoire ww chanat z. aka. i df . i | |ET SCAN NVAP -f -sS 1
5 239 123 200|147 237 76, 34 |lran Isianic yohal an.i o i1 ET SDAN Behavi or al _Lhusual Iy fast inbound Tel net 1
Republ i ¢ of Gonnections, Potential Scan or Brute Force
183.60. 48.25 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
180. 97. 106. 162 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
180.97. 106. 37 |147.237.77. 176 |Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
172. 98. 200. 237 |147. 237. 76. 198 e yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.76.9. 90 147.237. 72. 156 |Bahrai n aman. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
94.76. 9. 90 147.237.72. 14 |Bahrain dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 188 |147. 237. 76. 177 |ULhited Sates ncore.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
196. 47.173.21 |147.237.77.226|Gte Dlvoire wan chanat z. aka. i df . il |[ET SCAN NVAP -sS wi ndow 2048 1
31.168. 246. 151 [147. 237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
2.54.2.138 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
183.60.48.25 [147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
180. 97. 106. 162 |147. 237.8.50 |Chi na e tikshuv.idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 237 |147. 237. 76. 198 e yohal an.idf.il ET SCAN NVAP -sS wi ndow 3072 1
116. 55. 54. 115 |147.237.76.39 |China nobi | e.nei tav.idf.il ET SCAN Behavi oral Uhusual | y fast inbound Tel et 1
Gonnections, Potential Scan or Brute Force
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
212.76.127.219 |lIsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data [monitor |60
85.65.111.84  |Israel 147. 237 72. 167 | shurimaka i i1 | SAMNg Engine: TP Invalid |invalid segnent retransnission. |, o, 36
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
79.179.190.71 I srael 147.237.77. 234 |hal ag. i of . i Bad TCP sequence mdz)irsa:;nlt Wth different moni tor |27
212.76.127.10 |lsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |18
31.154.175.7 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 14
46.19. 85. 118 I srael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 14
31.154.175.7  |israel 147.237. 72. 166 |aka.i df . Bad TCP sequence wﬁtrﬁﬁgf&;gth nonitor |14
2.52.129. 10 I'srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 12
Ret r ansni ssi on Packet dr opped.
212.76.127.44 |lIsrael 147.237.77.233 |atal .idf. il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |12
46.19. 85. 195 | srael 147.237.77.233 |ata .idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
5.29. 76. 202 I srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 11
176.13.21. 166 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
84.108. 35. 92 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence noni t or 10
176.13.21.166 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 10
46. 19. 85. 84 I 'srael 147.237.0.34 |[tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 9
87. 68.255. 155 I srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 84 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |9
62. 0. 200. 202 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 9
37.26.147.210 |[lIsrael 147.237.77. 216 |dover.idf .| SYN At tack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 162 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
63. 246. 61. 43 Lhited Sates |147. 237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.121.123.18  |israel 147. 237.77. 243 |mwbi le. i f . i1 Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dr opped.
85.64.4.12 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 125 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert
46.117.98.67  |Israel 147.237.77. 234 |hal ag. i of . i Bad TCP sequence Vﬂd;irsa:;n;t wth different moni tor 6
31.154.167.26 |lsrael 147.237.77. 243 |nobi l e.i df i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 6
31.154.167.26 |lIsrael 147.237.77. 243 |mobi l e.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 197 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
188. 120. 148. 197|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
5.102.198.201 |israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 197 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
84.228.231.43 |Rigaria 147. 237.72. 166 |aka. i f . Streanmng Engine: TP Invalid fimalid segrent retramsmssion |, o 6
Ret r ansni ssi on Packet dr opped.
80.179.114.11 [Israel 147. 237. 77. 170 |naar achot . i df . i | Bad TCP sequence Invalid ACK nunber alert 6
37.26.149.239 |israel 147. 237.72. 166 |aka. i f . Streamng Engi ne: TCP Invalid imvalid segrent retramsmssion. |, o) 6
Ret r ansni ssi on Packet dropped.
5.29.247.44 I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
80.179.114.11 [Israel 147. 237. 77. 170 |naar achot . i df . i | Bad TCP sequence Invalid ACK nunber noni t or
2.54.134. 30 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19.85.197  [israel 147.237.77. 226 [} chanatz. aka. 1df 1paq TOP sequence Inval i d ACK number monitor |5
31.210.188.25 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
195. 60. 232. 57 |l srael 147.237.77. 216 |dover.idf .| SYN At tack SYN -> SYN-ACK -> RST rej ect 5
84.108. 35. 92 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
212.76.127.111 |l srael 147.237.77.233 |atal .idf. il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
37.46.38.73 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |4
79.179. 137. 82 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 4
84.108. 35. 92 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
66.249.64.172 |Uited Qates [147.237.76.86 [navy.idf.il Streaning Bngine: TCP Invalid invalid segnent retransmssion. | o 4
Ret r ansni ssi on Packet dr opped.
46.121.140.64  |Israel 147.237.77. 243 |nobi L e. i df .i | Streamng Engine: TCP Inval id invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
91.200.12.136 |Wkrai ne 147.237. 77. 176 |nat pash. i df . i | drop SAMrule drop 4
54.244.22.103 |Lhited Sates |147.237.77. 176 |nat pash. i df . il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
37.26.148.224 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 382
37.26.148.224 |Israel 147.237.0.19 |nadi matal .idf.il|Too Many of the Sane Response Code (403) in Session from 37.26.148. 224 |B ock 159
79.179.107.15 [israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 96
37.26.148.224 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 67
87.68. 255.155 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 53
109. 253. 138. 131 ]I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 53
31.168.30.167 |[lIsrael 147.237.0.34 |tikshuv.idf.il Too Many of the Sanme Response Code (404) in Session from31.168. 30. 167 |B ock 51
149. 78.206.56 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 22
46.19. 86. 172 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 12
109. 253. 220. 255|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 9
79.179.107.15 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 7
109. 253. 207. 134]I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 6
176.13.11. 34 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 4
109. 253. 134. 117|1 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.148.130 |[Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Unaut hori zed URL Access from 37. 26. 148. 130 B ock 3
2.54.34.15 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
79.181.61. 16 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 172 [Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
31.168.243.88 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 0. 255 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 160. 166. 9 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df . il /mai n/ sachar/ about . aspx B ock 2
84.109. 152.59 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
185. 120. 126. 37 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.120. 227.178 I srael 147.237.77.74 |lawidf il muaggr:z;edl mj’oﬁﬁﬁcﬁa doc mur/ doc oy . asp Bock |2
84.228.231.43 |Rugaria  |147.237.72. 166 |aka. i df .i | m;(:ﬂt;d.iwiﬁ ';;’rs'azﬁgr /'\f;;";s;xor Known LRL on Bock |2
93.172.243.17 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for wwu aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx [Bl ock 2
5.22.134.201 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.149.133 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 2
79.179.107.15 [israel 147.237.0.19 |madi matal .idf.il|Untraceabl e SS. Sessions: pen Mde None 2
213.57.189. 144 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
176.13.0. 162 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.52.56.75 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
79.181.172. 144 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
87.69.34.200 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgci’rd'leie?/geggfﬁsem S oo/l st chi | ddocurent &/ 1152 Bock |2
37.26.149.198 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
151.75.224. 245 |italy 147.237.77. 216 |dover . i df .i | e 5112;’5\202 zod LRL focess on ohp Bock |1
84.108.139. 154 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
37.26.147.195 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.179.190.71 [Israel 147.237.77. 234 |hal ag. i df . i | o ;';;”t?‘;dzgffngsfzimu:alﬁﬁﬁ fgi . Bock |1
217.132.125. 110]l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df . il/nai n/ sachar/ mas. aspx Bl ock 1
66.249. 78. 95 I 'srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
185. 32.179. 4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
I11egal HTTP Version A°A?[[#8]] ACV_TA u[ [#18]]A..[[#31]]A...
31.154.175.7 I srael 147.237.72. 166 |aka. i df . i | _[[#18]]~&[ [ #30] ] [ [#26] ] AA™(QA.. A [[#22] | N[ #6] ], AYAtAYASA?A At |Bl ock 1
AT* A'A-A"'v) A- A} GAj =TA- ZAVA»AVhsA... aA?A’A t « <A” EKAI sAEAZ
105.110.72.60 |Ageria 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ wp- cont ent / i ndex. php B ock 1
46.19. 85. 195 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
2.52.135. 31 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
87. 68. 85. 250 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.183.52.233 | srael 147.237.72. 166 |aka. i df . i | %'ltlizg.es? '2'3"3“; deh/Hel fw dth tni code Encoding on LR Paraneter(+) from g o |
79.178.60.234 |[Israel 147.237.77. 216 |dover.idf . il Paraneter Type M ol ation SearchText in ww i df.il/1065-he/ dover. aspx B ock 1
207. 46. 13. 87 gqiatt:s 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 900- he/ at al . aspx B ock 1
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