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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
82.81.12.176 | srael 147.237. 72. 166 aka.idf.il ock_ Udp Al _Nets drop 54
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

106. 120. 173. 127 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry Ste

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 78. 153 147. 237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
219. 146. 12. 120 147.237.77. 235 Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
94.76. 0. 39 147.237.72. 14 Bahrai n dover.idf.il (ol d) ET SCAN Potential VWNC Scan 5800- 5820 1
219. 146.12. 120 147.237.77. 233 Chi na atal.idf.il ET SCAN Potential SSH Scan 1
84.228.141.9 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
219. 146. 12. 120 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
78.219. 216. 138 147.237.77.179 France e.nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
219. 146. 12. 120 147. 237.77. 178 Chi na e. mat pash. i df il ET SCAN Potential SSH Scan 1
219. 146. 12. 120 147.237.77.121 Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
199. 180. 114. 67 147. 237.76. 39 Pol and nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
180. 97. 106. 162 147. 237. 76. 147 Chi na chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
180. 97. 106. 37 147.237. 76. 197 Chi na e. hinush. i df.il ET SCAN Potential SSH Scan 1
219. 146.12. 120 147.237.77. 243 Chi na nobi l e.i df il ET SCAN Potential SSH Scan 1
107. 182. 27. 36 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219. 146. 12. 120 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
94.76. 0. 39 147.237.72. 14 Bahrain dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
219. 146. 12. 120 147. 237.77. 226 Chi na waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
79. 180. 115. 159 147.237.72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
219. 146.12. 120 147. 237.77. 205 Chi na prishaidf.il ET SCAN Potential SSH Scan 1
219. 146. 12. 120 147.237.77. 170 Chi na nmaar achot . i df . i | ET SCAN Potential SSH Scan 1
219. 146. 12. 120 147. 237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 161 147.237.0. 19 Chi na nedi matal .idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
54.244.22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 69
212.76.127.10 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 33
50.118.162. 210 |Lhited Sates [147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
94.76.0.39 Bahrai n 147.237.72. 14 |dover.idf.il (ol d)|dr op SAMrul e drop 29
Sreaning Engine: TGP Invalid i i sSi
46.19.86.105 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 27
Ret r ansm ssi on Packet dr opped.
172.56.13.152 |wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 26
79.179.137.82 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 20
89.138.108.33 |l srael 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransmt wih different monitor |13
W ndow scal e
. . SYNHAK retransmit with different .
31.154.162.45 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence vi ndow scal & noni t or 12
reaming BEngine: TCP Invali i i SSi
2.54.165.237  |Israel 147.237. 77 243 |mmbi e, 1o i1 || €A g Ehgihe @ Invalid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
77.125.130.96 | srael 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
31.154.162.45 |lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
Sreanming Engine: TCP Invalid i i ssi
46.19.86.133  |israel 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
77.126.72.10 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
5.102. 254. 51 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or
2.52.7.131 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i sSi
89.139.11.90 | srael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
46. 19. 85. 125 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
reaming BEngine: TCP Invali i i Ssi
109. 253. 128. 224|i srael 147.237.77. 243 |moti 1 e i or. iy || &M NG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 222. 1341 srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46.19. 85. 108 I srael 147.237. 77. 216 |dover.i df . i Bad TCP sequence Inval i d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 42 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 108 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
89.138.115.18 |[lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 122 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 5
89.139. 243. 7 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
5.22.129. 244 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber aert 5
5.22.129.244 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 5
109. 160. 237. 217|I srael 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
54.244.22.103 |lhited Sates [147.237.77.233|atal.idf.il dr op Frst packet isn't SN drop 5
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5
37.26.146.241 |lIsrael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
31.210.186. 135 |lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
54.244.22.103 |lhited Sates [147.237.77. 176 |nat pash.idf.il drop Frst packet isn't SN drop 4
31.154.162.45 |[lIsrael 147.237.77. 233 |atal .idf. il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
89.138.108.33 |l srael 147.237.77. 234 |hal ag. i . i1 Bad TCP sequence SN retransmt with i fferent moni tor |4
w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
reaming BEngine: TCP Invali i i Ssi
109. 253.194. 75 | srael 147.237.77. 243 |moti 1o i or. iy | &M NG Engine: TP Invalid  invalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
79.180.22. 206 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
77.126. 166. 159 |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
217.132.4.74  |israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54.1. 141 I'sr ael 147.237.0.19 |nadimatal .idf.il g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
94.230. 86.193 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning Engine: TQP Invalid i i sSi
149.88.21.148 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 155. 36 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
79.180.65.175  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.176.59.158 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 67.224.22 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.




01-28-2016-20:04:08 to 01-28-2016-21:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.1.141 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 72
46.19. 86. 194 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 61
37.26.148.224 |israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 59
46.120.202.61 |israel 147.237.0.34 |tikshuv.idf.il 14-2(.)1'\2/?;)/2(()); é;‘e sane Response Qode (404) in Session from Bl ock 45
46. 19. 86. 194 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 39
2.54.1.141 I srael 147.237.0.19 |[nmadimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) B ock 34
85. 64. 4. 122 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 29
46.19. 86. 228 I srael 147.237.77.216|dover.idf .il Ml tiple Unauthorized URL Access from 46. 19. 86. 228 B ock 19
109. 253. 138. 131/l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 9
46. 19. 86. 227 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
79.176.162.27 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Waut hori zed URL Access on nobil e. i df. il /nekudot /i ndex B ock 8
185. 120. 125. 5 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 7
2.54.34.15 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
149.50. 126. 150 |Uhited Sates |147.237.0.19 [nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.54.183.92 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 4
176.13.12. 68 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
79. 180. 3. 132 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
37.142.64. 16 I srael 147.237.77.234|hal ag. i df . i | PHP Attenpt Bl ock 3
37.142.64. 16 | srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to ww | ogistics.atal.idf.il/xmrpc. php B ock 3
109. 65. 175. 144 |Israel 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.38. 41 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.54.32.59 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.94.178. 82 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
5. 102. 206. 47 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
79.182.175.243 [Israel 147.237.0.19  [nadi matal . i df |22 Pe ¥ 7'13%‘_’?];29???2;? Fl acetbl der 13t xt Last Nane i n Bl ock 2
109. 253. 222. 134]I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
84.111.155. 169 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
5. 22. 134. 201 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
37.142.252.169 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
125. 46. 26. 253  |China 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 2
46.19. 86. 11 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
125. 46. 26. 253  |Chi na 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka. i df.il/wp-adm n/ adnin-aj ax. php B ock 2
89.138.107.12 | srael 147.237.72. 166 |aka. i df . i | mn;k\f:i E?rlalﬁa?rn/ ;;f}amlim?a;& None 1
46.121.107. 161 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
207.46.13.108 |Lhited Sates |147.237.77.176 [nat pash.i df .i| |Uhauthorized URL Access to v cogat.idf.il/english B ock 1
77.125.143.94 |Israel 147.237.72. 166 |aka. i df . i | m;(z_“it gfd. :f’f‘#;hr‘]’/rs';fﬁarﬁn ;ecfcif]zsd on Bl ock 1
66. 249. 64. 53 | srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf/ fil es/ 1/ 108191. pdf B ock 1
Unhaut hori zed URL Access to
8.37.71.95 Wited Sates |147.237.77. 176 |nmat pash. i df . i|  |www cogat.idf.il/901-11661- he/ cogat . aspx&usg=al kj r hgh- oygskl j 7I 5xbs [Bl ock 1
303pglt ueh4g

107.178.194.83 |ited Sates [147.237.77. 216 dover i df il [ S!T1OUeC 1ng_t:§;g?ﬁeﬁvﬁffpzn Bl ock 1
84.108.172.21 [israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs oS Attack None 1
46.117.218.138 |Israel 147.237.72. 166 |aka. i df . i | m”:k":i ?Tﬁ?ﬁ;;lgimfmm in None 1
204.13.201.138 United Sates |147. 237.77. 216|dover. i df . i | D stri uted 1%“;‘;};%;;?&%\/’2‘??22;” Bl ock 1
79.176.213. 205 |lsrael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 6/ 110476. pdf B ock 1
46. 19. 86. 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
37.26.146.211 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs oS Attack None 1
109. 253. 128. 224|I srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 78. 34 I srael 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ robots. t xt B ock 1
5.22.129. 244 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
89. 138. 108. 33 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
46.121. 243. 245 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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