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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
82.81.12.176 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 106

31. 168. 146. 45 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

198. 56. 164. 154 Lhited Sates 147.237.76. 198 e.yohal an. i df i Block Np All Net drop 1

123. 151. 42. 61 Chi na 147.237.76. 30 hi nush. i df .i | Bl ock Udp Al _Nets Gon_Linit drop 1

198. 56. 164. 154 Lhited Sates 147. 237. 76. 200 eitan aka.idf.il Block Np Al Net drop 1

198. 56. 164. 154 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np Al _Net drop 1

198. 56. 164. 154 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |Block Np Al _ Net dr op 1
115.230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
37.229. 252. 191 Wkrai ne 147.237.77. 74 lawidf.il Q008: HTITP. Xenu User Agent B ock 1
188. 165. 15. 121 France 147. 237.72. 156 aman. idf.il 228: HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 201. 227. 10 147.237.76. 39 Lkr ai ne nobi | . nei tav.idf.il ET SCAN Potential SSH Scan 2
84.108. 98. 134 147.237. 72. 156 I 'srael anan. i of .i | ET SCAN NVAP -sA (2) 2
193. 201. 227. 10 147. 237. 77. 205 kr ai ne prisha.idf.il ET SCAN Potential SSH Scan 2
193. 201. 227. 10 147. 237. 8. 50 Lkr ai ne e.tikshuv.idf.il ET SCAN Potential SSH Scan 2
87.68.152. 1 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 227. 10 147. 237.72. 167 krai ne i shurimaka.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 147.237.72. 217 Lhited Sates eidf.il ET SCAN NVAP -sS wi ndow 2048 1
193. 201. 227. 10 147.237.72. 14 kr ai ne dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
66. 240. 213. 93 147. 237.72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 187 147.237.72. 217 Lhited Sates eidf.il ET SCAN NVAP -f -sS 1
193. 201. 227. 10 147. 237. 8. 46 krai ne e. chinuch.idf.il ET SCAN Potential SSH Scan 1
37.142.68. 20 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 201. 227. 10 147.237.8.28 Lkr ai ne e.mobi | e-ks. i df i ET SCAN Potential SSH Scan 1
31.154. 94. 44 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 201. 227. 10 147.237.0. 17 kr ai ne mny-kosher -kravi . i df. il ET SCAN Potential SSH Scan 1
5.29. 203. 176 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 227. 10 147. 237.77. 176 kr ai ne mat pash. i df .il ET SCAN Potential SSH Scan 1
180. 97. 106. 161 147.237.77. 235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 10 147.237.77. 61 Lkr ai ne e.cogat.idf.il ET SCAN Potential SSH Scan 1
149. 78. 135. 165 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 201. 227. 10 147. 237.76. 177 Wkrai ne ncore.idf.il ET SCAN Potential SSH Scan 1
95. 183. 51. 251 147.237.76. 197 S t zerl and e hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227. 10 147. 237.76. 34 kr ai ne yohal an. i df . il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77. 235 Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
85. 64. 240. 114 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 201. 227. 10 147. 237.72. 156 krai ne anan. i df.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 147.237.72. 217 Lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 240. 213. 93 147.237.72. 167 Lhited Sates i shurimaka.idf.il ET SCAN Potential SSH Scan 1
46.151. 53. 217 147.237.77. 216 krai ne dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.77. 216 Lhited Sates dover.idf.il ET DRCP Dshield B ock Listed Source 1
193. 201. 227. 10 147. 237. 8. 45 Lkr ai ne eeitanidf.il ET SCAN Potential SSH Scan 1
31.154. 94. 58 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 201. 227. 10 147. 237.77. 234 kr ai ne hal ag.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 10 147.237.0. 33 Lkr ai ne idf.il ET SCAN Potential SSH Scan 1
23.96.118. 28 147.237.72. 166 Lhited Sates aka.idf.il Tehila - Perl LWP with fake user agent 1
193. 201. 227. 10 147.237.77.178 kr ai ne e. mat pash.idf il ET SCAN Potential SSH Scan 1
193. 201. 227. 10 147.237.0. 15 krai ne kosher -kravi .i df .i ET SCAN Potential SSH Scan 1
193. 201. 227. 10 147.237.77. 170 krai ne naar achot . i df . i | ET SCAN Potential SSH Scan 1
5.22.135. 99 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 78. 154. 69 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
193. 201. 227. 10 147. 237. 76. 200 krai ne eitan. aka.idf.il ET SCAN Potential SSH Scan 1
109. 65. 208. 4 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

count ry Target Address |[Ste Signature
79.182.64.11 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence S retransmt wth different monitor  [47
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.52.0.105 I srael 147.237.0.34 |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 33
Ret r ansn ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
R SWNretransnmit wth different .
46.116. 161. 144 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal @ noni t or 26
31.154. 150. 95 |l srael 147.237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 20
. . SYNPAXK retransmit with different .
31. 154. 150. 95 [l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence vi ndow scal e noni t or 20
Sreaming Engine: TGP Invalid i i ssi
46.19.86.196 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 18
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183. 229. 117 |l sr ael 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
46.19.85.225 |Israel 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Inval i d ACK nunber noni t or 12
31.154.94.14 |Israel 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 12
Sreamng Engine: TCP Invalid i i ssi
5.102. 254. 136 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansnm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
93.172.53.116 |Israel 147.237.77. 243 |mobi e iop i1 | €AMNg Engine: TP Invalid Inval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
31.154.94.10 |[Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
89. 138.83. 70 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop
31.154.94.66 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
. . SYNHAK retransmit with different .
31.154.94.10 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence vi ndow scal @ noni t or 8
199. 203.215.1 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 8
199.203.215.1 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
85. 64.68.149 |Israel 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
88.7.178.154 |Fain 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 7
149. 88.58. 249 |l srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
89.138.83.70 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 6
85. 64. 68.149  |lsrael 147.237.76.30 |[hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.200 |[lIsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
84.111.0.205 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
46.19.85.230 | srael 147.237.76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
149. 88. 58. 249 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
79.178.36.176 |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19.85.200 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
46.19.86.107 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
85. 65.120. 191 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.195 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
89.138.83.70 |[Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19.85.108  [Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or 5
37.46.39.176 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46.121.78.5 I srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 4
31.154.94.58 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SIHAK retransmt with different oo s
w ndow scal e
213.57.33.131 |israel 147.237.77. 234 |hal ag.idf .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.154.94.15  |[Israel 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreanmng Engine: TCP Invalid i i ssi
109. 186. 146. 91 |1 srael 147.237.76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
5.22.131. 94 I 'srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
62.219.142. 26 |Israel 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
43.255.176.89 |Japan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46.121.78.5 I 'srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
31.154.94.15 |Israel 147. 237. 72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
109. 65. 154. 48 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
31.154.94.71 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
31.154.94. 14 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84.94.74.62 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 53
84.109. 51. 47 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
109. 253. 215. 28 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
79.182.64. 11 | srael 147.237.72. 166 |aka. i df . i | Ostributed |11egal Byte Gode Character in Mthod Bl ock 8
79.182.64. 11 I srael 147.237.72. 166 |aka. i df . i | D stributed Unhknown HTTP Request Met hod B ock 8
79.182. 64. 11 I srael 147.237.72. 166 [aka. i df . i | Distributed Abnornal |y Long Request B ock 8
79.182. 64. 11 I srael 147.237.72. 166 [aka. i df . i | Distributed Ml forned LR B ock 7
79.182.64. 11 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 7
79.182. 64. 11 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in Header Nane B ock 6
84.94.184.202 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 6
2.52.164.19 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 6
46.19.86.107  |Israel 147.237.77. 243 |nobi | e. i df . i | Easstsm”;w Paraneter Type Mol ation on mobile.idf.il/sachar/login paraneter g\ |g
176.13.12.15 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
79.182. 64. 11 I srael 147.237.72.166|aka. i df . i | D stributed Ml fornmed HITP Header Line B ock 4
93.172.237.149 [israel 147.237.0.34 [tikshuv.idf.il |[DOstributed Too Many of the Same Response Code (404) B ock 4
46. 19. 86. 113 | srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 4
79.182. 64. 11 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Qode Character in Header Val ue B ock 4
46. 19. 86. 196 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 4
79.182.64.11 I srael 147.237.72. 166 [aka. i df . i | Dstributed Abnornal |y Long Header Line B ock 4
79.178.120. 248 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Abnormal |y Long Request from 79. 178. 120. 248 B ock 3
79.178.120. 248 |[Israel 147.237.72. 166 [aka. i df . i | Miltiple Malformed URL from 79. 178. 120. 248 B ock 3
46. 19. 86. 68 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
79.182. 64. 11 I srael 147.237.72. 166 [aka. i df . i | Miltiple Illegal HITP \Version from79.182. 64. 11 B ock 3
79.178.120. 248 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 79. 178. 120. 248 B ock 3
79.182. 64. 11 I srael 147.237.72. 166 |aka. i df . i | Ostributed NALL Character in Header Nane B ock 3
79.182. 64. 11 I srael 147.237.72. 166 [aka. i df . i | Mil tiple NLLL Character in Method from 79. 182. 64. 11 B ock 3
80. 246. 136. 111 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.178. 120. 248 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Qode Character in Method from79.178. 120. 248 B ock 3
79.183.229.117 [israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
109. 160. 199. 60 |l srael 147.237.0.19 |nmadi matal . i df.i|Suspicious Response Code B ock 3
2.52. 4. 205 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
109. 253. 193. 33 |Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
2.54.139. 120 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
204.13.201. 137 |V 1147 237.77. 216 |dover . idf i1 |0 o0 Pted lT;;f;ggigg_eﬁeﬁvzc_ispzn Bock |2
204.13.201.138 [9"1%0 |147.237. 77 216 dover.icf i1 |DSTIUed ff:;_t;gzgfﬁeﬁv’:c_ispﬁn Hock |2
93.172.53.116 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock
2.54.55. 168 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock

89. 139. 229. 128 |israel 147.237.77. 243 |nobi | e. i df . i | Emsitlr;bi”é:?mzjlg‘;i;tzzgplﬁegﬁcfti ol ddocurent &/ 1071 Bock |2
46. 19. 86. 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
217. 132. 104. 1221 srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None
69.171.228. 117 g;g: 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1

Unknown HTTP Request Met hod BA] [#3]] AAAZ) [[A#?:l]]ﬁé:
79.178. 120. 248 |l srael 147.237.72. 166 |aka. i df . i | vAtAY A?A; AYATAS B ock 1
RASA A [#11] 1 [ [#22] 1 [[#21] ] [ [#4]] A AF[ [ #22] ] AcwB2 AT AcA-o [ #24] 1 A
SACAC[[#15] 1A% in URL

46. 19. 86. 107 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 1

84.111. 0. 205 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1

31.154.94.5 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Protocol violation (SSL_QONN LI ENT_HELLO None 1

80. 55. 21. 50 Pol and 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v i df .il/894-en/ dover. aspx/ B ock 1
Il1legal URL Path Encoding / A°G & x‘G [ [ #26] ] 3b2xh[ [ #1] ] hAEAZ

79.182. 64. 11 I srael 147.237.72. 166 [aka. i df . i | A2=Pox” xj Ao x—A° 8E?2RYABAE' BE c*$AT“ff?kI QAEAVRE°[[#21]] x a€™ Bl ock 1
vh([ [ #12] ] Atba€™xZ3f - Oo[ [ #5] ] [ [ #15] ] A $4€24€; h&$! x A0r[[#7]]v

79.178.120. 248 |[Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Header Line request header nane B ock

95. 86. 69. 165 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None

46.120. 180. 224 |lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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