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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 24
109. 67. 179. 166 | srael 147.237.76. 86 navy.idf.il L4 Source or Dest Port Zero drop 9
109. 67. 179. 166 | srael 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 9
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
183. 60. 48. 25 Chi na 147.237.76. 176 test.ncore.idf.il [JLM Under Attack_ Con_Tcp drop 2
108. 59. 4. 197 Lhited Sates 147.237.76. 198 e.yohal an.i df .il ock Wp Al _Nets drop 1
108. 59. 4. 197 Lhited Sates 147.237.76. 202 e halag.idf.il ock Wp Al _Nets drop 1
108. 59. 4. 197 Lhited Sates 147.237.76. 199 e. nakchal .idf.il ock_Udp All _Nets drop 1
108. 59. 4. 197 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Block Udp All Nets drop 1
108. 59. 4. 197 Lhited Sates 147.237.76. 197 e hinush.idf.il Bl ock_Udp Al _Nets drop 1
108. 59. 4. 197 Lhited Sates 147. 237. 76. 201 e.atal.idf.il Block Udp All Nets drop 1




01-28-2016-17:04:03 to 01-28-2016-18:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |S gnature Devi ce Action |Oount |
104. 236. 201. 28 147.237.72.166 |aka.idf.il Q025: HITP. access to adninistrator/index. php -> Quaranti ne B ock 12
212.225.165.62 [Spain 147.237.77.176 |nat pash.idf.il |0008: HITP: Xenu User Agent B ock 2

123. 149. 205. 53 |China 147.237.72.166 |aka.idf.il 3630: HITP. SQ Injection (Bool ean |dentity) B ock
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

104. 236. 201. 28 |147.237. 72. 166 aka.idf.il Tehila - Perl LWP with fake user agent 11
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 64.102 |147.237.77.170 |Wited Sates |nmaarachot.idf.il [ET SCAN NVAP -sA (2) 2
84.229.249.54 |147.237.77.216|Israel dover.idf.il portscan: TP D stributed Portscan 1
46.121.64.172  |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
193. 105. 134. 220|147. 237. 77. 178 |Sneden e.matpash.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
46.116.51. 31 147.237.77. 216 (I srael dover.idf.il portscan: TP D stributed Portscan 1
172. 98. 200. 237 [147.237.76. 196 esvivaidf.il |[ET SCAN NVAP -sS wi ndow 4096 1
40.122.124.70 |147.237.76.86 |lhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
114.112.90.54 [147.237.8.28 |China e.mobi | e-ks.idf.i [|[ET SCAN NVAP -sS wi ndow 1024 1
37.26.146.203 |[147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.54.154.70 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
95.183.51. 251  |147.237.77. 170 |Sa tzer| and mearachot.idf.il [ET SCAN NVAP -sS w ndow 1024 1
85. 64. 126. 30 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
83.228.71.58 147.237.77. 216 |Bil garia dover.idf.il portscan: TGP D stributed Portscan 1
199. 191. 56. 187 [147.237.72.14 |Whited Sates |[dover.idf.il(od) |ET SCAN NMAP -sS wi ndow 3072 1
50,180, 161. 117 |147.237.0.34 |5 ngapore Cikshuvidf il ET S(‘ﬁN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
193. 105. 134. 220|147. 237. 77. 234 |Sneden hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.117.182.18 [147.237.72. 166 |l srael akaidf.il portscan: TGP D stributed Portscan 1
178. 255. 168. 17 |147. 237. 72. 166 [Czech Republ i ¢ |aka.i df. il portscan: TCQP D stributed Portscan 1
40.122.124.70 |147.237.77.216|lnited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
149. 88. 14. 70 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.142.206. 186 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
109. 64. 216.93  [147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
31.168. 24. 42 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
95.183.51.251 |147.237.77. 234 |Snitzerl and hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.54.139. 145 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
91.201. 236. 113 [147.237. 77. 233 |lkrai ne atal .idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i SSi
176.13.2.0 I'srael 147.237.77. 243 |moti 1 e i or. iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnissi on drop 42
Ret ransni ssi on Packet dr opped.
o SYNretransmit wth different .
77.125.97.9 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
176.13.4.236  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 24
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
109. 253. 195.29 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid  |invalid segnent retransnission drop 24
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
109. 253. 156. 2031 sr ael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 217 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 16
Sreanming Engine: TCP Invalid i i ssi
109.253.139.1 |l srael 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 15
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
31.168. 216. 227 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 15
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.18.61 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
176.13.22.20  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.52.164.207  |israel 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 253. 147. 147 | srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
. . SYNPAXK retransmit with different .
31.154.150. 95 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 11
2.54.189. 27 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence I'nval i d ACK nunber alert 10
Sreaning Engine: TCP Invalid i i SSi
164. 138. 121. 176l srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval i d segnent retransmssi on. drop 10
Ret ransni ssi on Packet dr opped.
2.54.189. 27 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 10
2.54.189. 27 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 10
2.54.189.27 I srael 147.237.77. 234 |hal ag.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
2.54,189. 27 | srael 147.237.77. 234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
176.13.10. 156 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber aert 9
Sreanming Engine: TCP Invalid i i ssi
89. 139. 154. 243 i srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
176.13.10. 156 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
147.235.8.75 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
. . SYNHAK retransmit with different .
147.235.8.75 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence vi ndow scal 6 noni t or 8
31.154.150.95 |[lIsrael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
109. 67. 38. 37 | srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 8 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
109. 253. 192. 2391 sr ael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 67. 165. 217 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 64 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id AGK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi
46.19.85.174  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109. 253. 129. 60 | srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
2.54.51.212 I srael 147. 237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.8 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
109.67.172.84  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 64 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi
109. 253. 195. 56 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
2.54,189. 27 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 87 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi
46.19.86.169  |israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
79.180. 125.64 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 87 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
46.19.86.100  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
2.54.189.27 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 5
31.210. 186. 130 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 5
31.154. 157. 237 [l srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.189. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
. . SYNHAK retransmit with different .
31.154. 157. 237 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence vi ndow scal @ noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
2.52.164. 207 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 215
2.52. 164. 207 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 113
2.54.151. 71 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 87
85.64.191. 170 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 79
80.246.136.30 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 55
2.52.164.207  |israel 147.237.0.19 |nadimatal .idf.i ?gz'_\ﬁ%ﬂ_ozfo; he Sane Response Code (403) in Session from Bl ock 48
2.54.191. 144 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
213.111.233.25 |lkraine 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 6
109. 253. 156. 203l sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 5
213.111.233. 25 |kraine 147.237.72. 166 |[aka. i df . i | Mil tipl e Unaut hori zed URL Access from 213.111. 233. 25 Bl ock 5
109. 186. 150. 125] srael 147.237.0.34 [tikshuv.idf.il |DOstributed Too Many of the Sane Response Code (404) B ock 4
95. 86. 70. 81 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 4
79.183.118.68 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
185. 32. 179. 206 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
164. 138. 121. 176l sr ael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 3
79.177.170. 249 | srael 147.237.77. 243 |nobi 1 e. i df . i | ﬁ;“f : ?rd'fz‘f? , t;tegpgrcy‘ismj s/ 1 st hi | cdocument s/ 1071 Bl ock 3
66.249.78.159 |Israel 147.237.77. 216 |dover . i df . il Ml tiple Uhauthorized URL Access from 66. 249. 78. 159 B ock 3
109.253.139.1 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 3
80. 246. 137. 150 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
5.29.1.124 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
109. 64. 200. 162 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 2
46. 19. 86. 13 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
5.29.72.10 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
89. 139. 154. 243 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 2
31.154.94. 10 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1440-he/ atal . aspx B ock 2
176.13.2.0 I srael 147.237.77.243|nobi [ e.i df . il D stributed Suspici ous Response Code B ock 2
31.210. 186. 159 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
80. 246.136.96 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
46.19. 85. 206 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185.3.144.69 |l srael 147.237.72.166 |aka. i df . i | mngkm; i?ﬁrrjtn‘:j njts!z(r)]if;: ngrf;ha“ﬁimis?ﬂ Ji m asp None 1
46.19.85. 14 I srael 147.237.76.31 |nakchal .idf.il [Malformed UR B ock

149. 88. 39. 82 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None
77.126.98.206 | srael 147. 237.72. 166 |aka. i df . i | mngk‘f:i Z?rﬂje;;ng]mﬁgmm in None 1
66. 249. 69. 87 I srael 147.237.0.34 [tikshuv.idf.il [Wauthorized URL Access to waw tikshuv.idf.il/894-he B ock 1
208.115.111. 74 |Wited Sates |[147.237.76.30 |hi nush.idf.il Unaut hori zed LRL Access to chinush. atal .idf.il/tenpl ates/ news/nul | B ock 1
87. 69. 14. 155 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.26.146.206 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
176.13.0. 187 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 1
109. 253. 141. 252/l sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249. 78.159 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/error.htm B ock 1
2.54.145. 39 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
105. 157.18.69  [Morocco 147.237.77. 176 [mat pash. i df . i|  |PHP Attenpt B ock 1
46.120.182.82 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
213.111. 233. 25 |Wkraine 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. idf.il/main/giyus/index. php B ock 1
46.19. 85. 14 I srael 147.237.76.31 |nakchal .idf.il |Wknown HTTP Request Method ;=0.6,en;g=0.4 in LR B ock 1
81.218.48.37  |Israel 147.237.77.74 |lawidf.il mﬂt:viri'd??idl /L:i_s:li'?:ee/szstterofolIowesource/create/ B ock 1
157.55. 39. 10 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
79.176.10.225 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1444-he/ at al . aspx B ock 1
109. 66. 28. 92 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Atack None 1
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