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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
46.19. 85. 140 | srael 147.237.77. 216 dover.idf.il |Anonal y- TLS-renegoti ation-d i dest - r eset 71
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 48
31.223.191. 72 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 13
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 2

158. 169. 150. 8 Bel gi um 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |S gnature Devi ce Action |Oount
188. 165. 15. 13 France 147.237.76. 31 nakchal .idf.il C228: HITP. AhrefBot craw er B ock 1
188. 165. 15. 15 France 147.237.76. 86 navy.idf.il C228: HITP:  AhrefBot craw er Bl ock 1
188. 165. 15. 193 France 147. 237.77. 170 nmaar achot . i df . i | 28: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
96. 35. 144. 107 147.237.77.19 Lhited Sates | aw forumi df .i ET SCAN NVAP -sS wi ndow 1024 1
95.183. 51. 251 147.237.77. 212 Swi tzerl and e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 130. 190. 75 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 180. 240. 43 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 35 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
218.246. 0. 97 147.237. 0. 200 Chi na ndu. i df .i | ET SCAN NVAP -sS w ndow 1024 1
23.94.97.17 147.237.0. 19 Lhited Sates nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
188. 120. 148. 227 147.237. 72. 166 I srael aka.idf.il portscan: TGP Distributed Portscan 1
109. 65. 97. 85 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
95.183. 51. 251 147.237.77. 227 Swi tzerl and e. hanaz. i of . i | ET SCAN NVAP -sS w ndow 1024 1
93. 183. 201. 2 147.237.77. 226 kr ai ne wan chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
82.102. 169. 113 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 240. 213. 93 147.237.77. 227 Lhited Sates e. hanaz. i of . i | ET SCAN Potential SSH Scan 1
37.26. 146. 133 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
213. 8. 80. 155 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.131. 146 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220 147.237.77. 74 Sweden lawidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 213. 85 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Inval i d Retransm ssi on

Packet dropped.

S reamng Engi ne: TCP i i ssi
5.22.129.251  |israel 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine. 1 Inval i d segnent retransmssion. |, 174
Inval id Retransm ssion Packet dr opped.
S ream ng Engi ne: TCP i i ssi
176.13.5.169  |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 66
Inval i d Retransm ssion Packet dr opped.
S ream ng Engi ne: TCP i issi
213.57.178.72  |israel 147.237.77. 243 |nobil e.i of i mng tngihe- 1 Invalid segment retransmssion. |, 38
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi
176.13.13.167 | srael 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. | ., 30
Invalid Retransnission Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
S reamng Engi ne: TCP i i ssi
46.19.85.20  |israel 147.237.77. 243 |mbi le.i o i1 mng tngine. 1 Invalid segnent retransmssion. |, 27
Inval id Retransm ssion Packet dr opped.
63.141.204. 174 |Wnited Sates 147.237.77. 226 ‘“:"I"“ha”mz'aka"df drop First packet ismt SWN drop 21
reamn ine: T i issi
217.194. 203. 221 srael 147. 237. 77. 243 |nobi | e. i of . i | Streamng Engine: TCP Invalid segnent retransmssion. | . 15
Inval id Retransm ssion Packet dr opped.
109. 67.179. 166 |l srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 12
213.6.150.86 | estinan Termitoryl, ,; 537 77176 |nat pash. i df il drop Frst packet isn't SWN drop 12
Qccupi ed
S reanming Engi ne: TCP i issi
62.219. 146. 111 |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 9
Inval id Retransm ssion Packet dr opped.
109. 67.179. 166 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 8
109. 253. 130. 206 |I sr ael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |8
46.19. 85. 115 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
37.26.148.207 |lsrael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 7
S reamng Engi ne: TCP i i ssi
176.13.6.28 I srael 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dr opped.
S ream ng Engi ne: TCP i issi
109. 253. 131. 42 |Israel 147.237.77. 243 |nobil e.i of . mng tngihe- 1 Invalid segment retransmssion. |, 6
Inval i d Retransnission Packet dropped.
207.232.36.181 |[lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engi ne: TCP ' i ssi
2.52.4.157 I'srael 147. 237.77. 243 |mobi l e. i o i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dr opped.
46. 19. 85. 133 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 6
176.13.13.167 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 85. 186 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber aert 6
S ream ng Engi ne: TCP i issi
79.177. 206. 170 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
66.249. 78.5 lited Sates 147.237.0.19 |nadimatal .idf.il mng thgine. Invalid segnent retransmssion. | ., 6
Invalid Retransnission Packet dr opped.
46. 19. 85. 186 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber nonitor |6
S reamng Engi ne: TCP i i ssi
46. 19. 86. 235 | srael 147.237. 72. 167 |i shurimaka. i df . il . 9 9 .. Inval i d segnent retransmssion. drop 6
Inval id Retransm ssion Packet dr opped.
5.22.135. 207 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nvalid ACK nunber noni t or
2.54.175. 14 I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
31.154.145.37 |Israel 147. 237. 77. 216 |dover . i df i Bad TCP sequence STNFACK retransmt with moni tor  [5
di fferent w ndow scal e
188. 120. 148. 199|I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber nonitor |5
192. 116. 239. 196 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber nonitor |5
85. 65. 47. 146 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
31.154.145.37 |lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
41.33.232.66  |Egypt 147.237.77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant g;;ed to handie comection 1 i |5
Pal estinian Territory S -
31.223.191. 72 Qccupi ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 182 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber nonitor |4
109. 253. 130. 206l sr ael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 4
192. 116. 239. 196! srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 4
31.154. 146. 117 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i Bl ock HTTP Non Conpl i ant Zgjtged to hand e connection  Jopnitor |
79.183.191. 213 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
31.154.146.117 |israel 147.237.72. 166 |aka i df . i Bad TCP sequence SINWACK retransmt with moni tor |4
di fferent w ndow scal e
185. 120. 126. 7 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
5.22.129. 251 I srael 147.237.76. 200 |ei tan. aka.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
37.26.147.254 |lIsrael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.46.39.54 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |4
S reaming Engi ne: TCP i issi
178.154.149.7 |Russian Federation |147.237.72. 166 |aka.idf.il mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dr opped.
201. 253.132.89 |Argentina 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 3
S reamng Engi ne: TCP i i ssi
62.219.137.5  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, . 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.54.183. 196 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 316
79.176.53.235 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 204
79.176.53.235 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 111
2.54.183. 196 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 110
2.54.183.196 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 105
79.177.9.111 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 104
84.109. 51. 47 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 80
2.54.10. 139 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 79
79.177.9. 111 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 75
109. 253. 208. 189l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 75
2.54.63.21 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 65
109. 253. 208. 189l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 37
2.54.10. 139 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 35
84.109. 51. 47 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
2.52.4.157 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 22
109. 253. 212. 20 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 18
79.177.9.111 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 15
46.19. 85. 10 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 12
46. 19. 85. 98 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 12
79.182.59.196 |Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 10
2.54.137. 232 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
46. 19. 85. 202 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
79.180. 155.36 [ srael 147.237.0.34 |tikshuv.idf.il -YI—g(.)ll\E;l:)r.lyISO; ;29 Sane Response (bde (404) in Session from Bock |8
2.54.51. 106 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
213.57.178.72 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
2.52.23. 201 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
171. 33. 194. 156 zint:gom 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip _storagelfiles/ 9/ B ock 3
83.130. 109. 146 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/giyus/controls/atuda/A  |B ock 3
109. 253. 142. 131 ]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.151. 32. 163 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46. 19. 85. 20 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
84.108.126.211 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.142.252. 169 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
2.54.191. 144 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176. 13. 10. 85 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 185 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
213.57.178.72  |[israel 147.237.77. 243 |nobi l e. i df . i | m;ﬂt g cl’rc;fz‘f? /t’;egpgrcyim S e/l <t chi | ddocument s 1432 Bock |2
204.13.201.138 [United Sates [147.237. 77. 216 |dover i df i1 | 1S9 IO e TR Peeess on Bock |2
93. 218. 254. 245 |Ger many 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
46.121. 104. 239 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
207. 46.13. 86 Lhited Sates |147.237.0.34 |ti kshuv.idf.il Unaut hori zed URL Access to waw tikshuv.idf.il/tenpl ates/ news/ Bl ock 1
166. 78. 134. 156 [Lhited Sates |147. 237. 72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
77.45.92. 60 Fol and 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df . i/894-en/ dover . aspx/ B ock 1
109. 65. 129. 252 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 86. 44 I srael 147.237.72. 166 |aka. i df . i | SSL Lht raceabl e Gonnection - Unknown SSL Sessi on None 1
Unknown Par arret er
87.68.147.173 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 38$ct | 01$ct | 03$chbl Questi on$6  |None 1
in wwy aka.idf.il/nain/giyus/questionnaire.aspx
84.108.47.251 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
5.29.98.108 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
185. 32. 179. 134 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.52.4.157 I srael 147.237.77.233|atal .idf . il Lhaut hori zed URL Access to atal.idf.il/nobilef B ock 1
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