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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site

|Signature

|Device Action |Count

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 3210
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 91
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 4
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3
115. 239. 228. 10 Chi na 147.237.76. 202 e halag.idf.illJLM Under Attack Con Htp drop 2
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il [bl ock-sp-trafl drop 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

194. 90. 25. 122 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
96. 35. 144. 107 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
84. 228, 245. 88 147.237.72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
84.111.138. 221 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
61. 240. 144. 64 147.237.76. 177 Chi na ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
23.94.97.17 147.237.76. 31 Lhited Sates nakchal . i df. il ET SCAN NVAP -sS wi ndow 1024 1
212.179. 90. 106 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
192. 118. 78. 57 147.237.77. 216 I 'srael dover . idf il portscan: TCP O stributed Portscan 1
85. 64. 62. 3 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
84. 228.224. 122 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84. 95. 86. 186 147.237.72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142.142. 226 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.10. 134 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 223. 3 147.237.77. 216 I 'srael dover . idf il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
212.76.127.10 |lIsrael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 84
84.228.245.88 | srael 147.237.72. 166 |aka. i df . Bad TCP sequence Vﬂdﬁr;n;rit wth different moni tor |49
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
109. 253. 203. 1531 sr ael 147237, 77, 243 |mbi e ior i1 | €M NG Bngine: TCP Invalid - finvalid segnent retransmssi on, drop 30
Ret r ansni ssi on Packet dropped.
212.76.127.219 |l srael 147.237.77.233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 27
2.54. 164. 87 I'srael 147.237.77. 243 |moti e ior. i1 | SAMNG Engine: TP Invalid invalid segnent retransnissi on. drop 21
Ret r ansni ssi on Packet dropped.
109. 66. 106. 16 | srael 147, 237, 76. 200 |ei tan. aka i of i1 || €M NG Engine: TCP Invalid  finvalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
46.19.86.237  |Israel 147.237.77. 243 |t e i i1 | €8N ng Engl ne: TGP Invalid  finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
192. 118. 27. 253 |l srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 69 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 12
109. 66. 152. 237 |Israel 147. 237. 72. 166 |aka. i o . i Streanng Bngine: TCP Invalid  finvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
109. 253. 128. 148l sr ael 147.237.77. 233 |atal i df i Bad TCP sequence V?':dﬁr;”;'it wth different moni tor |11
46. 19. 86. 63 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
81.218.241.25 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
46. 19. 85. 195 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 8
31.168.89.105 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 8
84.108. 184. 198 |Israel 147.237. 77, 243 |wbi e i of 11 | €M NG Engine: TCP Invalid - finvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 247 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
94.230. 86.108 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
31.168.89.105 |[lIsrael 147.237.77. 176 |mtpash.icf.il  [Bad TCP sequence Invalid sequence nunber noni t or 7
46. 19. 85. 137 | srael 147.237.72.166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
2.54,173. 88 | srael 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
94. 230. 86. 88 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 40 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber aert 6
46. 19. 85. 247 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 70 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
80. 246. 136. 238 I srael 147, 237.77. 23 |rbit e ior i1 | ©AMNG Engine: TGP Invalid - invalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dropped.
109. 253. 130. 251 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 14 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 191 I srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
31. 168. 89. 105 | srael 147.237.77.74 |(lawidf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
46. 19. 85. 40 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 162 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
192. 118. 27. 253 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 191 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 241 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 6
46.19.86.3 I srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 6
46. 19. 85. 162 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
176. 228. 220. 174|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 65. 149. 123 |l srael 147. 237. 72. 166 |aka. i f . i Streanng Bngine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
84.228.98.248 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
62.90.202.110 | srael 147. 237. 72. 166 |aka. i f . i Streanng Bngine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 14 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber alert 6
46.19.85.173  |[israel 147.237.77. 243 it et [ S NG Engine: TP Tvalid - fimwal id segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 217 | srael 147.237.72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 156 I srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 5
109. 253. 128. 148! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.26.146.162 |Israel 147.237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
80. 246. 136. 111 |l srael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Gode B ock 97
185.32.179.99 |[lIsrael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 63
46.19. 85. 104 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 45
46. 19. 86. 243 | srael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Gode B ock 37
46. 19. 85. 202 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 36
2.52.137.65 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 32
109. 253. 205. 2421 srael 147.237.77. 243 |nobi l e. i df . i | mﬂ? o T?’Ffsrcgﬁ icsgngi‘gﬁaov‘%d n Bock |31
80. 246. 136. 111 [Israel 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 28
46. 19. 86. 221 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 25
46. 19. 86. 168 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 20
94. 230. 86. 88 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 19
46.19. 86. 221 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 11
185. 32. 179. 237 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 6
2.54.164. 87 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 6
84.110.110.83 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI QNS for wun aka. i df .il/ B ock 6
2.54.187.232 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Gode B ock 6
109. 253. 203. 153]I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Code B ock 5
80. 246. 136. 238 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
Unaut hori zed URL Access to
95. 86. 82. 14 I srael 147.237.72. 156 [anan. i df . i | www. aman. i df . i | / &sa=u&ed=0ahukew yooz_kszkahud6r gkhu- xbukgf ggt  [B ock 3
nae&usg=af gj cngdvr vyl ynci r 6whv95j 8j i c2kcnw
84.108. 184. 198 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code B ock 3
46.19.85. 11 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
185.32.179.59 |Israel 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Gode B ock 3
84.110.110.83 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagel/files/ 6/ B ock 3
46.19. 85. 190 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
176. 13. 19. 40 | srael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Gode B ock 2
2.52. 36. 200 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
66.249.78.127 |[Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv.idf.il/site/links. aspx B ock 2
84.108. 126. 211 |lsrael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Gode B ock 2
213.151.32.163 |[Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
66.249.78.159 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/error.htm B ock 2
193. 201. 224. 40 |lkrai ne 147.237.77.216|dover. i df . i | PHP Att enpt B ock 2
82.166.242.20 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
79.183. 38. 20 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DS Attack None 2
85. 65.206. 119 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 78. 11 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
84.108.41.137 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
169. 229. 3. 91 g;g: 147.237.0.19 |madimatal .idf.il [IIlega Byte Gode Character in Header Nane B ock 1
37.26.147.140 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None
109. 253. 203. 153]I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type M ol ati on Gapt chaText in nobile.idf.il/authentication/login |B ock
80.178. 160. 166 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed Lhauthorized LR. Access on ww aka. i df.il/wwntikshuv.idf.il |B ock 1
Uhaut hori zed URL Access to
212.76.113.108 |lsrael 147.237.77.216|dover. i df . i | wawy. i df . i 1/1133-7936- he/ dover . aspx&a=u&ed=0ahukewj z-j ei unzkahwc |Bl ock 1
dswkhw dd_kqgf ggr man&usg=af gj cnhsi xf e5pscogygcauw - shgc3odq
2.54.139.0 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
66.249. 78. 246 I srael 147. 237.72. 166 |aka. i df . i | Llj;?ugg;’”?;ei;?s‘l gfgf;saégl i1 oS 4/ 71084, doc Bock |1
175. 143. 153. 207 |Mil aysi a 147.237.77.216|dover.i df .i | Enail collector robots 14 B ock
84.110.110.83 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter x in ww aka.idf.il/main/sachar/ payslips. aspx None
169. 229. 3. 91 g“;:s 147.237.0.15 |kosher-kravi.idf.i|[Mitiple Illegal Byte Qode Character in Header Nane from 169. 229. 3. 91 B ock 1
79.177.52.76  |israel 147.237.72. 166 |aka. i df . i | m”;\:i';’?_r I""I"f;;r n/Z;Lg;%cgyg?fggha'\fgxnsscphsachar$°b9728005 n None 1
198. 20. 69. 74 g“;:s 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt Bl ock 1
5. 28. 165. 92 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . i |/ nai n/ sachar/ undefi ned B ock 1
109. 226.43. 146 |Israel 147.237.76.42 |refuah.idf.il o 200 o facess 1o sl queryl | query-ti.js HBock |1
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